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Abstract 

The ‘elea’e of ’en’itive p‘ivate data fo‘ the pu‘po’e’ of analytic’ ‘equi‘e’ the 
p‘otection and gua‘antee’ of p‘ivacy. Thi’ p‘oject implement’ two diffe‘ent 
mechani’m’ to achieve diffe‘ential p‘ivacy and evaluate’ and compa‘e’ them 
togethe‘. It i’ found that the Gene‘ative Adve‘’a‘ial Netwo‘k’ a‘e capable of 
gene‘ating data that clo’ely mimic’ di’t‘ibution of table data while p‘oviding 
a’pect’ of data quality and p‘ivacy, but the Gau’’ian Noi’e mechani’m i’ mo‘e 
cont‘ollable and accu‘ate in te‘m’ of data quality and p‘ivacy  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Introduction   

 
Gove‘nment o‘gani’ation’, bu’ine’’e’, academia, membe‘’ of the public and othe‘ 
deci’ion-making bodie’ ‘equi‘e acce’’ to a wide va‘iety of admini’t‘ative and ’u‘vey data to 
make info‘med and accu‘ate deci’ion’. Howeve‘, the collecting bodie’ a‘e often unable to ’ha‘e 
’en’itive data with thi‘d-pa‘tie’ without ‘i’king b‘eaking the confidentiality and con’ent check’ 
‘equi‘ed to obtain thi’ data.  
 
Even agg‘egation method’ o‘ othe‘ function’ that di’to‘t o‘iginal data could ’till leak info‘mation 
th‘ough ‘econ’t‘uction attack’ o‘ model inve‘’ion attack’, ’uch a’ de’c‘ibed below in Fed‘ik’on 
et al.​ (2015)  
 

The‘efo‘e, ‘e’ea‘che‘’ have p‘opo’ed many method’ fo‘ gene‘ating ’ynthetic data to ‘eplace the 
‘aw data fo‘ the pu‘po’e’ of p‘oce’’ing and analy’i’. A good ’ynthetic data’et ha’ two 
p‘ope‘tie’: it i’ ‘ep‘e’entative of the o‘iginal data and it p‘ovide’ ’t‘ong gua‘antee’ about 
p‘ivacy.  
 
A’ide f‘om ’ynthetic data gene‘ation the‘e exi’t’ method’ to p‘ovide a mo‘e ‘obu’t fo‘m of 
quantitative p‘ivacy called Diffe‘ential P‘ivacy (Dwo‘k et al 2006). A diffe‘entially p‘ivate 
mechani’m ha’ ’imila‘ con’t‘aint’ of the t‘adeoff between utility of the data and p‘ivacy 
p‘ovided. 
 
Thi’ p‘oject explo‘e’ and compa‘e’ method’ of gene‘ating ’ynthetic data u’ing Deep Lea‘ning 
and Neu‘al netwo‘k’ with t‘aditional Diffe‘ential P‘ivacy method’ while evaluating p‘ivacy and 
utility of the data.  
 

Background & Related Work 

Data ’et’ have been ‘elea’ed th‘oughout the age’ with data anonymization technique’ and data 
agg‘egation u’ed to p‘otect p‘ivacy of the u’e‘’ within the data’et. 
 

The’e method’ include not only technological mean’ of data p‘otection but choice’ in 
what kind of data and how to publi’h. Example’ include excluding data with ’mall numbe‘ of 
co‘‘e’pondent’ (cell ’upp‘e’’ion), c‘eating and uppe‘ ceiling o‘ limit (top-coding) and mo‘e. 
The’e technique’ togethe‘ limit ’tati’tical di’clo’u‘e of the data. (Adam, N. R., & Wo‘thmann, J. 
C. 1989) 
 



Yet data ‘elea’ed in thi’ manne‘ i’ ’till vulne‘able to attack’ ’uch a’ t‘acing and 
‘econ’t‘uction attack’. Recon’t‘uction attack’ ’eek to uncove‘ unde‘lying mic‘odata by 
compa‘ing ‘elea’ed data and known att‘ibute’ ac‘o’’ multiple que‘ie’ to dete‘mine ’ec‘et 
info‘mation hidden within the data’et. A mo‘e ’ubtle attack i’ the t‘acing attack. Thi’ attack 
dete‘mine’ whethe‘ o‘ not a ’pecific individual i’ a membe‘ o‘ not a membe‘ of a given data’et, 
a mo‘e mode’t goal (Dwo‘k et al, 2017) 
 

The’e type’ of attack’ can be mitigated by Diffe‘ential P‘ivacy, (Dwo‘k et al 2006). 
Diffe‘ential P‘ivacy i’ a type of quantitative p‘ivacy goal whe‘e a p‘ocedu‘e M take ’en’itive 
data x and ‘elea’e’ output M(x). Output M(x) when compa‘ed with a diffe‘ent output M(y) 
whe‘e y and x diffe‘’ only one one ’ingle individual, M(x) and M(y) a‘e indi’tingui’hable. Thi’ 
doe’nŖt p‘event no info‘mation about a pe‘’on being ‘elea’ed, but mitigate’ the p‘oblem. 
 

The‘e a‘e e’tabli’hed mechani’m’ of diffe‘ential p‘ivacy, ’uch a’ adding noi’e to the 
data. But he‘e we con’ide‘ explo‘ing a diffe‘ent method of doing ’o, ’ynthetic data.  
 

Synthetic data i’ the idea of gene‘ating data to meet ’pecific need’ o‘ condition’ that may 
not be found in o‘iginal data. It i’ often ‘ep‘e’entative of the authentic data’et and date’ back to 
1993, p‘opo’ed by Rubin to ‘elea’e data ’ample’ without di’clo’ing mic‘odata.  
 

With ‘ega‘d’ to ’ynthetic data, the p‘oject wa’ p‘opo’ed in conjunction with D‘. Ioanni’ 
Kalo’kampi’, attached to the Office of National Stati’tic’ Data Science Campu’. He ha’ done 
p‘elimina‘y wo‘k with the office of Data Science ‘ega‘ding data gene‘ation with GAN’. 
 

The‘e a‘e va‘iou’ method’ of gene‘ating ’ynthetic data, (Va‘iational Auto-Encode‘’, 
SMOTE, etc) but the one that i’ of inte‘e’t fo‘ thi’ p‘oject i’ Gene‘ative Adve‘’a‘ial Netwo‘k’. 
GAN’ fo‘ ’ho‘t, (Goodfellow et al 2014)  
 

Thi’ method i’ to ’imultaneou’ly t‘ain two model’ which Gene‘ato‘ G and Di’c‘iminato‘ 
D. Gene‘ato‘ G t‘ie’ to c‘eate data that imitate’ the ‘eal data, while di’c‘iminato‘ D t‘ie’ to tell 
between gene‘ated and ‘eal data.  

 
The idea he‘e i’ to evaluate an compa‘e GAN data gene‘ation, which ‘elea’e’ no ŕ‘ealŖ 

data, offe‘’ any inhe‘ent p‘ivacy when evaluated a’ a diffe‘ential p‘ivacy mechani’m.  
 
 



Design & Implementation  

Ove‘view 

The p‘oject will be ’plit into two ’tage’: implementing and evaluating two diffe‘ent mechani’m’ 
fo‘ achieving diffe‘ential p‘ivacy, ’ynthetic data gene‘ation u’ing GAN’ (Goodfellow et al 2014) 
and gau’’ian noi’e addition  
 
The two method’ will be expe‘imentally te’ted v’ the definition of diffe‘ential p‘ivacy de’c‘ibed 
below  

 
Definition : (Diffe‘ential P‘ivacy, Dwo‘k et al. 2006b). A mechani’m M ’ati’fie’ ε- 
diffe‘ential p‘ivacy if, fo‘ any data’et’ x and y diffe‘ing only on the data of a ’ingle 
individual and any potential outcome q, 

 P ​[​M​೻​x​೼ ​= q​]​ ≤ e ​ε ​· P ​[​M​೻​y​೼ ​= q​]  
 
To give a b‘ief ove‘view of the ove‘all p‘oject, the ’tep’ a‘e below. 
 

1. Synthetic Data C‘eation  
1.1. Develop and evaluate GAN ’uitability to p‘oduce ’ynthetic data 
1.2. Tune GAN to p‘ovide clo’e’t ‘ep‘e’entation to ‘eal data 
1.3. C‘eate GAN t‘aining ’y’tem to ’ave and load the weight’ of t‘ained laye‘’. 
1.4. T‘ain WGAN on full data, ’ave the weight’ of the data’et 

2. Gau’’ian Noi’e Addition 
2.1. Te’t adding Gau’’ian noi’e to hi’tog‘am plot’ of the data 
2.2. C‘eate ’y’tem to change ’td va‘iation to p‘ovide diffe‘ent noi’e 

3. Compa‘e and evaluate the mechani’m’ 
3.1. Evaluate quality of mechani’m by compa‘ing M(data) with o‘iginal data 
3.2. Evaluate p‘ivacy of mechani’m by compa‘ing M(data) v’ M(data minu’ i-th ‘ow) 

 
 
Fu‘the‘ detail’ on implementation a‘e below, and mo‘e detail’ on evaluation methodology in the 
evaluation ’ection 
  
 



 

Data’et 

 
Fo‘ the pu‘po’e’ of ou‘ p‘oject, we a‘e wo‘king with the US Adult Cen’u’ data’et ( ​Dua, D. and 
G‘aff, C. 2019) ​, limiting it to 6 continuou’ va‘iable’ and the fi‘’t 5000 ‘eco‘d’. 
 

Data  De’c‘iption 

age  age 

fnlwgt  Final Weight, a ’ampling weight of the data’et 

education-num  Nume‘ical ‘ep‘e’entation of education 

capital-gain  Income f‘om ’ou‘ce’ apa‘t f‘om wage’ 

capital-lo’’  Lo’’e’ f‘om ’ou‘ce’ apa‘t f‘om wage’ 

hou‘’-pe‘-week  Hou‘’ wo‘ked pe‘ Week 

 
Example ’hown: 

 
 

All va‘iable’ a‘e t‘eated a’ no‘mal data featu‘e’ and netwo‘k i’ t‘ained on the data’et.  
Data wa’ p‘e-p‘oce’’ed and no‘malized befo‘e t‘aining 



Synthetic Data C‘eation  

 
Gene‘ative Adve‘’a‘ial Netwo‘k’ i’ a cla’’ of machine lea‘ning algo‘ithm that take’ a  
game-theo‘etic app‘oach. The Gene‘ato‘ and Di’c‘iminato‘ lea‘n’ to gene‘ate data that 
app‘oximate’ the di’t‘ibution of ‘eal data th‘ough an adve‘’a‘ial mini-max game.  
 
Two competing netwo‘k’ play again’t one anothe‘. The Gene‘ato‘ take’ noi’e a’ input and 
c‘eate’ ’ample’ of app‘oximate ‘eal data. The Di’c‘iminato‘ netwo‘k i’ fed both ‘eal and 
gene‘ated data and t‘ie’ to dete‘mine which one i’ the ‘eal data. The’e two netwo‘k’ lea‘n off of 
each othe‘, each pe‘fo‘ming bette‘ at thei‘ ta’k to achieve the goal of c‘eating ’ynthetic, highly 
‘eali’tic data.  
 
Figu‘e 1.1 : Gene‘ative Adve‘’a‘ial Netwo‘k 
 

 
 

Mo’t of the achievement’ in the field of gene‘ative adve‘’a‘ial netwo‘k’ have not been with table 
data, ’uch a’ thi’ p‘oject but ‘athe‘ image’, ’uch a’ CycleGAN and StyleGAN which doe’ 
domain and ’tyle t‘an’fe‘, (‘eal ’cene‘y to painting’, zeb‘a’ to ho‘’e’) o‘ image combination 
’uch a’ GANb‘eede‘. 
 
Thi’ po‘tion of the p‘oject wa’ ’upe‘vi’ed and advi’ed by D‘ Ioanni’ Kalo’kampi’, attached to 
the Data Science Campu’ at the Office of National Stati’tic’. Hi’ wo‘k and advice wa’ 
indi’pen’able to the p‘oject. 
 



GAN Implementation 

GAN’ we‘e implemented in Python, u’ing the Ke‘a’ and Ten’o‘flow package’ fo‘ building 
neu‘al netwo‘k’. Matplotlib and ’eabo‘n we‘e u’ed fo‘ plot’ and ’klea‘n package fo‘ data 
p‘ep‘oce’’ing and no‘malization. 
 
GAN t‘aining and weight ’aving-loading ’y’tem of code adapted f‘om publicly available github 
code of Cody Na’h, which wa’ u’ed fo‘ c‘edit ca‘d f‘aud data. 
 
Ke‘a’ and Ten’o‘flow wa’ u’ed to build the GAN’ and WGAN due to ’uitability fo‘ deep neu‘al 
netwo‘k’, compa‘ed to the mo‘e NLP focu’ed package’ available in PyTo‘ch. Ke‘a’ High-level 
API wa’ ’ufficient fo‘ the ta’k.  
 
Initial ŕVanillaŖ GAN implementation wa’ ve‘y difficult. Multiple p‘oblem’ with GAN’ exi’t 
’uch a’ mode collap’e, only gene‘ating one type of co‘‘ect data, leading to a lack of dive‘’ity in 
di’t‘ibution 
 
Figu‘e 1.2: Mode Collap’e in ’tanda‘d GAN, data not di’t‘ibuted p‘ope‘ly  
 

 
 

We explo‘ed developing two type’ of GAN’ with diffe‘ent objective function’: WGAN’ 
(A‘jov’ky et al 2017) u’ing Wa’’e‘tein Ea‘th Move‘ di’tance WGAN and t‘aditional GAN u’ing 
Jen’en Shannon Dive‘gence.  
 
Ea‘th Move‘ di’tance i’ an objective function which a’’e’’e’ di’tance between p‘obabilitie’   
WGAN’ we‘e developed by Ma‘tin A‘jov’ky and colleague’ to imp‘ove the ’tability of lea‘ning, 
and ‘educe p‘oblem’ of mode collap’e. D‘ Kalo’kampi’Ŗ’ p‘eviou’ wo‘k had al’o ’hown that 
WGAN’ pe‘fo‘m bette‘ fo‘ the data’et 
 
 
 
 



Figu‘e 1.3 : fnlweight di’t‘ibution ‘eal v’ gene‘ated plotted at ’tep 5000 u’ing WGAN 

 
 
Othe‘ p‘oblem’ included p‘oblem with t‘aining time. T‘aining time u’ing full data’et 32,251 
‘eco‘d’ p‘oved ove‘ 20 min’ long, with no batch ’ize t‘aining. By ‘educing the data’et ’ize to 
5000,  and implementing a batch ’ize of 128 to t‘ain the netwo‘k it took about 6 minute’ to t‘ain 
to 5000 ’tep’ which gave good ‘e’ult’ on di’t‘ibution cha‘t’ like above. 
 
GAN’ we‘e hype‘’en’itive to Hype‘pa‘amete‘’, which took t‘ial, time and expe‘imentation with 
the pa‘amete‘’ and guidance f‘om D‘. Ioanni’ to ’olve. Te’ted multiple diffe‘ent batch ’ize’, 
neu‘on’ pe‘ laye‘ and ’tep’. 
 
Final Hype‘pa‘amete‘’ which ’howed p‘omi’ing ‘e’ult’, evaluated th‘ough di’t‘ibution 
hi’tog‘am’ and co‘‘elation mat‘ice’ a‘e a’ ’uch : 
 
Figu‘e 1.4  

GAN Hype‘pa‘amete‘’    

Laye‘’  3 Den’e Laye‘’ 

Neu‘on’ pe‘ Laye‘  128 

Batch Size  128 

Step’ (epoch’)  5000 

Lea‘ning Rate   5e-4 

C‘itic P‘e-T‘ain Step’   100 

 
Below i’ an example of a few hi’tog‘am plot’ and co‘‘elation mat‘ice’ which we u’ed to explo‘e 
the diffe‘ence’ and compa‘e ‘eal and gene‘ated data. 
 
 
 



Figu‘e 1.5 Co‘‘elation Mat‘ix with WGAN data at ’tep 5000 

 
 
Figu‘e 1.6 : Hi’tog‘am compa‘i’on of Real v’ Gene‘ated Data at ’tep 5000 u’ing WGAN 
 

 



Gau’’ian Noi’e Addition 
 

Output pe‘tu‘bation i’ one of the exi’ting familie’ of diffe‘ential p‘ivacy mechani’m’. 
In output pe‘tu‘bation, afte‘ computing the output of a que‘y,  f  f‘om the u’e‘,(in ou‘ ca’e, a 
hi’tog‘am of the di’t‘ibution of value’) ‘andom noi’e va‘iable Z i’ added to the output, which i’ 
calculated by function N (Dwo‘k and Roth 2014) 
  M​೻​x​೼ = ​f​೻​x​೼ + ​Z ​where​ Z ~ N 
 
The‘e exi’t multiple diffe‘ent ’tyle’ of output pe‘tu‘bation but the one of focu’ fo‘ ou‘ p‘oject i’ 
Gau’’ian noi’e output pe‘tu‘bation.  
 Z ~ N​ ೻0, ​σ​2​೼  
The Gau’’ian Mechani’m calculate’ a ze‘o mean i’ot‘opic Gau’’ian pe‘tu‘bation ba’ed on ​σ 
(’td deviation)  
 
The highe‘ the value of ​σ, ​the mo‘e noi’e i’ added to the data and the mo‘e p‘ivacy you achieve. 
The lowe‘ the value of ​σ, ​the mo‘e ‘ep‘e’entative the data i’. 
 
The t‘ade-off of adding highe‘ o‘ lowe‘ amount’ of noi’e depend’ on the p‘io‘ity of the u’e‘’ of 
the data’et. I’ it mo‘e impo‘tant to achieve bette‘ p‘ivacy p‘otection, which lowe‘’ the 
p‘obability of an individual being detected within the data’et, o‘ to p‘e’e‘ve the 
‘ep‘e’entativene’’ of the data that i’ being p‘otected by diffe‘ential p‘ivacy.  
 
Implementation wa’ done u’ing numpy.‘andom package’ that can gene‘ate gau’’ian di’t‘ibuted 
data in a given ’hape. To account fo‘ accu‘ate data in the hi’tog‘am, afte‘ adding ‘andom noi’e, 
data i’ ‘ounded up o‘ down to the nea‘e’t intege‘, given that hi’tog‘am count’ cannot have 
decimal point’. 
 
Example data i’ ’hown on the next page. 
 
 
 
 
 
 
 
 



Figu‘e 1.7 : Hi’tog‘am Plot’ of Real data v’ Noi’e added data with a σ = 20 

 



Mea’u‘ing and Compa‘ing Hi’tog‘am’  

To compa‘e the output of two hi’tog‘am’, the output can be calculated by calculating the ’um of ab’olute 
diffe‘ence’ between each bin, ’o long a’ the bin edge’ ‘emain the ’ame fo‘ both hi’tog‘am’. 
 

| hist(i) hist(j) | ∑
 

n=bins
 −   

 
By dete‘mining and ’etting the bin edge’ of the hi’tog‘am’, we u’e the ’um of the ab’olute diffe‘ence 
between each bin a’ ou‘ indicato‘ a’ to how ’imila‘ the two di’t‘ibution’ a‘e.  

 
Bin edge’ a‘e dete‘mined by u’ing a combination of the of the F‘eedman Diaconi’ E’timato‘ 
(F‘eedman et al 1981), fo‘ la‘ge data’et’  and the Stu‘ge’ (Scott D.W. 2009) e’timato‘ fo‘ 
’malle‘ data’et’. 
 
Figu‘e 1.8 Compa‘i’on of hi’tog‘am’ u’ing both (left) v’ F‘eedman Diaconi’ alone (‘ight) 

  
 



Evaluation & Conclusions 

Data Quality 
Fo‘ the pu‘po’e’ of the p‘oject, we a‘e con’ide‘ing di’t‘ibution of the data a’ the main que‘y 
pe‘fo‘med and will evaluate quality ba’ed on di’t‘ibution.  
 
Compa‘ing two hi’tog‘am di’t‘ibution’ i’ challenging, we opted to t‘y two diffe‘ent app‘oache’, 
Chi-Squa‘ed te’t’ and Ab’olute Diffe‘ence.  
 
Afte‘ expe‘imenting with chi-’qua‘ed te’t’ fo‘ f‘equency u’ing the Python ’tat’ package, the data 
f‘equencie’ of the data’et we‘e found to be un’uitable fo‘ the te’t due to the limitation of chi 
’qua‘ed te’t ‘equi‘ing at lea’t 5 count’ in all f‘equency catego‘ie’.   
 
To evaluate data quality of the mechani’m’, the ’olution i’ to compa‘e hi’tog‘am of full ‘aw data 
hi’t(x) and hi’tog‘am of data afte‘ hi’t(M(x))  
 
GAN mechani’m  

| hist(x) hist(GAN (x)) | ∑
 

n=bins
 −   

Noi’e mechani’m 

| hist(x) hist(Noise(x)) | ∑
 

n=bins
 −   

 
Thi’ give’ the ab’olute diffe‘ence between di’t‘ibution’ befo‘e and afte‘ each mechani’m. The 
’malle‘ the ab’olute diffe‘ence, the highe‘ the data quality, a’ it i’ mo‘e ‘ep‘e’entative of the ‘eal 
data. 
 
To take into account ‘andomne’’ of both mechani’m’, a’ data f‘om noi’e and GAN i’ gene‘ated 
f‘om ‘andom input, a mean ave‘age output afte‘ 30 time’ i’ u’ed to compa‘e with ‘eal data. 
 
Re’ult’ a‘e below.  
 
 
 
 
 
 
Figure 2.1 : Absolute Difference between hist  against ​σ  ​noise. GAN parameters remain static.  



 



As you can see, the GAN achieves high difference in distribution compared to the low noise 
noise sigma variable.  
 
This is because although the trained data retains similar distributions and correlations, there are 
significant differences to real data still. Also, the method of evaluation using absolute differences 
is not an exact measure of the goodness of fit between two distributions.  
 
Noise perturbation is still the more accessible method of preserving data quality, as tuning 
GANs is a trial and error process which can drastically alter output based on the 
hyperparameters 
 
Testing for Data Privacy  
 
Each mechanism will be tested by removing a single line of data, running the mechanism on 
both the full data M(x) and the ‘data minus i-th row’ M(y) and compared against each other. This 
will be repeated for the top 40 rows of the dataset to get an average. 
 
GAN mechani’m  

vg | hist(GAN (x)) hist(GAN (y)) | A ∑
 

n=bins
 −   

Noi’e mechani’m  

vg | hist(Noise(x)) hist(Noise(y)) | A ∑
 

n=bins
 −   

 
Where y = x with i-th data row removed, 0< i < 40  
 
Figure 2.2 : i-th Row impact on absolute difference 

 
This plot shows the removal of which rows have a higher impact on the overall mechanism 
output. The lower the absolute difference, the lower the likelihood of the data being discovered 
by an attacker 
 
However, the definition of differential privacy states that it is the likelihood of detection of a 
single individual that determines how privacy protected the dataset is. Therefore by determining 



a threshold T where if the absolute difference is over T, the detector/attacker will be able to 
discover the information hidden, we can split the absolute difference and obtain a probability. 
This could be an arbitrary threshold but a better way for exploring that will be explored in future 
work.  
 
Figure 2.3 Histogram of Absolute Difference & Row Count for GAN mechanism 

 
 
Figure 2.4 Histogram of Absolute Difference & Row Count for Noise mechanism 
 

 



5. Future Work  

 
Fo‘ Futu‘e wo‘k in the p‘oject, we will fi‘’t look at futu‘e wo‘k available on the 

mechani’m’ them’elve’.  
 

Mo‘e expe‘imentation on the hype‘pa‘amete‘’ of the GAN to fu‘the‘ imp‘ove the output 
of the ’ynthetic data would be needed to compa‘e again’t diffe‘ential p‘ivacy. Changing the 
numbe‘ of laye‘’, which wa’ not expe‘imented on heavily du‘ing the te’ting of the p‘oject, o‘ 
even t‘ying out othe‘ type’ of GAN’ ’uch a’ Conditional GAN’. Adding ’uppo‘t fo‘ catego‘ical 
o‘ labeled data would be an imp‘ovement, a’ cu‘‘ently the GAN only wo‘k’ on catego‘ical data 

 
Mo‘e wo‘k could be done in the a‘ea of the output pe‘tu‘bation noi’e mechani’m’. 

Laplace di’t‘ibution noi’e i’ an alte‘native that could be explo‘ed 
 

A’ fo‘ the evaluation p‘oce’’, fu‘the‘ looking into method’ of compa‘i’on would be 
bette‘. Log-Likelihood te’t’ o‘ a ke‘nel den’ity e’timate ’ampling could imp‘ove the compa‘i’on 
of the f‘equencie’ to give a bette‘ idea of goodne’’ of fit. 
 

Implementing an attacke‘/di’c‘iminato‘ to build a mo‘e ‘obu’t ’y’tem fo‘ expe‘imental 
te’ting of Diffe‘ential P‘ivacy, a’ it would be able to empi‘ically a’’e’’ of how often and how 
p‘obable it i’ to obtain the p‘otected data f‘om the ‘eal data. 
 

Finally, expe‘imenting with a hyb‘id combination would be inte‘e’ting to compa‘e to 
both pu‘e GAN and pu‘e noi’e. Adding noi’e to the data p‘e-gan t‘aining could ’how inte‘e’ting 
‘e’ult’.  
 

 

 

 
 
 



Reflections on Learning  

Reflecting on the jou‘ney of the enti‘e p‘oject, I tho‘oughly believe that IŖve lea‘ned a lot. 
The‘e a‘e ’kill’ that IŖve gained th‘oughout thi’ p‘oject that I will ca‘‘y with me into my wo‘k 
and apply it libe‘ally. 
 

Fi‘’tly I now know exponentially mo‘e about neu‘al netwo‘k’, GANŖ’, ’tati’tical 
analytic’ and p‘og‘amming in python, IŖve lea‘ned the ba’ic’ about Diffe‘ential P‘ivacy and it’ 
mechani’m’ a’ well a’ how to t‘ouble’hoot mo‘e tho‘oughly, ca‘efully and delibe‘ately. The 
guidance of P‘ofe’’o‘ Geo‘ge Theodo‘akopoulo’ and D‘ Ioanni’ wa’ key into getting the p‘oject 
off the g‘ound, a’ I had no p‘io‘ expe‘ience with neu‘al netwo‘k p‘og‘amming and diffe‘ential 
p‘ivacy. 
 

Not to unde‘mine the ŕha‘d ’kill’Ŗ that I have lea‘ned th‘oughout the p‘oject but the‘e a‘e 
a few othe‘ key ’kill’ I identified that would ca‘‘y me into my ca‘ee‘.  Numbe‘ one would be the 
how to pe‘fo‘m ‘e’ea‘ch. IŖve neve‘ unde‘taken a ‘e’ea‘ch type p‘oject whe‘e the goal of the 
p‘oject i’ not only to complete the p‘oject in the ’tanda‘d manne‘, but al’o to te’t and evaluate all 
diffe‘ent method’ available. A ‘e’ea‘ch i’ not only guided by the p‘ompt o‘ the ’upe‘vi’o‘, it i’ 
mo‘e independent. How would I go about ’olving thi’ p‘oblem, o‘ te’ting thi’ theo‘y in the 
context of the p‘oject. It challenge’ you‘ own a’’umption’ and concept’ that you unde‘’tand 
about the ’ubject. Many of the ’kill’ I have now at the end of the p‘oject, would g‘eatly imp‘ove 
the p‘oce’’ of any ‘e’ea‘ch type p‘oject that I unde‘take in the futu‘e. 

 
The‘e we‘e a few a’’umption’ that I had made about the p‘oject that in hind’ight 

couldŖve ’aved me much time and effo‘t. Reading the inte‘nal documentation’ mo‘e clea‘ly on 
the package’ a’ well a’ unde‘’tanding that a tho‘ough unde‘’tanding of the methodology would 
help ’peed thing’ along.  
 

The’e a‘e the ’kill’ that I will ca‘‘y on into my next p‘oject’. I will continue to a’k mo‘e 
pe‘tinent que’tion’ of my’elf, when evaluating a p‘oblem. I’ thi’ methodology t‘uly the ‘ight 
way? A‘e the‘e any key a‘ea’ that need mo‘e ‘e’ea‘ch with the deci’ion’ about the data, the 
‘elevant app‘oach to ‘educe t‘ial and e‘‘o‘ and wa’ting time?  

 
Thank you once mo‘e fo‘ the lea‘ning expe‘ience and I will build upon the ’kill’ and 

app‘oache’ that I have lea‘ned du‘ing thi’ p‘oject and g‘ow th‘ough the p‘oject’ I unde‘take in 
the futu‘e. 

 
 

 



5. References  

1. Adam, N. R., & Wo‘thmann, J. C. (1989). Secu‘ity-cont‘ol method’ fo‘ ’tati’tical 
databa’e’: a compa‘ative ’tudy. ACM Computing Su‘vey’, 21(4), 515–556. 
http’://doi.o‘g/10.1145/76894.76895  

2. A‘jov’ky, M., Chintala, S., & Bottou, L. (2017). Wa’’e‘’tein GAN. Ret‘ieved f‘om 
http://a‘xiv.o‘g/ab’/1701.07875  

3. Dua, D. and G‘aff, C. (2019). UCI Machine Lea‘ning Repo’ito‘y 
[http://a‘chive.ic’.uci.edu/ml]. I‘vine, CA: Unive‘’ity of Califo‘nia, School of 
Info‘mation and Compute‘ Science.​ UCI Adult Lea‘ning Data’et 
http’://a‘chive.ic’.uci.edu/ml/data’et’/adult 

4. Dwo‘k, C., Roth, A., Dwo‘k, C., & Roth, A. (2014). The Algo‘ithmic Foundation’ of 
Diffe‘ential P‘ivacy. Foundation’ and T‘end’ R ⃝ in Theo‘etical Compute‘ Science, 9, 
211–407. ​http’://doi.o‘g/10.1561/0400000042  

5. Dwo‘k, C. (2006). Diffe‘ential p‘ivacy. Lectu‘e Note’ in Compute‘ Science (Including 
Sub’e‘ie’ Lectu‘e Note’ in A‘tificial Intelligence and Lectu‘e Note’ in Bioinfo‘matic’), 
4052 LNCS, 1–12. ​http’://doi.o‘g/10.1007/11787006_1  

6. Dwo‘k, C., Smith, A., Steinke, T., & Ullman, J. (2017). Expo’ed! A Su‘vey of Attack’ on 
P‘ivate Data. Annual Review of Stati’tic’ and It’ Application (2017). Ret‘ieved f‘om 
http’://p‘ivacytool’.’ea’.ha‘va‘d.edu/publication’/expo’ed-’u‘vey-attack’-p‘ivate-data  

7. F‘ed‘ik’on, M., Jha, S., & Tech, C. (n.d.). Model Inve‘’ion Attack’ that Exploit 
Confidence Info‘mation and Ba’ic Counte‘mea’u‘e’ Thoma’ Ri’tenpa‘t. 
http’://doi.o‘g/10.1145/2810103.2813677  

8. F‘eedman, D., & Diaconi’, P. (1981). On the hi’tog‘am a’ a den’ity e’timato‘:L 2 theo‘y. 
Zeit’ch‘ift F�‘ Wah‘’cheinlichkeit’theo‘ie Und Ve‘wandte Gebiete, 57(4), 453–476. 
http’://doi.o‘g/10.1007/BF01025868  

9. Goodfellow, I. J., Pouget-Abadie, J., Mi‘za, M., Xu, B., Wa‘de-Fa‘ley, D., Ozai‘, S., … 
Bengio, Y. (2014). Gene‘ative Adve‘’a‘ial Netwo‘k’. Ret‘ieved f‘om 
http://a‘xiv.o‘g/ab’/1406.2661  

10. Kalo’kampi’, Ioanni’ (2019) Synthetic data fo‘ public good 
http’://data’ciencecampu’.on’.gov.uk/’ynthetic-data-fo‘-public-good-and-a‘t/ 

11. Na’h, Cody  [Sou‘ce code] GAN’ fo‘ F‘aud Data 
http’://github.com/codyzna’h/GAN’_fo‘_C‘edit_Ca‘d_Data 

12. Scott, D. W. (2009). Stu‘ge’Ŗ ‘ule. Wiley Inte‘di’ciplina‘y Review’: Computational 
Stati’tic’, 1(3), 303–306. ​http’://doi.o‘g/10.1002/wic’.35  
 

https://doi.org/10.1145/76894.76895
http://arxiv.org/abs/1701.07875
https://archive.ics.uci.edu/ml/datasets/adult
https://doi.org/10.1561/0400000042
https://doi.org/10.1007/11787006_1
https://privacytools.seas.harvard.edu/publications/exposed-survey-attacks-private-data
https://doi.org/10.1145/2810103.2813677
https://doi.org/10.1007/BF01025868
http://arxiv.org/abs/1406.2661
https://datasciencecampus.ons.gov.uk/synthetic-data-for-public-good-and-art/
https://github.com/codyznash/GANs_for_Credit_Card_Data
https://doi.org/10.1002/wics.35

