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Introduction

Here | will be explaining how to set up my attack environment so that others can replicate my
implementation in a similar way if they wish to conduct their own experiment on an 10T product.
| think this is important as | want my project to be repeatable and available for any students
who may want to learn how to conduct a simple penetration attack. | will be talking about how
to set up a Kali Linux with VirtualBox as its virtual machine and how to set up a USB Wireless

Adapter with these applications.
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Environment Setup

As explained in the final report, Kali Linux is an environment where you can access a series
of tools designed for security and penetration testing. Here | will be explaining how to
download this environment.

VirtualBox and Kali Linux Download
Steps:

1. Go to Kali Linux’s webpage (https://www.kali.org/downloads/) and click download.

2. Scroll down to “Download Kali Virtual Machines” and click the button that says,
“Offensive Security VM Download Page”.

3. You will be taken to the Offensive Security webpage (https://www.offensive-
security.com/kali-linux-vm-vmware-virtualbox-image-download/#1572305786534-
030ce714-cc3b) where you are able to download Kali Linux custom images. Click on
“Kali Linux VirtualBox Images and download “Kali Linux VirtualBox 64-Bit (OVA)”.
This is a large download so do not worry if it takes a while. Your download should be
an OVA file.

4. Next you will need to download VirtualBox on their download webpage
(https://www.virtualbox.org/wiki/Downloads). At the time of this project the latest
version was the “6.1.22” version platform package which is available for download

using Windows, Linux or OS X platforms. Go through the download setup with your

preferences of file location, etc.

VirtualB
Downl!a!;yuaﬁox ox Sl

Here you will find links to VirtualBox binaries and its source code.

<

About VirtualBox binaries

Screenshots By downloading, you agree to the terms and conditions of the respective license.

Downloads If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also use version 6.0 if you need to run VMs with software
virtualization, as this has been discontinued in 6.1. Version 6.0 will remain supported until July 2020.

Documentation

If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also use version 5.2 if you still need support for 32-bit hosts, as this

End-user docs - 5 ¢ 7 r S e
has been discontinued in 6.0. Version 5.2 will remain supported until July 2020.

Technical docs

Contribute VirtualBox 6.1.22 platform packages
Community ¢ =»Windows hosts
* 20S X hosts
 Linux distributions
* = Solaris hosts
Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 2.
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be favored as the MD5 algorithm
must be treated as insecure!
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5. When VirtualBox has downloaded you will be presented with the following VirtualBox
Manager page:

¥ Oracle VM VirtualBox Manager ] *

File  Machine  Help

¢ AR B

Preferences  Import Export  New  Add
Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual machines and virtual machine groups on your
computer. You can import, add and create new WMs using corresponding toolbar buttons. You can popup a tools of currently
selected element using corresponding element button

You can press the F1 key to get instant help, o visit www.virtuslbox.org for mare information and latest news.

6. Here you will be able to import the Kali Linux image they you previsously downloaded
using “Import” and finding your download file location. You will then be presented
with the Kali Linux environment that you have downloaded under “Tools” and your
page should look something like this:

¥ Oracle VM VirtualBox Manager m] pe

File  Machine  Help

ulg Tk i‘:} o i& -

New  Settings Discard  Start

o . B General B preview
J ) H Name: Kali-Linux- 2020.4-vbox-amdo4
Operating System:  Debian (64-bit)
(4] System
Base Memory: 2048 MB Kali-Linux-2020.4-
Processars: 2

vbox-amd64

Boot Order: Hard Disk, Optical
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX, KVM Paravirtualization

I visplay

Video Memory: 128 MB
Graphics Controfler: VMSVGA
Remote Desktap Server:  Disabled
Recording: Disabled
& Storage

Controller: IDE

1DE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali-Linux-2020.4-vbox-amd64-disk001.vdi (Normal, 80.00 GB)

2 Audio

Host Driver:  Windows DirectSound
Controller: ICH ACO7

& Network
Adapter 1 Intel PRO/1000 MT Desktop (Bridged Adapter, Intel(R) Dual Band Wireless-AC 3165)

£ uss
USB Controller:  OHCI
Device Filters: 1 (1 active)
7] shared folders

None
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USB Wireless Adapter with Kali Linux Setup

Steps:

1. Within your VirtualBox application you are able to specify your settings and attach
your Wireless Adapter. | have used the Alfa Network AWUSO036NHA AR9271L
Atheros Chipset as it is one of the best Wi-Fi Adapters for penetration testing,
however, you can pick whichever one you prefer but it must be compatible with the
environment and available to be put in monitor mode. A list of compatible Wi-Fi
adapters can be found here: https://www.kalilinux.in/2020/07/wifi-adapter-kali-linux-
2020.html

2. Click settings to open the Kali Linux machine settings and click “USB” within the
settings page. You will be met with a page that looks like this:

a,,) Kali-Linux-2020.4-vbox-amd64 - Settings ? X
- General USB
L] System Enable USB Controller
1 USB 1.1 (OHCI) Controll
B ooy O (OHCI) Controller
o () USB 2.0 (OHCI + EHCI) Controller
M Storage (®) USB 3.0 (xHCT) Controller
(/\_J Audio USB Device Filters
; Network
@3 Serial Ports &35
] ®
£ uss

Shared Folders

T | UserInterface

3. My Wi-Fi adapter uses USB 3.0, but you can choose which one yours uses in the
“Enable USB Controller” USB selection settings.
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4. Click on the USB + icon highlighted above and look for your Wi-Fi adapter. This will

No

come up with the device’s chipset name. Mine is the “ATHEROS UB91C [0108].

&4 Kali-Linux-2020.4-vbox-amd64 - Settings

B cene uss
: Preview
B System [] Enable USB Controller
’ USB 1.1 (OHCT) Controller E
W Doy
USB 2.0 (OHCT + EHCT) Controller
L] Storage ®) USB 3.0 (xHCT) Controller Kali-Linux-2020.4-
o USB Device Filters vbox-amd64
Audio
B Network
Intel Corp. [0001
£ Serial Ports ATHEROS UB91C [0108]
‘/" Use Synaptics, Inc. [0164]
Chicony Electronics Co. Ltd [0425
Shared Folders |

User Interface

Once you have clicked to add the device it should show up in the USB Device Filters
as follows:

& Kali-Linux-2020.4-vbox-amd64 - Settings

[ [ use
B System [] Enable USB Controlles
USB 1.1 (OHCT) Controller
I oisplay
USB 2.0 (OHCI + EHCI) Controller
4 Storage ®) USB 3.0 (xHCT) Controller
= Filt
. Audio U8 Dekon Flacs
~] ATHEROS UB91C [0108]
B Network
§ Serial Ports -
& use
Shared Folders
=_ User Interface
oK Cancel

Before we can start Kali Linux, we must install a VirtualBox Extension pack to allow
VirtualBox to use the adapter. The link to the extension pack page is on the
VirtualBox download page that was previously visited
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8.

9.

(https://www.virtualbox.org/wiki/Downloads).

¢ = Solaris hosts
e »Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 2.
See the changelog for what has changed.

You might want to compare the checksums to verify the integrity of downloaded packages. The SHA256 checksums should be favored as the MD5 algorithm
must be treated as insecure!

* SHA256 checksums, MDS checksums

Note: After upgrading VirtualBox it is recommended to upgrade the guest additions as well.

VirtualBox 6.1.22 Oracle VM VirtualBox Extension Pack
« +All supported platforms

Support Tor USB 2.0 and USB 3.0 devices, VirtualBox RDP, Tk encryption, NVMe and PXE boot for Intel cards. See this chapter from the User Manual for an
introduction to this Extension Pack. The Extension Pack binaries are released under the VirtualBox Personal Use and Evaluation License (PUEL). Please install
the same version extension pack as your installed version of VirtualBox.

VirtualBox 6.1.22 Software Developer Kit (SDK)
o > All platforms

User Manual

The VirtualBox User Manual is included in the VirtualBox packages above. If, however, you would like to take a look at it without having to install the whole
thing, you also access it here:

e =»User Manual (HTML version)

You may also like to take a look at our frequently asked questions list.

IVirtuaIBox older buildsl _
If you scroll down on the page you should see “VirtualBox [Current Version] Oracle
VirtualBox Extension Pack”. Again, my version is 6.1.22 but you should download
whatever version is most recently available. You can also get your current VirtualBox
version by going to: Help = About VirtualBox in the VirtualBox Manager. If you do
not have the latest version of VirtualBox, you can search for your versions Extension
Pack by going to “Virtual Box Older Builds” and looking for the extension pack

DoM!a!&yuaﬁox%géilds) R

* VirtualBox 6.1 (active maintenance)

* VirtualBox 6.0 (no longer supported, support ended 2020/07)

« VirtualBox 5.2 (no longer supported, support ended 2020/07)
About « VirtualBox 5.1 (no longer supported, support ended 2018/04)
« VirtualBox 5.0 (no longer supported, support ended 2017/05)

Screenshots  VirtualBox 4.3 (no longer supported, support ended 2015/12)
Downloads * VirtualBox 4.2 (no longer supported, support ended 2015/12)

. « VirtualBox 4.1 (no longer supported, support ended 2015/12)
Documentation  VirtualBox 4.0 (no longer supported, support ended 2015/12)

End-user docs

Technical docs
ORACLE

Contribute
Contact - Privacy policy - Terms of Use
Community

Once it has downloaded you can find it in your downloads. Here you can double click
the file to automatically add it to VirtualBox. Go through the terms and conditions and
setup the extension pack.

10. Before starting the Virtua Machine, you must physically disconnect the Wireless

Adapter and then reconnect it once Kali has fully loaded.
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Within the Kali Linux Machine
Steps:

1. To start Kali Linux, you must click “Start” in the VirtualBox Manager. Next you will be
asked to enter a username and password. Here you can use the username “kali” and
the password “kali” to sign in as a guest. The password “kali” will also be used to
access applications which require root privileges or password entry.

2. Once the adapter is connected you want to make sure that it is attached to Kali. For
this you want to go to the top of your screen, click Devices - USB and make sure
your adapter is “checked”. If it is not checked just click it to check it.

Unchecked:

i Kali-Linux-2020.4-vbox-amd64 [Running] - Oracle VM VirtualBox
File  Machine View Input Devices Help

Optical Drives

=

Audio
Network
USB (& USB Settings.

Webcams
Intel Corp. (0001]

Shared Folders ATHEROS UB91C [0108]

Shared Clipboard Synaptics, Inc. [0164]
Chicony Electronics Co. Ltd [0425]

0O ©K Ny

Ld

% Dragand Drop

Insert Guest Additions CD image.

KALI

BY OFFENSIVE SECURITY

Checked:

i Kali-Linux-2020.4-vbox-amd64 [Running] - Oracle VM VirtualBox
File  Machine View Input Devices Help

) Optical Drives

[ L& Audio

& Network
L/ USsB 3 USB Settings.
0]

Webcams

Intel Corp. [0001]
| Shared Folders ATHEROS UB91C [0108]

| Shared Clipboard Synaptics, Inc. [0164]
Chicony Electronics Co. Ltd. Integrated Camera [0425]

KALI

%y Drag and Drop

Insert Guest Additions CD image...

BY OFFENSIVE SECURITY

Gl e =0 E Rt ar
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Congratulations! Your Kali Linux environment is now ready for you to perform your own
penetration testing implementation as seen in the final report. Your Wi-Fi adapter is also
ready for use and can perform many functionalities such as connecting Kali Linux to the
Internet and performing attacks in monitoring mode, etc.
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