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Abstract 
 

As more business is transacted online, the opportunity for cyber-criminals to conduct 

activities to disrupt and defraud business has increased. While larger companies have 

invested money, time, and resource into building systems and providing education designed 

to create a secure environment to work and conduct their business, the challenge for Small 

and Medium sized Enterprise (SME) is more significant. SMEs often do not have the funds, 

resources, or knowledge to adequately identify the risk and build the defences required to 

protect themselves adequately from Cyber Attacks. And that risk level is rising as cyber-

criminals have determined that the return on investment for cyber-crime can have a 

potentially high return. Cyber-criminals are consistently modifying their attack methods and 

have identified that targeting employees is often the most straightforward entry point when 

looking to gain access to a computer system. Using social engineering methods such as 

phishing to con employees into opening unsecure attachments or clicking links that take 

them to unsecure websites, the cyber-criminal is developing psychological methods 

designed to trick an employee. Therefore, even if an SME gains certification to a secure 

framework (e.g., the UK Government-backed Cyber Essentials scheme), it will not provide 

strong protection against social engineering attacks, which account for up to 90% of the 

data breaches recorded.  

Therefore, to assist SMEs in better protecting themselves from cyber-attacks, this study sets 

out to create a novel framework designed to support building a human line of cyber-

defence. The framework's goal is to implement behaviour change techniques, individually 

selected from the Behaviour Change Wheel, to support the development of the SME 

employees in using and maintaining the right behaviours to identify and prevent a cyber-

attack. Such behaviours will support the operation of a positive cyber-security culture. 

Feedback given on the framework demonstrates that although there is clear support and 

agreement that a human layer of security is equally, if not more important than a technical 

layer, persuading the SMEs to spend time and resources on implementing such a framework 

will be very difficult. Therefore, the study identifies several external factors which, given the 

right amount of support from the right legislative or corporate bodies, could actively 

encourage or incentivise an SME to build the secure human layer and operate a safer, 

positive cyber-security culture within its employees. 
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Chapter 1: Introduction 
 

1.1 Research motivation 
 

As more SMEs move to a digital way of operating, the opportunity for cyber-criminals to 

profit from illegal activity has increased significantly [1]. The recent proliferation of 

ransomware attacks [2] highlights the need for these businesses to protect themselves or 

fall prey to regular attacks [1].  

A business with 50 employees who operate with poor digital hygiene provides a cyber-

criminal with 50 additional insecure endpoints by which to gain entry to business systems 

and data. Cyber-criminals have quickly identified that targeting SMEs employees is one of 

the easiest ways to break into a Ioﾏpaﾐ┞げs systems [3]. These criminals have been using 

psychological tactics [4] to ensure that their methods are effective. Methods include 

targeting emails that put employees under time pressure or pray on the employeeげs inbuilt 

wish to help the sender or create a scenario in which the employee believes action is 

needed to protect themselves [5]. Verizon reported that in 2020, 85% of breaches they 

analysed involved a human element [6] and that overall, phishing was present in 35% of the 

breaches analysed [6]. Businesses are investing time and money into solutions that will try 

to identify a system breach. Such systems are a necessity moving forward, with Gartner 

predicting that 89% of spending to be targeted on Security Services, Infrastructure 

Protection, Identify Access Management and consumer security software [7]. These systems 

and solutions are technical in nature. Less investment is made to ensure that employees do 

not open the digital door to allow cyber-criminals to access the systems.  

Security awareness training is a standard method that businesses use to educate their 

employees about the risks faced in the digital world so that employees do not allow easy 

access to a cybercriminal. Not all training is equal, with some solutions simply offering a 

quick introduction to the existing dangers [8]. For the training to be effective, the 

employees need to adopt new behaviours that ensure they adhere to the security policies 

set [9]. Importantly, these behaviours need to become second nature. Evidence is growing 

that awareness training is successful in educating the employee. However, training alone 

does not trigger the behaviour change required to turn the learnings into practice, which 

keeps a business safe [10] [11]. 

 

1.2 Aims and objectives 
 

The project aims to design and develop a framework that, when combined with cyber-

security awareness training, can be used by SMEs to support positive behaviour change 

amongst employees. Such an approach should strengthen the employees' digital hygiene 

and result in a robust cyber security culture that increases the overall security.   
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Figure 1: Structure to achieve a positive security culture 

Figure 1 shows that behavioural change techniques within, tools, awareness and education, 

process and support help deliver better behaviour change and build a stronger security 

culture.  

The objective of the project is as follows: 

1. Explore the limitations of awareness training in changing the security behaviour of 

the recipients. 

2. Identify a standard security awareness tool that can be used freely by SMEs and 

identify the common modules provided by this tool.  

3. Identify behavioural methods to be used to change people's behaviours when 

supporting the delivery of the standard modules and learning objectives. 

4. Using the Behaviour Change Wheel, identify a set of Intervention techniques that 

will support the training delivery, target the behaviour changes required and 

strengthen the cyber security culture. 

5. Build the intervention functions into a framework that SMEs can use to support 

changing and sustaining security behaviours and improving security culture. 

6. Assess the feedback from Industry experts of the framework and identify future 

development work based on the feedback received. 

 

1.3 Scope 

 

This project's scope is to concentrate on the SME category. Many SMEs have limited 

resources, budgets, or capability to invest in cyber-security in the way large companies are 

able [12]. Therefore, this project focuses on supporting SMEs. 

While the project will attempt to identify the behavioural change techniques best adapted 

to ﾏodif┞ aﾐ iﾐdi┗idualげs Heha┗iouヴ, it ┘ill ﾐot look at iﾐdi┗iduals' speIifiI psychological 

traits or demographics when identifying the behavioural change techniques. Although 

research identifies that individuals will react differently to situations based on their 

demographic [13] or unique psychological make-up, this adds a layer of complexity for 

which the potential SME user of the framework will not have time to manage [5]. 

During the research of the behavioural change techniques [14], a range of academic, 

government and standard publications were examined that identified that whilst using fear 
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appeals could create an initial shift in behaviour; they could ultimately create an opposite 

response to the behaviour change required [15] [11]. For this reason, negative behaviour 

change methods were excluded from the scope of this project. 

 

1.4 Thesis structure 

 

This thesis consists of 6 chapters as follows: 

Chapter 2 

This chapter introduces the background knowledge regarding the challenges that an SME 

faces due to the growing and evolving challenges of cyber-crime.  

Chapter 3 

This chapter presents the research methodology and the introduction and reading on the 

behavioural change wheel to support behavioural change. 

Chapter 4 

This chapter documents the framework design and the reasons why each of the framework 

elements were chosen.  

Chapter 5 

This chapter presents the results from the questionnaire feedback from security experts on 

the suitability of the framework. 

Chapter 6 

This chapter summarises the project findings, discusses the future study direction and 

reflections from having made the study. 
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Chapter 2: Background and Literature Review 

 

2.1 Overview 

 

This chapter gives the reader a background into the increasing level of cyber-security attacks 

taking place, the reasons why an SME should therefore focus on building a strong cyber-

security culture to act as a deterrent to these attacks, and why implementing awareness 

training alone should not be expected to change behaviours of employees so that the 

business becomes more secure. Several reasons are given for why employees find the 

needed behaviour change to be challenging to achieve.  

 

2.2 The level of cyber threat that an SME is facing 

 

Cybersecurity is quickly becoming a key focus area in many businesses worldwide, as the 

number of cyber-attacks significantly increase year on year [6]. In 2016, it was estimated 

that there were 6.2 billion cyber-attacks [4]. With over 61% of UK businesses operating a 

digital model where customer-related data is held electronically [4], the risk is to a more 

significant portion of companies.  

Zurich Insurance research stated that up to 875,000 SMEs (16%) in the UK had suffered a 

cyber security breach in the 12 months preceding their report published mid-2017 [16]. 

Zurich also estimated that just under 49% of SME businesses would invest less than £1,000 

into cyber security over the next year. Such a scenario points to what may become a 

さseIuヴit┞ di┗ideざ Het┘eeﾐ “MEs aﾐd laヴge Husiﾐesses [17]. 

The Information Commissioners Office (ICO) published security incident trend statistics for 

the number of incidents reported to the ICO in Q1 2021 [18]. These figures show that of the 

688 reported cases, 41% related to phishing attacks and 21% to ransomware attacks. These 

attack methods account for 62% of the attack types reported by businesses in the UK. 

In 2020, the UK Government Department for Digital, Culture, Media and Sport (DCMS) 

reported that cyber-attacks on business have evolved and become more frequent [2]. It was 

reported that 46% of companies and 26% of charities had reported cyber security attacks in 

the previous twelve months. More alarmingly, within the 46% of companies who reported 

attacks, 32% experienced some form of attack weekly. Since 2017, the number of 

businesses experiencing phishing attacks has risen from 72% to 86% [2].  

When viewing the negative impact of cyber-attacks on business, nearly 20% of those 

businesses that identified an attack reported that they lost money or data from the attack 

whilst two in five businesses were negatively affected due to a level of disruption to the 

business [2].  
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2.3 Why a business needs to build and operate a strong security culture 

 

Businesses will invest in technology to help to identify and stop a cyber-attack [19]. 

However, buying and installing the latest security technology does not necessarily guarantee 

that it is preventing an attack. Research as far back as 2001 identified that preventing attack 

events meant that companies should not just focus on the technical solutions of さlocks and 

keysざ Hut also oﾐ さthe social groupings and behaviourざ [20]. The employees of a business 

have a significant impact on how safely and securely a business operates.  If employees are 

not aware of the risks and do not know how to act when a potential attack occurs, even the 

most technically well-protected businesses can become a victim of a cyber-criminal, as the 

employees do not operate as the primary level of defence [21].  

Businesses are addressing this risk by creating security policies for employees to follow and 

providing awareness training that highlights the risks and provides information on how to 

perform the right behaviours so that employees can operate as an effective line of defence 

against the prospect of an attack.  

Creating and monitoring a strong security culture will make a business more secure from a 

cyberattack [22].  

 

2.4 Why security awareness training alone is not enough to build a 

security culture 

 

There is evidence to show that awareness training does educate employees and has some 

effect in changing the way an employee behaves [9] [21]. A case study on the effectiveness 

of awareness training given regarding best practice methods for using secure passwords 

[21], showed that in a controlled study, there was a decrease in the number of passwords 

cracked within a 2-minute time frame from 58% down to 35% when re-tested six months 

after awareness training had been delivered. Although this represents a significant 

reduction in the ease of a cybercriminal to crack a password, it still resulted in 35% of 

passwords being breakable within 15 minutes. In another research project run to test 

different demographics ability to identify a phishing website, it was found that training 

subsequently provided a 40% improvement but still resulted in 28% of people being fooled 

[13].  This demonstrates that although the training raised employee awareness and many 

users chose to follow the guidelines given, a significant number of users did not change 

behaviour. Nearly a third of passwords were still in an easy to crack state six months later.  

The role of awareness training is to educate employees as to the risks and actions needed to 

reduce those risks [23]. But to ensure that an employee carries out the actions taught and 

turns those actions into normal behaviours in the long term, SMEs needs to support their 

employees through a process of behavioural change, where the knowledge gained through 

awareness training is developed into sustained practice.  
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2.5 Other challenges businesses face to building a strong security culture 

 

2.5.1 The use of psychology in social engineering 

 

As reported by the ICO and UK government [2] [18], cyber-criminals primarily target 

businesses using phishing and ransomware attacks. Often a phishing attack can lead to a 

ransomware attack as phishing is a cheap and effective way for a cyber-criminal to break 

through the security of a business, making it a cost-effective and profitable attack method 

that delivers a high Return On Investment (ROI) [24].  

Such information raises the question of why phishing emails provide such an effective 

method of targeting employees within a business. One possible answer relates to the level 

of sophistication that cyber-criminals are using to ensure that the phishing email effectively 

generates the required response from the user who receives it [25]. Cyber-criminals are 

employing a psychology-sensitive design to their phishing mails. The receiver is led to 

believe that the mail is legitimate and needs to be acted upon immediately. [23]. 

Worryingly for businesses, the person targeted by this form of deception may not even 

realise that they have been the victim of an attack that successfully revealed private 

information to an attacker [3]. This scenario makes it even more difficult for a business to 

learn from attacks and thus improve its security.  

Several methods of psychological manipulation are used within phishing mails to lure the 

receiver into unsafe behaviour. Attackers may misuse reciprocity by offering some form of 

gift in exchange for information. In an experiment done [26] using chocolate as the 

incentive, researchers extracted passwords from 30% (344) of the participants. 

 

2.5.2 The challenges of employees using social media 

 

Another issue that comes to light is people's use of social media such as Facebook and 

Instagram. Sharing of personal information on social media platforms allows cyber-criminals 

a source of information by which they could target employees using spear-phishing emails 

[27] [28].  

In the last ten years, phishing has become the most likely used attack method by cyber-

criminals. This situation coincides with a massive increase in the use of Social Media sites. 

Facebook grew its active user base from 100 million users in 2008 to a staggering 2.26 billion 

users in 2018 [29]. The business model of Facebook and other social media companies is 

that of selling targeted advertising. Facebook disrupted the marketing industry by using 

technology to collect vast amounts of detailed personal data and harvesting that data so 

that it could sell marketing that targeted an audience with a level of precision never 

previously achieved. To get that level of accuracy, Facebook collects information such as the 

pages a user likes, the pages they visit, the apps they use, and the purchases they make [30]. 

Facebook matches this information with personal data about the individual (age, sex, 
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location, relationship status etc.) to provide very targeted marketing. Therefore, it is within 

the interests of a social media company such as Facebook to gain as much personal 

information as possible. Social media sites compete for our time, as each subsequent click 

made by a user grows the knowledge about that user. 

The boundaries between a personal social media account and a work social media account 

are becoming more and more blurred as people become used to running their own social 

media profiles and sharing information about their personal and work life. Also, mobile 

devices such as tablets and smartphones allow さヲヴ/Αざ st┞le ﾐe┘s Io┗eヴage where it 

becomes challenging to keep corporate information within the boundaries of the corporate 

network [31]. 

The volume and ease of availability of such detailed personal information is a boon for the 

cyber-criminal looking to use psychological methods to trick a user into believing that a 

phishing mail is legitimate or simply guessing aﾐ eﾏplo┞eeげs password to hack into their 

systems. Social media can provide an easy to access and detailed overview of a person. 

Within a short amount of time, an online investigation can provide an attacker with a wealth 

of information about aﾐ eﾏplo┞eeげs company, skill set, likes, dislikes, hobbies, family, 

friends, pets, and purchases [28]. This data could be used in a spear-phishing email to target 

that individual in a way that makes it far more likely that they will click a link that provides 

the attacker access to their computer or other devices [25].  

The cyber-criminal also matches this increased knowledge of their potential victim with 

known psychological tools that have increased success in making an employee take an 

incorrect action when faced with a possible cyber-attack.  

Cyber-criminals use automated technology to create fake social media accounts that share 

information of interest in order to gather a list of potential targets. The user actively 

engages and shares information on the account, building up trust and making the user even 

more likely to fall for a phishing attack. In research done using social bots on Twitter over a 

two-week period, the researchers lured over 400 users to visit a fake website. At least 33 of 

those users visited while signed into an organisational network [32].  

 

2.5.3 Security Policies do not necessarily take humans into account 

 

According to the National Institute of Standards and Technology (NIST), the definition of a 

security policy is to さdefiﾐe the oHjeIti┗es aﾐd Ioﾐstヴaiﾐts foヴ the seIuヴit┞ pヴogヴaﾏ. PoliIies 
are created at several levels, ranging from organisational or corporate policy to specific 

operational constraints (e.g., remote access). In general, policies answer the questions 

け┘hatげ aﾐd け┘h┞げ ┘ithout dealiﾐg ┘ith さho┘.ざ PoliIies aヴe typically written in terms that are 

technology independent. [33]ざ. Simply put, policies guide employees on what to do and 

what not to do. They do not focus on how employees should carry out the actions, and here 

in lies a challenge. Where computer systems can be programmed to carry out instructions 

consistently, humans are far less predictable. Therefore, simply issuing a security policy and 

expecting adherence is not a recipe for success.  
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A 2015 Cyber Security report by IBM identified that over 95% of incidents were caused by 

human error [34]. However, many businesses still focus their time and spending on the 

technical infrastructure area [35]. This results in a large gap in security for those businesses 

that do not focus on securing the human aspects of cyber security in their organisations 

[35]. 

Research in this field has identified various security-related behaviour resulting in security 

policy violations [36]. Some of these behaviours are malicious; however, many of the non-

compliance behaviours do not have a malicious intent by the employee but still subject the 

business to a much-increased risk.  

Firstly, the employee may find the policy too challenging to comply with due to the 

requirements placed upon them, therefore finding themselves unable to carry out the 

required behaviours. This scenario can lead to employees ignoring security warnings [37] 

[38] rather than adhering to the policy. Such situations are common, and although 

intentional by the employee, it is not a malicious act as the employee does not mean to 

cause damage. Such examples of non-malicious intent could be the writing down of 

passwords, installing unauthorised software and copying sensitive data onto non-work 

devices [36].  

Secondly, the employee may have completed the awareness and education training and has 

the knowledge and skills needed to carry out the policy requirements. However, they decide 

not to comply because the policy restricts their ability to do their job correctly, meet targets 

and be successful [36]. In these situations, the policy is not in line with the business tasks 

and therefore compromises an employee between delivering on their job tasks or delivering 

on their security tasks. The employee sees a higher risk of not performing their job tasks and 

acts accordingly. 

Lastly, an employee may not comply with the security policy because they do not believe 

that any harm will happen from using insecure methods. Most of the time that employees 

carry out these methods (such as sharing a password), they see no negative consequences 

to their actions, and in many cases, feel that they received a positive outcome from their 

action [37]. Like driving a car without a seat belt, the person saves time by not needing to 

fasten or un-fasten the belt and will see the risk reducing after each journey without injury 

[37]. 

Therefore, a business must address the needs of its employees when defining its security 

policies, as a poorly defined policy can result in non-compliance, which its users believe to 

be justified [36].  
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Chapter 3: Research Methodology 
 

3.1 Overview of Methodology 
 

This chapter provides information about the methodology chosen for researching, 

designing, and building the behavioural change framework required to assist an SME in 

increasing the digital hygiene of its employees. The methodology chosen is the Design 

Science Research Methodology [38].  

 

 

Figure 2: Overview of chosen methodology [38] 

 

3.2 Stage 1: Identify the problem 

 

Although a good amount of research identifies that a proactive information security culture 

would reduce the internal threats to an organisation, less study discusses how to create the 

behaviour changes necessary [39]. SMEs face many challenges, and Information Security is a 

relatively new topic for those SMEs when implementing digital technology. The COVID-19 

pandemic speeded up the necessity for many SMEs to quickly implement new digital 

solutions to keep the business operating. This situation has increased the challenges 

regarding data security and the need for an SME to have clear policies on user and data 

privacy [40]. 

 

3.3 Stage 2: Define objectives of a solution 

 

Several research documents guide how to build a framework for supporting the change of 

behaviour for cyber-security [39] [41]. However, none built a framework document that 

could be directly implemented as a solution. Therefore, this project sets out to create such a 

framework, using feedback from cyber-security experts who support SMEs in finding, fixing, 

and protecting against cyber security incidents.  
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3.3.1 Building on awareness training to support behaviour change 

 

Documentation and support for the need for security training have been available for many 

years. The National Institute for Standards and Technology (NIST) produced guidelines in 

2003 that informed how to build an information technology security awareness and training 

program [42].  

Governments and trade bodies have been producing literature that guides SMEs to the risks 

and steps to reduce those risks. The Information Commissioners Office (ICO) published in 

ヲヰヱヶ a guide eﾐtitled さA pヴaItiIal guide to IT seIuヴit┞. Ideal foヴ the sﾏall Husiﾐessざ [43], 

which maps out ten practical methods for keeping data safe and secure. One specific item 

relates to the need for eﾏplo┞eeげs awareness training.  

There is a great choice [44] of offerings a company can explore when choosing awareness 

training packages. Due to the increase of competition in the market and the ability to deliver 

training digitally via a web browser, the solutions offered can be cost-effective.  

Generally, businesses are aware of the risks that they face. Research done in 2017 by the 

Council of Better Business Bureaus surveyed SMEs in the US [45] and found that awareness 

of phishing attacks ranked at 73% and increased to 93% when asked about a more extensive 

range of cybersecurity threats. Therefore, the work by the government and other business 

support agencies appears to be working in creating the proper awareness of the problems.  

 

3.3.2 Providing behaviour change support to increase the user's digital hygiene 

 

Awareness training is shown to increase aﾐ eﾏplo┞eeげs knowledge of the threats faced. 

However, research shows a discrepancy between the level of knowledge a user believes 

they have gained and the activities that are subsequently undertaken to improve digital 

hygiene [46]. For example, one research project found that 85% of people responded 

positively to the question regarding using strong passwords, but 56% used the same 

password across multiple systems [46]. Therefore, the objective of a framework solution 

needs to bridge the gap between the knowledge gained via awareness training and the 

actions of carrying out the behaviours which match that knowledge so that employees 

improve and maintain their digital hygiene. 

 

3.3.3 Providing tools and processes to increase the user's digital hygiene 

 

The requirements on employees for ensuring that they operate with a good level of digital 

hygiene can be challenging. As hackers improve their techniques for infiltrating humans, the 

education requirements can be daunting for even the most computer literate employees.  

For example, the Information Commissioners Office (ICO) current guidelines for ensuring a 

secure password [47] involve three key elements: 
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1. Passwords should be no less than ten characters in length (with no maximum length 

currently specified).  

2. Special characters should be used if the service allows. 

3. Commonly used passwords must be blocked. 

In addition, best practice guidance tells users not to re-use the same password across other 

platforms/systems. For a user who is using multiple computer systems for social media, 

banking, music services, streaming services, news, and shopping, it is conceivable that they 

may need to remember over 20 individual passwords over ten characters in length which 

contain special characters. Such a requirement is why some users who follow such 

recommendations will write down the passwords to remember them [48]. Alternatively, it 

has been argued that the fear of writing down the passwords will result in employees 

choosing less secure passwords as they are easier to remember [49]. 

The European Union Agency for Cyber Security (ENISA) [50] highlights the need for 

technology to be used wherever possible to improve cyber security protection. This ensures 

that the employees are not carrying the entire burden of ensuring that the data is kept fully 

secure from an attack.  

Therefore, to support employees in adhering to security policy guidelines, the framework 

must encourage SMEs to investigate providing their employees with software and tools 

which can reduce the challenges and make adherence to the policy an easier task.  

 

3.4 Stage 3: Design and develop 

 

The elements built within this stage are discussed in Chapter 4: Design and Implementation. 

The methods used to design the delivery is discussed below.  

 

3.4.1 Using Behavioural Change Wheel to build a framework 

 

In this project the Behavioural Change Wheel (BCW) [14] is used to build a framework that 

SMEs can use to change behaviours and build a strong security culture. 

The behaviour change wheel was devised in 2011 when a group of experts looked at six 

existing behaviour change classification systems with the goal of building さan extensive 

hierarchical classification of clearly labelled, well-defined BCTs (behavioural change 

techniques) with a consensus that they are proposed active components of behaviour 

change interventions, that they are distinct (non-overlapping and non-redundant) and 

precise, and that they can be used with confidence to describe interventions;ざ [14]. Nineteen 

experts in behavioural change took part to create a distinct list of BCT labels and associated 

definitions.  

The resulting framework identified 96 behavioural change techniques, which were 

categorised within 16 groups [14]. When identifying a behaviour to target, the behaviour 

change can be used standalone or grouped and combined with other change techniques.  
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The BCW was chosen as the basis for the framework for the following reasons: 

• It is a comprehensive framework for designing behaviour interventions 

• Many techniques can be used at the same time to target a behaviour 

• It supports the building of policies 

At the very centre of the framework is the COM-B model [51], which defines three key 

components that must be addressed so that behaviour change can occur. These are: 

• Motivation. 

• Opportunity and 

• Capability. 

In order for a person can perform a particular behaviour, they must have the motivation (an 

internal factor) to want to carry out the behaviour, the given opportunity (an external 

factor) in which to carry out this behaviour and have the right capability (skills) to be able to 

carry out the behaviour [52]. If all three interventions can be successfully adhered to, there 

is the best chance for a successful behaviour change.  

 

 

Figure 3: The COM-B model [51] 

The behaviour change wheel takes the components defined by COM-B and adds seven 

policy categories and nine intervention functions. 
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Figure 4: Behaviour Change Wheel [14] 

Once the needed behaviour has been identified using COM-B, the BCW lists nine 

intervention functions and seven policy categories by which the behaviour change can be 

grouped. BCW then contains the taxonomy of 93 the behaviour-change techniques (BCTs), 

which can be used to create the behaviour change intervention desired to take place [14]. 

These 93 behaviours change techniques are split into 16 distinct groups, which have similar 

components.  

 

3.4.2 Selecting the most relevant Intervention Functions 

 

Whilst analysing the nine intervention functions, it was decided that two functions were not 

a good fit for developing a positive approach to behaviour change.  

The け‘estヴiItioﾐsげ iﾐteヴ┗eﾐtioﾐ fuﾐItioﾐ was removed, as a restriction is often seen by an 

individual in a negative light. Employees will often take the easiest route to complete a 

piece of work, especially if they are operating under some form of time pressure. If a 

security policy has restrictions in place which prevent the employee from taking the easiest 

path, they may choose to ignore the restriction and continue to take the risk. Therefore, the 

framework will need to deliver alternate intervention functions which limit the number of 

restrictions and instead offer alternative solutions to the user. 

Secondly, the けCoeヴIioﾐげ iﾐteヴ┗eﾐtioﾐ fuﾐItioﾐ was removed. The Cambridge English 

dictionary terms coercion as [53]  さthe use of force to persuade someone to do something 

that they are unwilling to doざ. Rather than coerce, the framework will look to use positive 

engagement with employees to enable behaviour change. If the user sees methods to be 

coercive, such methods may be rejected by the employees. Such a decision is supported by 

research on さfear appealsざ, ┘heヴe caution is being suggested as to the effectiveness of 
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these appeals [15]. Another risk in the use of coercion and fear appeals is that employees 

are conditioned into simply following policies that are not as adaptive as the methods of the 

cyber-criminal. The use of more adaptive and proactive behaviour change techniques could 

ensure that employees adapt better to threats and produce a higher level of digital hygiene 

than the policy dictates [54].  

 

3.4.3 Selecting the most relevant Behaviour Change Techniques (BCTs) 

 

To remove the unsuitable BCTs, an analysis was made of their intended uses and then BCTs 

were reduced based on the unsuitability for supporting needed cyber security behaviour. 

Since the Behaviour Change Wheel was developed with the health care sector in focus, 

there were immediately several BCTs related to health care that were not so relevant to 

cyber-security behavioural change: 

 

Grouping Behaviour Change Technique 

2 Feedback and monitoring 2.6 Biofeedback 

3 Social support (emotional) 3.3 Social support (emotional) 

4 Shaping knowledge 4.2 Information about antecedents 

 4.3 Re-attribution 

 4.4 Behavioural experiments 

5 Natural consequences 5.1 Information about health consequences 

 5.4 Monitoring of emotional consequences 

 5.5 Anticipated regret 

 5.6 Information about emotional 

consequences 

7 Associations 7.3 Reduce prompts/cues 

 7.6 Satiation 

 7.7 Exposure 

 7.8 Associative learning 

8 Repetition and substitution 8.2 Behaviour substitution 

 8.5 Overcorrection 

11 Regulation 11.1 Pharmacological support 

 11.2 Reduce negative emotions 

 11.3 Conserving mental resources 

 11.4 Paradoxical instructions 

12 Antecedents 12.4 Distraction 

 12.6 Body changes 
Table 1: BCTs relating to health care 

During the research into methods of behavioural change, arguments that the use of fear as 

a stimulus for behaviour change had many opposing views, with arguments that fear can 

result in the opposite response to the one being targeted [15] [54]. Any BCTs which had a 

negative connotation were identified and removed from the list to be used: 
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Grouping Behaviour Change Technique 

7 Associations 7.4 Remove access to the reward 

10 Reward and threat 10.11 Future threat 

14 Scheduled consequences 14.1 Behaviour cost 

 14.2 Punishment 

 14.3 Remove reward 

 14.4 Reward approximation 

 14.5 Rewarding completion 

 14.6 Situation-specific rewards 

 14.7 Reward incompatible behaviour 

 14.8 Reward alternative behaviour 

 14.9 Reduce reward frequency 

 14.10 Remove punishment 

16 Covert learning 16.1 Imaginary punishment 

 16.3 Vicarious consequences 

Table 2: BCTs seen to have a negative connotation 

To ensure that the process of using a cyber security behavioural change framework was not 

too time-consuming for either the business or the individual employees, BCTs that required 

additional time requirements from the individual or management in supporting the 

individuals were removed.  

Grouping Behaviour Change Technique 

9 Comparison of outcomes 9.3 Comparative imaging of future outcomes 

10 Reward and threat 10.7 Self incentive 

 10.9 Self reward 

12 Antecedents Avoidance/reducing exposure for cues to the 

behaviour 

13 Identity 13.3 Incompatible beliefs 

 13.4 Valued self-identity 

 13.5 Identity associated with changed behaviour 

15 Self belief 15.2 Mental rehearsal of successful performance 

 15.3 Focus on past success 

 15.4 Self-talk 

Table 3: BCTs viewed to be too time-consuming for the individual/management 

The following list of BCTs were deemed relevant in the cyber-security behaviour change 

framework: 

Grouping Behaviour Change Technique 

1 Goals and planning 1.1 Goal setting (behaviour) 

 1.3 Goal setting (outcome) 

 1.5 Review behaviour goal(s) 

 1.7 Review outcome goal(s) 

 1.9 Commitment 

2 Feedback and monitoring 2.1 Monitoring of feedback by others without feedback 
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 2.2 Feedback and behaviour 

 2.7 Feedback on outcome(s) of behaviour 

3 Social support 3.1 Social support (unspecified) 

 3.2 Social support (practical) 

4 Shaping knowledge 4.1 Instructions on how to perform the behaviour 

5 Natural consequences 5.2 Salience of consequences 

 5.3 Information about social and environmental consequences 

6 Comparison of behaviour 6.1 Demonstration of the behaviour 

 6.2 Social comparison 

 6.3 Information about others approval 

7 Associations 7.1 Prompts/cues 

10 Reward and threat 10.1 Material incentive (behaviour) 

 10.4 Social reward 

12 Antecedents 12.1 Restructuring the physical environment 

 12.2 Restructuring the social environment 

13 Identity 13.1 Identification of self as a role model 

Table 4: BCTs used in the framework 

The following list of BCTs were deemed relevant but have not yet been used in the cyber-

security behaviour change framework: 

Grouping Behaviour Change Technique 

1 Goals and planning 1.2 Problem solving 

 1.4 Action planning 

 1.6 Discrepancy between current behaviour and goal 

 1.8 Behavioural contract 

2 Feedback and monitoring 2.3 Self-monitoring of behaviour 

 2.4 Self-monitoring of outcome(s) of behaviour 

 2.5 Monitoring of outcome(s) of behaviour without feedback 

6 Comparison of behaviour 6.2 Social comparison 

 6.3 Information about others approval 

7 Associations 7.2 Cue/signalling reward 

 7.5 Remove aversive stimulus 

8 Repetition and 

substitution 

8.1 Behavioural practice/rehearsal 

 8.3 Habit formation 

 8.6 Generalisation of target behaviour 

9 Comparison of outcomes 9.1 Credible source 

 9.2 Pros and cons 

10 Reward and threat 10.2 Material reward (behaviour) 

 10.3 Non-specific reward 

 10.5 Social incentive 

 10.6 Non-specific incentive 

 10.8 Incentive (outcome) 

 10.10 Reward (outcome) 

12 Antecedents 12.1 Restructuring the physical environment 
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 12.5 Adding objects to the environment 

13 Identity 13.2 Framing/reframing 

15 Self-belief 15.1 Verbal persuasion about capability 

16 Covert learning 16.2 Imaginary reward 
 

Table 5: BCTs relevant to the framework but not yet used 

 

3.5 Stages 4, 5, 6: Demonstrate, Evaluate and Communicate 

 

There is not enough time to research the subject matter, build a framework and thoroughly 

test the framework within several SME businesses. Therefore, the demonstrate function will 

deliver the completed framework to several industry experts who will evaluate and provide 

qualitative feedback. 

Within the evaluation phase, the industry experts will answer six specific questions. 

Communication of the qualitative feedback and the associated actions will be delivered 

within the Results section of this thesis.   

Chapter 4: Framework for delivering a proactive cyber 

security culture 
 

4.1 Overview 
 

This chapter discusses the framework for supporting cyber-security behaviour change and 

how it will be delivered in a structured design. It discusses a set of foundation layers to be 

implemented first to ensure that subsequent pillars provide the right level of support to 

enable behavioural change success.  Due to time constraints, three pillars have been 

designed which contain behavioural change techniques that will support the on-line cyber-

security awareness training provided by the National Cyber Security Centre (NCSC) [55]. This 

link to the NCSC awareness training is made because, as a Government supported 

organisation that promotes the Cyber Essentials certification and offer free online 

awareness training, there is a compelling reason for an SME to investigate using this 

training.  

The novel framework for delivering a proactive cyber security culture for SMEs, developed 

in this project, is presented in Figure 5.  
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Figure 5: Building for Cyber Security Behaviour Change Framework 

 

 

 

4.2 The Foundation 

 

The foundation layer contains the actions required to ensure positive, security-focused 

behavioural change can be introduced, embraced, supported, and made permanent.   

 

Figure 6: Foundation Layer 

 

4.2.1 Top Management  

 

Young at al. demonstrates [56] that without committed top management support, initiatives 

and projects undertaken by a business are far more unlikely to deliver a satisfactory 

outcome. The concept of Top Management support for IT projects was made back in 1963 

when John Garrity [57], writing for the Harvard Business Review, identified some key roles 

which top management should do to aid and support successful IT project implementation: 

1. Devote time to the program in proportion to its cost and potential.  
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2. Review plans.  

3. Follow up on results.  

4. Facilitate けけthe ﾏaﾐageﾏeﾐt pヴoHleﾏs iﾐ┗ol┗ed ┘ith iﾐtegヴatiﾐg Ioﾏputeヴ systeﾏs 
┘ith the ﾏaﾐageﾏeﾐt pヴoIess of the Husiﾐess”. 

ISO/ISEC 27001 [58] includes section 5.1 Leadership and Commitment, which supports these 

arguments and states eight specific actions expected by top management in supporting an 

information security management system: 

Leadership and commitment top management shall demonstrate leadership and 

commitment with respect to the information security management system by:  

a) ensuring the information security policy and the information security 

objectives are established and are compatible with the strategic direction of 

the organization.  

b) ensuring the integration of the information security management system 

ヴeケuiヴeﾏeﾐts iﾐto the oヴgaﾐizatioﾐげs processes.  

c) ensuring that the resources needed for the information security management 

system are available.  

d) communicating the importance of effective information security management 

and of conforming to the information security management system 

requirements.  

e) ensuring that the information security management system achieves its 

intended outcome(s). 

f) directing and supporting persons to contribute to the effectiveness of the 

information security management system.  

g) promoting continual improvement. 

h) supporting other relevant management roles to demonstrate their leadership 

as it applies to their areas of responsibility 

The European Union Agency for Network and Information Security (ENISA) published a 

report entitled さCyber Security Culture in organisations” [50]. The report argues that cyber 

security has now become the responsibility of senior management as a breach of systems 

could lead to significant financial and reputational damage. Shareholders worried about the 

risks that a cyber-attack could have on the business expect senior management to take a 

leading role. This situation changes the dynamic of the conversation at the Senior 

Management level, as previously, discussions would often only happen when a security 

breach occurred [59]. 

ENISA argues that changes within the working environment can only successfully occur 

when senior management leads by example to visibly support such change and ensure 

adequate resources (both human and financial) are made available to drive forward the 

change.  

The research into frameworks for security management identified top management support 

as the most significant factor that affects the success of activities undertaken to build a 
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strong security culture [39]. Recent research that analysed a broad range of research papers 

on building a security culture found that top management support was the most discussed 

factor [60].  

ACTIONS TO IMPLEMENT TOP MANAGEMENT SUPPORT FOUNDATION 

BCT 12. 2 Restructure the environment 

In order that a figurehead is appointed in the organisation, a senior member of 

management is needed to take the visible role of top management sponsor. It is essential 

that this individual takes full accountability for the security culture and has a business role 

that highly benefits from having a strong security culture in operation. 

BCT 13.1 Identification of self as a role model  

The chosen Top Management Sponsor must undertake actions that identify themselves as a 

role model for supporting a proactive cyber security culture. They must be visible to all 

employees through communicating the importance of the culture, attending events such as 

education and training, and regularly sharing updates on culture development and 

successes. 

BCT 1.1 Goal setting behaviour + BCT 1.2 Goal setting outcome 

The Top Management Sponsor is to work with the Security Champion(s) to set achievement 

goals (both behaviour and outcome goals) that will be regularly measured to check 

progress. Goals are to be published.  

BCT 1.9 Commitment 

The Top Management Sponsor will ensure that the culture change programme is supported 

with the resources, time and funds required. Top Management Sponsor will work with 

IT/Security Champion to build a business case that details the costs and benefits. 

ACTIONS TO OPERATE TOP MANAGEMENT SUPPORT FOUNDATION 

BCT 1.5 Review behaviour goal + BCT 1.7 Review outcome goal 

The Top Management Sponsor is to work with the Security Champion to review behaviour 

goals and outcome goals and identify the next steps required to keep activities on track.  

BCT 3.1 Social support (unspecified) + BCT 3.2 Social support (practical) 

The Top Management Sponsor is to provide the Security Champion with the right level of 

coaching and support to grow and develop in the role. This is based on giving 

encouragement and feedback, which helps the Security Champion to feel valued and to be 

able to understand their development needs. It can also be part of a more practical level, 

providing training or additional time or tools that help them fulfil the role.  

BCT 6.1 Demonstration of the behaviour 
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The Top Management Sponsor is to ensure that they consistently demonstrate the correct 

behaviours and support the use of the right behaviours so that employees are led from the 

top regarding how to operate appropriately.  

 

4.2.2 Security Champion 

 

Traditionally, the role of undertaking Information Security has been seen as the remit of the 

IT department, and most tasks would be carried out by IT specialists [12]. However, as 

cyber-criminals continue to use attack methods directed at employees, there is a strong 

need for all employees to increase their digital skills and digital hygiene to keep the business 

safe.  Therefore, there is the need to bridge the gap between IT technicians and users of the 

systems so that all employees understand and take an active role in the business's cyber 

security. For many SMEs, there will be a minimal IT department and possibly no IT 

department at all, and so here, there is an even greater need for a business user to take the 

Security Champion role.  

The Security Champion concept will add a foundation layer of security to a business, which 

feels less formal for a user to access and could be described as more さhumanざ in its 

approach [61]. The Security Champion helps bridge the gap between the security/IT 

professionals and the employees who need to operate a secure IT behaviour. The Security 

Champion supports the employees by promoting the concept of security, teaching and 

mentoring employees in the activities and providing non-judgmental support in answering 

questions and helping to deal with security issues that employees discover in their daily 

work.  

When selecting security champions, the need for solid business knowledge ranks higher 

than having some form of cyber expertise. It is more important for this individual(s) to know 

the business processes and how data is used [62].  

The concept is starting to be investigated and rolled out by businesses. Research on the 

feedback shows that such a concept provides valuable support to the employees who must 

adhere to the security policies [62] and operate securely. 

ACTIONS TO IMPLEMENT SECURITY CHAMPION FOUNDATION 

BCT 12.2 Restructure the social environment 

The Security Champion role is vital in opening the channel to employees who need to 

understand cyber-security issues and carry out actions that ensure a secure operation. The 

choice of the Security Champion is key to a successful channel operating. The person must 

be respected by the business employees and knowledgeable about the work undertaken by 

the business. It is not a requirement that this person is a security/IT expert, but they need 

the capability to learn about the risks and transfer this information into a language that 

employees understand.  

ACTIONS TO OPERATE SECURITY FOUNDATION 
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BCT 2.1 Monitoring of others without feedback 

The Security Champion will monitor the behaviours of those around them to gauge the 

organisation's temperature and identify potential issues in behaviour that need 

investigating and supporting.  

BCT 2.2 Feedback of behaviour 

When a Security Champion observes behaviours that are not in line with the behaviours 

needed, they will take a conversation with the employee(s) identified and in a non-

judgemental way, and with a focus on supporting, help the employee(s) to understand the 

issues and adopt behaviours which will be more beneficial to themselves and the business.  

BCT 6.1 Demonstration of behaviour 

The Security Champion will ensure that they use and actively demonstrate the right 

behaviours so that those employees around them can actively learn the behaviours to use.  

BCT 13.1 Identify of self as a role model 

The Security Champion will be encouraged to see themselves as a role model who acts as an 

example to those around them.  

 

4.3 The Pillars 
 

The pillars contain the behavioural change actions that should be undertaken to provide the 

employees with the right level of additional support to act in such a way as to keep a secure 

environment in operation. The pillars are each given a broad description and remit, covering 

an area where multiple attack types may take place. This means that the pillar description 

should stay consistent whilst the contents of the pillars will develop and change as the 

cyber-criminal adapts and defines new and different ways to carry out cyber-attacks.  

 

 

Figure 7: The Pillars 

Three specific pillars were chosen after examining a range of online cyber security training 

applications available on the market and analysing the most common topics covered by 

these pieces of training. In this way, the framework should be flexible enough for SMEs to 
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choose from many awareness training options when actively building a proactive cyber 

security culture.  

 

4.3.1 Social Engineering Pillar 

 

The Social Engineering pillar contains actions designed to assist in implementing behavioural 

change techniques to support employees in taking the learnings from awareness training 

and operate with a higher level of digital hygiene that prevents social engineering attacks 

from being successful.  

With the recent trend of cyber-criminals moving away from bulk sending of spam mail to a 

more sophisticated and targeted phishing mail [25], the need for educating secure 

behaviours for handling such scenarios has become even more prevalent.  

Equally as concerning is the readiness of cyber-criminals to exploit world events such as the 

COVID pandemic [25].  

Therefore, the following behaviour change techniques are identified to assist employees in 

gaining the correct behaviours to operate within the Social Engineering sphere: 

ACTIONS TO IMPLEMENT THE PREPARE PHASE 

BCT 5.3 Information about social and economic consequences 

It is an important task of any process which requires a sustained change of behaviour, that 

the attendees understand the risks of performing poorly against these challenges. This does 

not mean using fear appeals, but rather treating the individuals with a level of trust and 

respect and allowing them to understand the challenges and persuade them that they can 

gain the skills to work effectively within the environment. Fogg described persuasion as an 

さatteﾏpt to Ihaﾐge attitudes oヴ Heha┗iouヴs oヴ Hoth ふ┘ithout usiﾐg IoeヴIioﾐ oヴ deIeptioﾐぶざ 
[10],  

To build the required level of self-efficacy to make a behavioural change, a person needs to 

realise that there is a risk, know there are behaviours that will reduce this risk and finally 

realise they are themselves capable of carrying out these behaviours [10]. The educate BCT 

listed here tackles the first two elements of those topics. It informs of the risk in place and 

looks to create an environment where employees will be acceptable to make changes by 

informing that there are ways of operating that can be learned that will significantly reduce 

the risk. 

BCT 12.2 Restructure the social environment 

The requirements set in a security policy can be challenging and, at times, almost impossible 

for an employee to comply. In the situation of phishing attacks, if a user receives many 

legitimate emails containing links and attachments from within their own company, then 

opening these links becomes a normal work-related process. Therefore, it should not be 

surprising that a user may click the wrong link or open the wrong attachment.  



Page: 29 

To provide the employee with a better chance at being successful, the business should look 

at its working environment and remove (or at least significantly reduce) its use of 

technology targeted by the cybercriminal. 

For example: instead of sending internal emails, the business could use secure apps to 

communicate between employees. It will be much more difficult for a cybercriminal to get 

security access to the App to contact employees via an internal source. It results that 

receiving any internal emails should immediately raise a warning to the employee. 

The use of an App adds a level of security that does not exist in email. Anyone can open an 

email account and send an email. However, only those people given access to the corporate 

group within the App can communicate with employees, meaning that internal 

communications are generally more secure.  

ACTIONS TO IMPLEMENT THE EDUCATE PHASE 

BCT 4.1 Instructions on how to perform the behaviour 

Within the prepare phase, the framework first educates the user on the risks that exist 

within the digital landscape. This was the start of helping a user build self-efficacy. They 

need to realise that there is a risk, know there are behaviours that will reduce this risk, and 

finally realise they can carry out these behaviours [10]. Within the Educate Phase, the 

framework looks to complete the final element of the three steps, teaching a user how to 

use the skills needed to carry out behaviours that will help them work within the rules of a 

security policy. 

Such training is to be practical, allowing the employee to see precisely the behaviours and 

actions needed. Employees must be allowed to try out the skills learned in a safe and non-

judgemental environment, with the support of the Security Champion available to ensure 

that questions are answered, and concerns are addressed. 

ACTIONS TO IMPLEMENT THE OPERATE PHASE 

Within the Operate Phase, the user will be encouraged to repeat the behaviours taught. 

Rewards will be offered for demonstrating the correct behaviours and sharing knowledge 

with colleagues to assist those colleagues in performing the behaviours. 

BCT 4.1 Instructions on how to perform the behaviour 

So that the business can get a clear understanding of the challenges presented via social 

engineering attacks and support employees in identifying these attacks, employees will be 

taught how to report a potential attack quickly and easily.  

This activity links back to the Overarching Threat Intelligence process, where potential 

threats can be shared across the organisation, increasing awareness of the danger and 

providing employees with important information that allows them to be more successful in 

countering the threat.  

Employees will be informed that they will not be reprimanded when reporting an attack 

where a link was accidentally clicked, or an attachment was accidentally opened. It is critical 
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to the business that these scenarios are reported as soon as possible to reduce the 

possibility of further damage. The Security Champion must provide a non-judgemental 

persona to all employees to ensure that employees do not feel concerned about reporting 

in this situation.  

BCT 10.1 Material incentive 

So that employees feel further encouraged to carry out the behaviour of reporting attacks, 

an incentive is to be planned monthly, based on a few possible criteria such as: 

• Most reports of potential social media attacks 

• The employee who caught the most dangerous potential attack 

• The employee who assisted colleagues the most in preventing an attack 

The reward is communicated to all employees to demonstrate the ongoing value placed by 

the business on the reporting action.  

BCT 10.4 Social reward 

As well as providing a material incentive, the business will emphasise to employees the 

value of community in keeping colleagues secure by notifying them of attacks that could 

impact them negatively. Such an approach will strengthen the security culture across the 

organisation by having employees acting as role models and mentors for each other and 

understanding the value of their actions to colleagues and the business when reporting 

attacks.  

ACTIONS TO IMPLEMENT THE REPORT PHASE 

BCT 2.7 Feedback on outcomes and behaviours 

So that employees continue to use the correct behaviours, statistics on the value of the 

process are to be published each month. Statistics are gathered from the Overarching 

Threat Intelligence process and relate to the data reported by employees.  

Statistics are to be evaluated by the Security Champion. Any amendments needed to the 

framework based on the learnings are directed back into the けPrepareげ phase so that the 

lifecycle supports the preparing, educating, and operating of the new change.  

 

4.3.2 Access Control Pillar 

 

The Access Control pillar contains actions designed to assist in implementing behavioural 

change techniques to support employees in taking the learnings from awareness training 

and have those employees then operating with a higher level of digital hygiene that 

prevents cyber-criminals from gaining information that would allow them to access 

accounts usiﾐg the useヴげs Iヴedeﾐtials. 

Although identifying facts about the level of password hygiene is difficult because 

passwords are stored securely and so cannot be analysed, research is showing that large 
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numbers of users do not use the recommended guidelines for managing passwords [26] [36] 

[63].  

The behaviour-change techniques identified are as follows: 

ACTIONS TO IMPLEMENT THE PREPARE PHASE 

BCT 5.3 Information about social and economic consequences 

Just as in the Social Engineering pillar, the same need applies to prepare employees as to 

the task by explaining the challenges and the risks to the business of poor cyber security 

behaviour when controlling the access to digital devices.  

To build the required level of self-efficacy to make a behavioural change, a person needs to 

realise that there is a risk, know there are behaviours that will reduce this risk and finally 

know they are themselves capable of carrying out these behaviours [10]. The Educate BCT 

listed here tackles the first two elements of those topics. It informs clearly of the risk in 

place of not securing access to personal and business devices and looks to create an 

environment where employees will be acceptable to make changes by informing those 

employees that there are ways of operating that can be learned and used which will 

significantly reduce the risk of their devices being compromised. 

BCT 12.2 Restructure the social environment 

The requirements set upon employees to adhere to when operating a secure behaviour can 

be challenging and, at times, almost impossible to comply with. In the situation of password 

security, a user is recommended to have a different password for each system/service they 

use, which is more than ten characters in length, containing no words or phrases that could 

be linked back to them [47]. The estimates on the average number of passwords used per 

person seem to vary, with claims from 27 to over 100 per individual. Whatever the true 

figure, the average employee, will simply not be able to remember all their passwords. It 

should, therefore, not be surprising that a user will write down passwords as a method of 

remembering them. 

To give the user a much better chance at success in this situation, the business should look 

at its working environment and provide tools that help the employees to achieve the 

security requirements. In the case of password management, the business should 

investigate providing password management software to employees, which they could use 

for both business machines and personal machines. The argument that the business 

supports non-business systems is that by supporting a user to increase both the business 

and personal cyber-security, their general digital hygiene will improve across the board, and 

such an increase only benefits the business [50]. 

ACTIONS TO IMPLEMENT THE EDUCATE PHASE 

BCT 4.1 Instructions on how to perform the behaviour 

Training is provided, which demonstrates the steps that a user should take to secure their 

end-user devices. This training is dependent on the tools available. For example, if Password 



Page: 32 

managers have been provided, the training will instruct how to successfully use these. If 

Password Managers are not available, training will be given to best equip a user on how to 

use and manage passwords manually. The training should be supported by the Security 

Champion, who is available to give practical demonstrations and answer any question due 

to the non-judgemental environment that is being fostered. 

ACTIONS TO IMPLEMENT THE OPERATE PHASE 

Within the Operate Phase, the user will be encouraged to repeat the behaviours taught and 

will be offered rewards for demonstrating the behaviours and sharing knowledge with 

colleagues to assist those colleagues in also performing the behaviours. 

BCT 4.1 Instructions on how to perform the behaviour 

So that the business can get a clear understanding of the challenges presented via 

unauthorised access attacks and support employees in identifying these attacks, the 

employees will be taught how to report a potential attack quickly and easily.  

This activity links back to the Overarching Threat Intelligence process, where potential 

threats can be shared across the organisation, increasing awareness of the danger and 

enabling employees with more information, allowing them to be more successful in 

countering the threat. Employees are informed that they will not be judged and 

reprimanded for reporting an attack where the employee has accidentally provided 

someone else access to their device or computer system. These scenarios must be reported 

as soon as possible to reduce the possibility of damage. The Security Champion must 

provide a non-judgemental persona to all employees to ensure that they do not feel 

concerned about reporting in this situation.  

BCT 10.1 Material incentive 

So that employees feel further encouraged to carry out the behaviour of reporting attacks, 

an incentive is to be planned monthly, based on a few possible criteria such as: 

• Most reports of potential access control attacks 

• The employee who caught the most dangerous potential attack 

• The employee who assisted colleagues in preventing an attack 

Rewards are communicated to all employees to demonstrate the ongoing value placed by 

the business on the reporting action.  

BCT 10.4 Social reward 

As well as providing a material incentive, the business will emphasise to employees the 

value of community in keeping colleagues secure by notifying them of attacks that could 

impact them negatively. Such an approach strengthens the security culture across the 

organisation by having employees acting as role models and mentors for each other and 

understanding the value of their actions to colleagues and the business when reporting 

attacks.  

ACTIONS TO IMPLEMENT THE REPORT PHASE 
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BCT 2.7 Feedback on outcomes and behaviours 

So that employees continue to use the correct behaviours, statistics on the value of the 

process are to be published each month. Statistics are gathered from the Overarching 

Threat Intelligence process and relate to the data reported by employees.  

Statistics are to be evaluated by the Security Champion. Any amendments needed to the 

framework based on the learﾐiﾐgs aヴe diヴeIted HaIk iﾐto the けPヴepaヴeげ phase so that the 
lifecycle supports the preparing, educating, and operating of the new change.  

 

4.3.3 End-User Devices Pillar 

 

The End-User Devices pillar contains actions designed to assist in implementing behavioural 

change techniques to prevent cyber-criminals from using employees' personal devices to 

attack the individual or the business.  

The Pillar focuses on behaviours that encourage and support employees to keep their 

personal devices updated and secure. An eﾏplo┞eeげs digital hygiene should be consistent 

across all their devices to ensure they use behaviours that are always secure.  

The behaviour-change techniques identified are as follows: 

ACTIONS TO IMPLEMENT THE PREPARE PHASE 

BCT 5.3 Information about social and economic consequences 

Just as in the previous pillars, the same need applies to prepare employees for the task by 

explaining the challenges and the risks to the business of poor cyber security when 

operating their own end-user devices.  

To build the required level of self-efficacy to make a behavioural change, a person needs to 

realise that there is a risk, know there are behaviours that will reduce this risk and finally 

realise they are themselves capable of carrying out these behaviours [10]. The Educate BCT 

listed here tackles the first two elements of those topics. It informs of the risk of using 

personal devices that are not operating the latest security software and patches. It also 

creates an environment where employees should be acceptable to make changes by 

informing them that there are ways of working that can be learned and used which will 

significantly reduce the risk to their personal devices. 

BCT 12.5 Adding objects to the environment 

It is within the benefit of the business to ensure that its employees operate all digital 

devices with an understanding of keeping them secure, thus increasing their overall digital 

hygiene.  

As the process of keeping devices up to date may seem daunting to a non-technical 

employee, the business should look to provide tools and techniques that make this process 
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easier, automating where possible and supporting the user so that they feel in control of the 

process.  

ACTIONS TO IMPLEMENT THE EDUCATE PHASE 

BCT 4.1 Instructions on how to perform the behaviour 

Operating system manufacturers push regular security updates to devices such as phones, 

tablets, and computers. However, the user decides whether the device is updated 

automatically. This means that employees could be operating end-user devices which are 

not protected against cyber-attack.  

The Security Champion will explain the risks of running old device software and educate 

employees on how to change settings so that devices are automatically updated. These 

instructions will be given for the most common operating systems run on personal devices 

such as Apple, Android and Microsoft. 

ACTIONS TO IMPLEMENT THE OPERATE PHASE 

7.1 Prompts/cues 

Although operating system suppliers such as Apple, Android and Microsoft publish 

information regarding the availability of new updates, there is a reliance that user settings 

allow automatic updates. Also, many of the security issues resolved by a software update 

are vague in detail, as software providers appear less keen to publicise the information. For 

example, Apple will not list a vulnerability in its top list of software changes made within a 

release, requiring employees to scroll further down the page to reveal the security issues 

[64]. Therefore, to find the information relevant to keep employees adequately informed of 

the risk, the Security Champion should follow the social media accounts of security firms 

who issue reports on the patching issues and the dangers of the vulnerability fixed by the 

patch.  

The Security Champion should then inform employees of the risk and prompt employees 

(who have not set automatic updates) to install the latest patch to ensure they stay 

protected. 

ACTIONS TO IMPLEMENT THE REPORT PHASE 

5.3 Information about the social and environmental consequences 

As devices are personal, it will not be possible to report in the same way as within the other 

pillars as to the number of potential attacks. However, if a successful attack is linked to an 

eﾏplo┞eeげs insecure device, that information will be reported to demonstrate the ongoing 

risk to individuals and the business. Reporting should not name and shame individuals. 

Personal data is kept private so as not to create fear amongst employees that they will be 

publicly named.  
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4.4 The Overarching Support Functions 

 

Overarching functions are designed to [35] work with the pillar functions to provide 

additional support that increases the level of proactive security culture. 

 

Figure 8: Overarching Functions 

 

4.4.1 Threat Intelligence  

 

The Threat Intelligence pillar contains actions designed to assist in implementing 

behavioural change techniques to support employees in reporting threat intelligence 

information which is shared with all employees across the business. This ensures that 

employees are fully aware of any potential attacks taking place and are therefore more alert 

to the situation 

ACTIONS TO IMPLEMENT THREAT INTELLIGENCE 

12.1 Restructuring the physical environment 

So that employees feel empowered and able to report threat intelligence, the business 

should implement an easy-to-use tool. This tool will enable an employee to quickly log and 

send details of the threat information to the relevant person(s), who can assess the 

information and decide on the best course of action.  

5.3 Information about social and economic consequences 

To Iヴeate the ﾐeeded さHu┞-iﾐざ to use the ヴepoヴtiﾐg tool, employees will be educated about 

the benefits for both individuals and the business in having suspected cyber-attacks 

reported to a central location. Therefore, the risks of not sharing such information must be 

presented. This must not be done using scare tactics but instead presented in a way 

designed to make the employee feel empowered by receiving the knowledge. 

4.1 Instructions on how to perform the behaviour 

Practical training is given to help the user master the steps needed to report an identified 

potential attack. Training is delivered by the Security Champion, who can continue to sell 

the benefits of the process, answer questions and offer support.  

ACTIONS TO OPERATE THREAT INTELLIGENCE 

2.7 Feedback on outcomes of behaviour 

When a potential attack is reported, the Security Champion (or IT security professional) will 

make a quick analysis of the report. Information that gives other employees a better 

understanding of a potential cyber-attack will be shared across the business.  
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Chapter 5: Evaluation 
 

5.1 Overview 
Within this chapter, the results of the qualitative feedback from industry experts currently 

working in the cyber-security field, are summarised, and discussed. The detailed results are 

available to read in Appendix 8. 

 

5.2 Analysis of Expert Feedback 
 

The qualitative feedback received is summarised against each question asked: 

Question 1) Are there any elements (foundation layers, pillars, or overarching process) 

which you do not believe would add enough value to make the implementation of that 

element worthwhile for an SME? 

The feedback was that all the elements included would have an impact and that no 

elements should be removed. However, one respondent required more detail, whilst 

another respondent needed more information on the continual service improvement 

element of the framework.  

Question 2) Are there any sub-elements (specific behaviour change techniques within each 

element) that you do not believe would add enough value to warrant implementing? 

The feedback was that the sub-elements (behaviour change techniques) were valid for use, 

but further detail was needed to be able to give a true reflection of value. There was a 

further request for additional change techniques to cover the continual improvement topic. 

Question 3) From your experience, are there any activities missing within the framework 

which could further assist an SME to change user behaviour to build a stronger security 

culture? 

The feedback stated that it should be investigated whether an initial study of the SME 

should first take place to ascertain the culture before implementing the framework. Any 

specific behaviours needs should then be targeted. It was also pointed out that the 

framework should be aligned to the SME business objectives and security goals. Additional 

feedback highlighted a greater need for the framework to clearly show how it can adapt to a 

changing world where cyber-attacks develop and change.  

Question 4) As security professionals, when assessing where limited budgets should be 

spent, do you believe that investing into the changing of user behaviour towards a more 

positive security culture is: (please choose one option) 

a) Less important than investing in technical solutions that counter cyber-

attacks 

b) Equally as important as investing in technical solutions that counter cyber-

attacks 



Page: 37 

c) More important than technical solutions that counter cyber-attacks 

The feedHaIk heヴe ┘as split Het┘eeﾐ さEケuall┞ as iﾏpoヴtaﾐtざ aﾐd さMoヴe iﾏpoヴtaﾐtざ. 
Arguments for more important being that around 90% of data breaches coming from human 

error, and therefore statistically, this is the さIヴitiIalざ area to be addressed. 

Arguments for equal importance are based on the view that even with excellent training and 

strong behavioural support, a human cannot make the right decision 100% of the time and 

will still make a mistake that creates an entry point into the system. Therefore, a technical 

solution is equally important to mitigate the risk.  

Question 5) This model focuses on a user's digital behaviour at home and in the office, as it 

is perceived that a user's digital hygiene should be at an equal level for both so that the 

user operates a consistently high level of digital hygiene. 

From your knowledge as security professionals and working with SMEs, do you believe 

that: 

a) The concept of encouraging a user into operating a higher level of security at 

home would have a positive impact on overall cyber-security for the business 

(Yes/No) 

  

a) An SME is potentially willing to invest in offering its employees help in 

acquiring and setting up tools for home use, like what they already provide for 

business end-user devices (e.g., VPN, Password Managers etc.) (Yes/No) 
 

Respondents agreed that the concept of employees operating a higher level of security 

(digital hygiene) at home would have a positive impact on the cyber-security of the 

business. 

However, there was a disagreement about whether SMEs would be willing to invest in 

supporting their employees in the right tools to support end-user home devices.  

Question 6) Any other thoughts or ideas that you have considered in reviewing the 

framework, which you believe would be useful feedback and has not been covered in this 

short questionnaire? 

One respondent suggested identifying a value-add element that could sell the additional 

benefits to the SME for taking on this framework. One idea is to align the framework with 

industry standards such as the five modules of Cyber Essentials [65].  

They also touched again on the use of language, linking back to the argument that it is 

important to know the organisation's existing culture when implementing such a 

framework. 
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5.3 Evaluation and Discussion 

 

The following evaluations were made after examining the qualitative feedback provided: 

Question 1 – Elements that do not add value 

Focus was given on the need for the framework to be fit to adapt to the changing cyber-

security landscape through a process of continual service improvement. Whilst the model 

was built with the concept of さPrepare, Educate, Operate, Measureざ, allowing 

measurements of operation to be taken and lessons learned fed back into the prepare 

stage, this was not well enough described and lacked some behaviour change techniques 

within the framework to facilitate this. Therefore, the framework needs to be reviewed and 

updated with the required change techniques which adequately describe and manage the 

continual improvement process.  

Question 2 – Sub-elements that do not add value 

The idea of creating mandatory and optional behavioural change techniques based on the 

culture of the business is an interesting challenge. Such a task would require a much greater 

knowledge of cultures and how to best adapt to that culture to establish the needed 

behaviours. The concept of the framework was that it was a one-size-fits-all (SME) business. 

However, that does not mean that it should not be flexible to fit business cultures better 

where relevant. When reviewing the behavioural change techniques identified in the 

framework, it can be argued that the two foundation elements (The Top Senior 

Management Sponsor and the Security Champion) would be the right people to review and 

the culture of the business and set their delivery of the framework to fit with the culture. 

The framework can be updated so that Top Management Sponsor and Security Champion 

BCTs require these individuals to consider the business culture when taking action.  Further 

research should occur to see if the idea of mandatory and optional BCTs makes sense based 

on business culture.  

Question 3 – Missing activities 

The feedback states the need to ensure that continual service improvement is carried out so 

that the framework stays relevant and fit for purpose. Secondly, that BCTs are used that 

Ioﾐtiﾐuall┞ さﾐudgeざ the useヴ to the ヴight Heha┗iouヴ. The framework needs to be updated to 

cater for this feedback H┞ e┝aﾏiﾐiﾐg aﾐd iﾐIludiﾐg ﾏoヴe さﾐudgeざ Heha┗iouヴ Ihaﾐge 
techniques from the Behaviour Change Wheel.   

Question 4 – How important is changing security behaviours vs technical solutions 

The feedback from security pヴofessioﾐalsげ points to the belief that a business must focus 

equally if not more on the way its employees behave when using IT systems (the human 

layer) as they do on implementing technical solutions to prevent cyber-attacks (the 

technical layer). This position is supported by academics who argue that an SME should first 

make its employees more resilient [63].  
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Research also argues that some SMEs focus on technical measures that are easy to 

implement, and a gap may be growing between the security put in place and the risks that 

the business is facing [66]. As SMEs have more limited knowledge of cyber-security and 

fewer resources who are skilled and able to manage the issue, the process of defining valid 

risks and mitigations will become less meaningful [66], and the overall risk of a successful 

attack will become higher.  

Future research is needed to identify what methods can be used to assist an SME in 

understanding the risks and allocating the right time, resources, and money into ensuring 

that their level of cyber security is sufficient.  

Question 5 – Eﾏployees’ home security behaviour to increase digital hygiene 

Security professionals agree that improving the employees' digital hygiene at home as well 

as in the office will lead to more secure business computing. Some strong arguments given 

to support this view were that since the COVID pandemic forced people to work from home, 

there is an expected lightening of the rules across many businesses for where an employee 

can work from, meaning that home offices will become more common in the future. The UK 

Government is currently proposing a law to allow all new employees to request a flexible 

working arrangement on the first day of their employment [67]. With employees creating 

offices at home and working from cafes, there is an opportunity for cyber-criminals to 

modify their attacks to exploit items such as the weaknesses in home routers to hack into a 

secure business system.  

The professionals differ in their view as to whether an SME will be prepared to invest time 

and money into ensuring that personal end-user devices are kept secure. The key point is 

whether the SME can make a connection between home working and the risk to the 

business systems. If the risk is understood, and the benefits of home working outweigh the 

cost of helping to secure user devices, then there is a view that the SME may support the 

move.  

Question 6 – Other thoughts and ideas not covered in previous questions 

One answer to question 6 focused on the possibility of aligning the framework with a 

standard such as Cyber Essentials. Such an alignment could demonstrate to an SME the 

added value that utilising the framework could have in gaining CE certification. Looking at 

the 5 Cyber Essentials modules, it becomes challenging to make a clean connection with the 

framework as Cyber Essentials is more technology-focused and concentrates on the 

さteIhﾐiIal la┞eヴざ of I┞Heヴ seIuヴit┞ ┘hilst the fヴaﾏe┘oヴk foIuses oﾐ the さhuﾏaﾐ la┞eヴざ. This 
raises a topic that will be discussed in the Conclusion chapter. If over 90% of breaches have 

occurred due to human error, should Cyber Essentials be modified to introduce a 6th module 

that focuses on the activities needed to secure the human layer? 
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5.4 Summary 

 

There is consensus within the answers given by the security experts that utilising a human 

layer of security within an SME will increase the overall security of that business. With over 

90% of security breaches reported from human error [68], the statistics show a need for a 

framework that implements and maintains security behaviours that increase eﾏplo┞eeげs 

digital hygiene and support a proactive security culture.  

However, persuading an SME to invest time, resources, and money into implementing and 

operating a framework that focuses on behaviour change will be challenging. The SME will 

find it hard to quantify the benefits [66], [69]. There is a need for a strong justification that 

an SME can fully buy into because there is a value to the framework that becomes tangible 

in a value such as money saved, customers won, or business increased.  

A standard method would be to identify and quantify the risk and then calculate the return 

on investment (ROI) or return on security investment (ROSI). Such an approach would help 

to prove the value of an effective human layer that supports a strong security culture. 

However, research shows that many SMEs lack the skilled resources, knowledge and/or 

understanding of cyber risk that would allow a meaningful ROI calculation [66]. SMEs, 

therefore, are unlikely to use such a method.  

Cyber security in large businesses is fast becoming a board-level topic [70], with 

Governmental documentation available to facilitate the process [71]. However, SMEs do not 

tend to have such boards. Therefore, it is important to investigate where a push for 

adherence to secure cyber practices could come. There are potentially two approaches that 

can focus on the need to adhere to a standard framework for cyber security compliance. 

These are [72]:  

• A need to comply with market forces 

• A need to comply with supply chain demands 

It can be viewed as a さmarket failureざ that so few SMEs have taken some form of cyber-

security certification. The supply chain element is slowly beginning to take hold as SMEs 

understand that to do business within a supply chain, there is a growing need to prove some 

form of security compliance [72].  

Therefore, the following options are identified as a method to attract SMEs to invest time 

into the human layer framework: 

 

5.4.1 Using certification to push a positive cyber-security culture framework 

 

Within the answers provided to the questionnaire, one security expert suggested tying to tie 

elements of the framework to Cyber Essentials (CE), a UK Government-backed certification 

launched in 2014 [65] specifically focused on SMEs. CE is designed around five controls: 

1. Boundary firewalls and internet gateways 
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2. Secure configuration 

3. Access control 

4. Malware protection 

5. Patch management 

Once an SME can demonstrate adequate protection for each of the five controls, they gain 

the CE certification. Implementing these technical controls certainly makes the SME more 

secure. However, what the certification does not provide is an implementation of the 

human layer. Cyb Safe published an analysis that showed that over 90% of data breaches 

occur due to human error [68]. A government-sponsored project showed that whilst Cyber 

Essentials is strong on providing the technical layer when dealing with remote exploits; 

there is a gap regarding insider threats, whether malicious or accidental [73]. As the 

framework is behavioural-based, it becomes difficult to map the framework to the CE 

technical controls. Therefore, it can be argued that CE is missing a 6th control – the human 

layer control required for a proactive cyber-security culture.  

The UK Government sets up CE to be attractive to SMEs by offering the ability to strengthen 

their security against cyber-attack and gain a recognised certification without the need to 

spend large sums of money on cyber-security practices [74].  Suppose CE was to be modified 

to provide a 6th control that supports the delivery of a simple framework for developing a 

human layer that delivers a robust cyber-security culture. In that case, the SME could 

benefit further from CE certification, having addressed security concerns regarding the 90% 

of breaches that currently happen via that human layer.  

 

5.4.2 Utilise the Supply Chains to request CE certification 

 

As supply chains are only as strong as their weakest point, it is becoming more common for 

an SME to demonstrate some form of cyber-security certification when tendering a bid for a 

supply chain contract [75]. This stance is therefore pushing more SMEs to gain certification. 

If CE were modified to include the 6th control for the human layer, more SMEs operating 

within the supply chain would by default implement a basic framework that supports a 

positive cyber-security culture. Education is needed for supply chain owners to understand 

better the benefits of a human layer of defence operating within the SMEs who support 

their supply chains.  

 

5.4.3 Utilise the Insurance Industry to request CE certification 

 

Leading from the United States is the concept of cyber liability insurance. As more 

businesses see a need to take out this type of insurance to protect themselves from losses 

relating to a cyber-attack, the companies who offer the insurance may offer discounts or 

cheaper rates for SMEs that gain a form of certification to prove their cyber security 

credentials [72]. 
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If the discount leads to a significant saving, then there is a simple, straightforward, and easy 

to understand business case for the SME to work. Suppose Insurance Companies were 

canvased to adopt a standard certification such as CE and used CE certification as the tool 

for offering SMEs discounts on insurance. In that case, Insurers could help increase cyber-

security within SMEs whilst lowering their risk and exposure to future claims [72].  
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Chapter 6: Conclusion 
 

6.1 Conclusion 
 

In this project, a framework was designed and built to assist SMEs in creating a positive 

cyber-culture that would further protect their businesses via a human layer of cyber-

security. The framework was constructed using behaviour change techniques taken from 

the Behaviour Change Wheel. Industry experts provided feedback on the suitability of the 

framework in changing security behaviours and the suitability for SMEs to implement the 

techniques in the framework. The main findings are a shared belief that building a human 

layer of security that maintains a positive security culture is very important for SMEs and 

that using behavioural change techniques should support the behavioural change needed. 

However, it will be challenging to persuade SMEs to invest the time, money and resources 

required to implement and operate the framework. The project, therefore, makes 

recommendations on building the framework into an existing certification process such as 

Cyber Essentials and then influencing supply chain owners and insurers to promote 

certification as a positive (and needed) step in conducting business in the UK.  

 

6.2 Limitations and future work 

 

The framework evaluation shows that to make a human layer framework attractive to SMEs, 

there will be a need for incorporating the framework into an existing certification where the 

SME gains significant value from holding that certification.     

For this framework to be suitable for implementation as part of a cyber-security 

certification, it needs to be reviewed and simplified in scope. The three Pillar documents 

share the same behaviour change techniques. A single generic pillar document could be 

produced that could be easily adapted to support each of the awareness training provided 

to employees. The Pillar documents reinforce the learnings of awareness training. They will 

often change to meet the changing landscape of cyber-attacks, so a more simplified, generic 

model would fit this scenario.  

A certification scheme needs to be identified where the owner would see the value of 

extending the certification to include a human layer security element alongside the existing 

technical layer security.  

 

6.3 Reflections 

 

From my 28 years working within Information Technology, I have already gained extensive 

experience in delivering projects. What has been significantly different within this 

experience is the requirement to research a topic properly and thoroughly via academic 

papers to understand better the data existing. Having the time to study in this way initially 
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felt like a luxury and something that would potentially slow down the delivery of the final 

solution. However, the learnings from the research phase were hugely beneficial in framing 

the final solution. The learnings also provide the knowledge required to fully justify and 

argue why decisions were made, resulting in a more significant justification of the final 

product. When viewing the Design Science [38] method, the fiヴst stage of さIdeﾐtif┞ the 
pヴoHleﾏざ allows the use of much deeper research to correctly identify and understand the 

problem that is trying to be solved. The second stage continues the approach by defining a 

solution using the knowledge gained via the first stage. Time spent in the first two stages 

should pay back during the development stage if the research ensures a higher quality 

artefact is being built and delivered, and limited re-working is required. On returning to the 

workplace, where time pressures often means more focus on delivery than research, I shall 

ensure that I argue for the time necessary to properly research a topic before planning and 

implementing the final product.  

I have needed to educate myself on the method required for writing an academic thesis. 

Writing such a document is quite different from how I have written business documents in 

the past. I had never written a dissertation before, so there was a steep learning curve to 

ensure that I delivered the dissertation in an acceptable format. I have a better understating 

of how a dissertation is delivered. However, I believe that the style does not support those 

who respond to visual queues (a more significant portion of the population).  

Developing a finished framework within twelve weeks proved to be a more significant 

challenge than first expected. Multiple iterations will be needed before it is ready to be 

presented to an SME for a live trial. This project managed the first iteration with qualitative 

feedback.  

For each additional iteration, there will be the need to get a larger number of experts to give 

their feedback. It is challenging for the experts to make time for this type of project, and so 

project timeframes will extend for each iteration. 
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Introduction 

The framework for securing cyber security behaviour change is based on a foundation that supports 

the implementation of pillars that support the building of a proactive security culture. 

 

The framework is based on behaviour change techniques taken from the Behaviour Change Wheel, 

which is designed to assist the business employees in taking the learnings gained from activities such 

as awareness training, and turning those learning into behaviours which, when supported by 

activities within this framework, become a habit.  

How to Implement the Framework 

The framework is implemented in stages. 

• Firstly, the foundation stages are implemented.  

o Foundation stages build a solid foundation from which to build and are critical to the 

successful implementation. 

• These are followed by the pillars.  

o The pillars support planning, education, operation, and reporting of key security 

topics. 

• Finally, the Overarching process of Threat Intelligence binds the pillars together, supporting 

the operation within the pillars to share key knowledge of threat events. 

 

The Supply of Education/Awareness Training 
The framework is designed to be used with a multitude of different awareness training packages 

which deliver some of the knowledge needed in the Pillars. The framework does not provide training 

but rather defines the activities to build around training to ensure that employees behaviours 

change to use the training given, making the organisation more secure. 

http://www.behaviourchangewheel.com/
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GUIDELINES FOR TOP MANAGEMENT 

SUPPORT FOUNDATION 
GOAL 

Consistent Top Management support is the most essential element in creating 

a proactive and adaptive cyber security culture. Top Management must 

provide the vision, goals, visibility, funding, and commitment required to 

ensure that the undertaking is a success.  

FOUNDATION LAYERS 

Top Management Support is the base foundation layer and is the first part of the model to 

be addressed. Additional layers and pillars will be built on top of this layer. 

BEHAVIOUR CHANGE TECHNIQUES 

Implement 

GROUPING BCT 

1.Goals and Planning 1.1 Goal setting behaviour 

1.3 Goal setting outcome 

1.9 Commitment 

12. Antecedents 12.2 Restructure the social environment 

13. Identify 13.1 Identification of self as a role model 

 

Operate 

GROUPING BCT 

1.Goals and Planning 1.5 Review behaviour goal 

1.7 Review outcome goal 

3. Social support 3.1 Social support (unspecified) 

3.2 Social support (practical) 

6. Comparison of behaviour 6.1 Demonstration of the behaviour 
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ACTIVITIES TO IMPLEMENT TOP MANAGEMENT SUPPORT FOUNDATION 

So that an SME creates a proactive cyber security culture that actively works to keep its 

operation safe from cyber-attack, the SME will appoint and operate a senior manager in the 

role of Top Management Sponsor (TMS) 

ACTIVITY: APPOINT A TOP MANAGEMENT SPONSOR 

Appoint a TMS to act as the sponsor and spokesperson for management when setting 

direction and supporting a digital security culture within the business.  

Intervention Function Policy Category 

Enablement Environmental Planning 

Grouping BCT 

12. Antecedents 12.2 Restructuring the social environment 

Definition 

A member of the Top Management must take the role of the Top Management Sponsor 

(TMS). This person will be the figurehead for the security culture. 

Tasks 

1. Appoint a key member who takes accountability for the Cyber Security culture of 

the business.  

2. The TMS will actively work on the strategy, direction, and goals of a positive Cyber 

Security culture within the business.  

3. The TMS should have a responsibility within the business that would be severely 

affected by poor cyber security.  

 

ACTIVITY: ACT AS A ROLE MODEL 

TMS must take the position of a role model and sell the concept across the business. 

Intervention Function Policy Category 

Modelling Communication/Marketing 

Grouping BCT 

13. Identify 13.1 Identification of self as a role model 

Definition 

Top Management Sponsor to be a visible and proactive sponsor of a proactive security 

culture.  

Tasks 

1. Communicate to all employees how management sees the importance of a strong 

security culture.  

2. Be visible at training and education events and be seen as a role model  

3. Provide regular follow-up on progression of culture and of management support 

 

ACTIVITY: SET GOALS FOR CREATING A SECURITY CULTURE 

TMS must ensure the setting of goals for identifying the security culture required. 

Intervention Function Policy Category 
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Modelling Communication/Marketing 

Grouping BCT 

1. Goals and planning 1.1 Goal Setting (Behaviour) 

1.3 Goal Setting (Outcome) 

Definition 

TMS to work with Security Champion and other relevant employees to set achievement 

goals for both the security behaviours needed and the desired outcomes wanted.  

Tasks 

1. Work with a group of relevant employees to identify the correct goals. 

2. Publish the goals 

3. Use the goals to tailor the training requirements of the business 

 

ACTIVITY: PROVIDE RESOURCE AND FUNDING 

TMS must ensure the resources and funding are in place to deliver on the security culture. 

Intervention Function Policy Category 

Modelling Communication/Marketing 

Grouping BCT 

1. Goals and planning 1.9 Commitment  

Definition 

Top Management Sponsor to ensure that resources are appointed, time is allocated, and 

funding is provided to be able to deliver on the security plan.  

Tasks 

1. Build a business case for the funding required and get the approval of funds. 

 

ACTIVITIES TO OPERATE TOP MANAGEMENT SUPPORT FOUNDATION  

 

ACTIVITY: DEMONSTRATE THE CORRECT BEHAVIOURS TO EMPLOYEES 

TMS to demonstrate the correct behaviours when working in the office environment.  

Intervention Function Policy Category 

Persuasion Environmental Planning 

Grouping BCT 

6. Comparison of 

behaviour 

6.1 Demonstration of behaviour 

Definition 

The TMS must ensure that they always use and demonstrate the correct behaviours so 

that employees have a visual guide as to how to properly behave in the work 

environment.  

Tasks 

1. TMS to actively demonstrate the correct security behaviours 
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ACTIVITY: REVIEW AND ACT UPON MEASUREMENTS 

Review and modify goals based on data 

Intervention Function Policy Category 

Modelling Communication/Marketing 

Grouping BCT 

3. Social support 3.1 Social support (unspecified) 

3.2 Social support (practical) 

Definition 

TMS to provide the Security Champion with coaching and support which helps them 

adapt to and grow within the role. Support can be on a social level (encouragement and 

feedback) as well as a more practical level (providing additional training, time, or tools) 

Tasks 

1. Take a meeting with Security Champion to gauge their comfort with the role 

2. Offer assistance when required 
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GUIDELINES FOR SECURITY CHAMPION 

FOUNDATION 
GOAL 

The Security Champion role provides a human interface between the technical 

requirements of a Cyber Security policy and the users who must adhere to the 

policy. The goal of a Security Champion is to support the building and 

operation of a strong cyber-security culture across the organisation.  

FOUNDATION LAYERS 

To ensure the success of these guidelines, the following foundation layers must be 

operating: 

1. Top Management Support Foundation 

BEHAVIOUR CHANGE TECHNIQUES 

Implement  

GROUPING BCT 

12. Antecedents 12.2 Restructure the Social Environment 

 

Operate  

GROUPING BCT 

2. Feedback and monitoring 2.1 Monitoring of behaviour of others without feedback 

2. Feedback and monitoring 2.2 Feedback on behaviour 

6. Comparison of Behaviour 6.1 Demonstration of behaviour 

13. Identify 13.1 Identify of self as a role model 
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ACTIVITIES TO IMPLEMENT SECURITY CHAMPION FOUNDATION LAYER 

So that an SME creates a proactive cyber security culture that actively works to keep its 

operation safe from cyber-attack, the SME should look to implement the role and associated 

activities of a Security Champion.  

ACTIVITY: APPOINT A SECURITY CHAMPION 

Appoint a Security Champion to support employees in operating a proactive security culture 

within the business.  

Intervention Function Policy Category 

Enablement Environmental Planning 

Grouping BCT 

12. Antecedents 12.2 Restructuring the social environment 

Definition 

The business will appoint a Security Champion who will provide a communication channel 

for all Cyber Security topics and issues. The person must be respected by the employees 

and be able to carry authority. The Security Champion must guide and support users with 

their digital hygiene so that they become part of a proactive security culture. The Security 

Champion must be non-judgemental of any mistakes made by employees when handling 

cyber-security issues. 

The choice of the Security Champion is key to ensuring a positive cyber-security culture 

can be built and function effectively. The Security Champion does not need to be a 

member of an IT/Security Team but can instead be a representative from the User 

community who is trusted and respected by their peers. 

 

Tasks 

1. Select and appoint one or more Security Champions (dependent on the number of 

employees) 

2. Provide training to the Security Champion on how to coach employees when 

supporting cyber-security topics and issues.  

3. Top Management to promote the role of the Security Champion 

 

ACTIVITIES TO OPERATE A SECURITY CHAMPION FOUNDATION LAYER 

The following activities support behaviour change techniques designed to support the 

Security Champion in enabling positive behaviour change across the organisation. 

ACTIVITY: OPERATE AS A ROLE MODEL 

Security Champion to act as a role model on best practice cyber-security behaviours  

Intervention Function Policy Category 

Persuasion Environmental Planning 

Grouping BCT 

13. Identify 13.1 Identify of self as a role model 

Definition 
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Explain to the Security Champion of their behaviour as being an example to others and 

how positive security behaviour will help to build a stronger security culture. Encourage 

the Security Champion to behave as a role model. 

Tasks 

1. Provide encouragement and incentives to the Security Champion to undertake the 

role of a role model.  

 

ACTIVITY: DEMONSTRATE THE CORRECT BEHAVIOURS TO EMPLOYEES 

Security Champion to demonstrate the correct behaviours when working in the office 

environment.  

Intervention Function Policy Category 

Persuasion Environmental Planning 

Grouping BCT 

6. Comparison of 

behaviour 

6.1 Demonstration of behaviour 

Definition 

The Security Champion must ensure that they always use and demonstrate the correct 

behaviours so that employees have a visual guide on how to behave in the work 

environment.  

Tasks 

1. Security champion to actively demonstrate the correct security behaviours 

 

ACTIVITY: MONITOR AND GIVE FEEDBACK ON SECURITY BEHAVIOURS 

Security Champion to monitor and give feedback where incorrect behaviours are used.  

Intervention Function Policy Category 

Persuasion Environmental Planning 

Grouping BCT 

2. Feedback and 

monitoring 

2.2 Feedback on behaviour 

Definition 

The Security Champion must use the correct security behaviours and look out for and 

identify examples where an employee does not adhere to those behaviours. When a 

situation is identified, the Security Champion shows the user in a non-judgmental way 

how the correct behaviour should be carried out and explains the risks of not using the 

correct behaviours.  

Tasks 

1. Security champion to actively demonstrate the correct security behaviours 

2. If an employee is seen demonstrating incorrect behaviours, Security Champion will 

explain the dangers of such behaviour and how a change to the behaviour will 

result in a better outcome for both the individual and the business. 

 

ACTIVITY: MONITOR BEHAVIOURS TO MEASURE AGAINST GOALS 

Security Champion to monitor and record data on adherence to goals  
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Intervention Function Policy Category 

Persuasion Environmental Planning 

Grouping BCT 

2. Feedback and 

monitoring 

2.1 Monitor of behaviour of others without feedback 

Definition 

The Security Champion will record instances of behaviours where attacks were caught, 

attacks were successful etc., to build up KPIs to match against the pre-set goals. 

Tasks 

1. Security champion to record instances of relevant information related to goals 

2. KPIs to be reviewed to gauge the success of the program.  
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GUIDELINES FOR PREVENTION OF SOCIAL 

ENGINEERING ATTACKS 
 

GOAL 

Preventing the user from unknowingly taking a course of action that could 

open the door to a cybercriminal 

FOUNDATION LAYERS 

To ensure success, the following foundation layers must be operating: 

2. Top Management Support Foundation 

3. Security Champion Support Foundation 

ACTIVITIES CATEGORIES 

Activities required to enable and sustain behavioural change are broken down into the 

following four categories: 

• Prepare  

 

• Educate 

 

• Operate 

 

• Measure 
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BEHAVIOUR CHANGE TAXONOMIES 

PREPARE 

GROUPING BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

12. Antecedents 12.2 Restructure the social environment 

EDUCATE 

GROUPING BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

OPERATE 

GROUPING BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

10. Reward 10.1 Material incentive 

10.4 Social reward 

REPORT 

GROUPING BCT 

2. Feedback and monitoring 2.7 Feedback on Outcomes of behaviour 

 

ACTIVITIES THAT SUPPORT THE PREPARE CATEGORY 

So that awareness training is given the best opportunity to succeed, the following activities 

are designed to build a culture where employees are prepared and understand the need to 

embrace the training and engage in positive change behaviour so that they operate 

securely. Activities in the PREPARE category are designed to modify the environment in such 

a way that users are given the best support to behave in the best way. 

ACTIVITY: CREATE BUY-IN 

Cヴeate さBu┞-iﾐざ to the ﾐeed foヴ tヴaiﾐiﾐg H┞ iﾐfoヴﾏiﾐg aHout the daﾐgeヴs of Heiﾐg tヴiIked H┞ 
Social Engineering.  

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

Description 

To uﾐdeヴstaﾐd ┘h┞ tヴaiﾐiﾐg is iﾏpoヴtaﾐt aﾐd theヴefoヴe gets さHu┞-iﾐざ, the eﾏplo┞ees ﾐeed 
to understand the risks that phishing provides both themselves and the business. This 

must not be scare tactics but rather a grown-up discussion about real-world events and 

the impact that these events are having. It should be delivered in such a way that the user 

feels educated and empowered by receiving the information. 

Action Points: 

1. Provide information about how Cyber-criminals target individuals 

2. Provide information about how strong digital hygiene can be a benefit first and 

foヴeﾏost iﾐ a peヴsoﾐげs pヴi┗ate life aﾐd suHseケueﾐtl┞ Heﾐefit theiヴ ┘oヴk-life 

3. Provide real-world examples of the impact of poor security on individuals and 

business 
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ACTIVITY: CHANGE THE ENVIRONMENT TO REDUCE FALSE POSITIVES 

Remove the practice of sending internal emails to employees which include links or 

attachments. 

Intervention Function Policy Category 

Environmental 

Restructure 

Environmental Planning 

Grouping BCT 

12. Antecedents 12.2 Restructure the social environment 

Description 

If employees normally receive internal emails which include links or attachments, they 

will be used to clicking such links, and it will become an everyday habit. Therefore, the 

business should provide a method of information and data sharing for employees that are 

not done via e-mail. This could be done by using secure Apps which are designed for 

collaborating and data sharing and negate the need for e-mails with attachments or 

clickable links.  

By removing internal emails, the practice of regularly clicking links or opening 

attachments will be significantly reduced, making it an oddity rather than a normal 

practice. Oddities are more likely to trigger caution in the eyes of a user.  

Action Points 

1. Create a team (which has user representatives and a Security Champion) to 

investigate and choose a secure App that is to be used for internal communication 

and collaboration.  

2. Educate the users as to why the use of the App provides more significant benefits 

than email 

3. Rollout and train the users on how to collaborate using the App 

4. Modify the security policy to ban the use of internal emails. 

5. Monitor and follow-up with the policy, supporting users throughout the process 

 

ACTIVITIES THAT SUPPORT THE EDUCATE CATEGORY 

So that people understand and buy into what is being asked of them, activities are required 

to support the education of users.  

ACTIVITY 3: PROVIDE PRACTICAL TRAINING 

Equip users with the skills needed to carry out the behaviour. 

Intervention Function Policy Category 

Training Service Provision 

Grouping BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 
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Training is provided, which demonstrates the steps that a user should take each time an 

email instructs to click a link or open an attachment. Training should build on the 

Education function by enabling the user with the skills needed to spot and prevent 

phishing attacks from taking place. The training should be supported by the Security 

Champion, who is available to give practical demonstrations and answer any question due 

to the non-judgemental environment that is being fostered. 

Action Points 

1. Security Champion to provide demonstrations of the correct behaviours 

2. Users to be allowed to test themselves in a safe environment by repeating the 

taught behaviours in pre-prepared scenarios 

3. Security Champion to monitor the results and provide positive support and advice 

to users who need further assistance in gaining positive results. 

 

ACTIVITIES THAT SUPPORT THE OPERATE CATEGORY 

To create ongoing behaviour change, users need to be reminded of the correct behaviours 

and incentivised to carry these out. 

ACTIVITY 4: REPORTING OF SOCIAL ENGINEERING ATTACKS 

Capture all phishing attacks that take place.  

Intervention Function Policy Category 

Enabling Environmental Planning 

Grouping BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 

Employees will be trained to report 100% of all phishing emails discovered (whether or 

not they clicked the link) by enabling simple to use reporting process. Once a phishing 

email has been detected, the information should be shared across the organisation to 

pre-warn employees that an attack is happening. Reporting must be easy to carry out and 

be seen as a positive action that can benefit the social group. If a user accidentally clicks 

the phishing link, they must know that subsequently reporting the phishing attack will not 

lead to any repercussions.  

Action Points 

1. Introduce the Threat Intelligence Overarching process and explain the benefits of 

using such a tool.  

2. Explain to the user how they can check with a Security Champion if they are 

unsure and need clarification about the correct steps to take.  

3. Show the users how to quickly and easily report a potential social media attack via 

a Threat Intelligence tool.  

 

ACTIVITY 5: INCENTIVISE USERS TO CATCH AND REPORT ATTACKS 

Incentivise the users to continue with the correct behaviour of reporting attacks 

Intervention Function Policy Category 

Incentivisation Environmental Planning 

Grouping BCT 
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10. Reward 10.1 Material Incentive 

10.4 Social reward 

Description 

Users will be incentivised to report 100% of all phishing emails discovered. Users who 

accidentally clicked a link must not be discouraged from reporting the attack through fear 

of judgement or reprisal. Reporting of a phishing mail should be seen to reward the 

individual and the group (social reward), as the individual detecting the attack can supply 

knowledge that can support their colleagues in staying safe from the attack.  

Reporting of the mail could also lead to a Material Reward for the user identifying that 

attaIk. Aﾐ iﾐIeﾐti┗e sIheﾏe suIh as さMoﾐthl┞ Iash ヴe┘aヴd foヴ the user who reports the 

most phishing attacks could be operated, thus giving an additional reason to actively 

report attacks. 

Actions: 

1. Management and Security Champion to agree on a reward system 

2. Security Champion to communicate the reward system to employees 

3. Monthly rewards to be presented and publicised.  
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GUIDELINES FOR BEHAVIOURAL CHANGE 

IN SECURING ACCESS CONTROL 

GOAL 

Preventing unauthorised people from accessing your secure systems and 

services by ensuring strong, secure password protection 

FOUNDATION LAYERS 

To ensure success, the following foundation layers must be operating: 

4. Top Management Support Foundation 

5. Security Champion Support Foundation 

ACTIVITIES CATEGORIES 

Activities required to enable and sustain behavioural change are broken down into the 

following four categories: 

• Prepare  

 

• Educate 

 

• Operate 

 

• Measure 
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BEHAVIOUR CHANGE TAXONOMIES 

PREPARE 

GROUPING BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

12. Antecedents 12.2 Restructure the social environment 

EDUCATE 

GROUPING BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

OPERATE 

GROUPING BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

10. Reward 10.1 Material incentive 

10.4 Social reward 

REPORT 

GROUPING BCT 

2. Feedback and monitoring 2.7 Feedback on Outcomes of behaviour 

 

ACTIVITIES THAT SUPPORT THE PREPARE CATEGORY 

So that awareness training is given the best opportunity to succeed, the following activities 

are designed to build a culture where employees are prepared and understand the need to 

embrace the training and engage in positive change behaviour so that they operate 

securely. Activities in the PREPARE category are designed to modify the environment in such 

a way that users are given the best opportunity and support to learn and operate in the best 

way. 

ACTIVITY: CREATE BUY-IN 

Cヴeate さBu┞-iﾐざ to the ﾐeed foヴ useヴs to practice digital hygiene before the training begins. 

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

Description 

To understand why training is essential aﾐd theヴefoヴe gets さHu┞-iﾐざ, the eﾏplo┞ees ﾐeed 
to understand the risks that poor password hygiene delivers to both themselves and the 

business. This must not be scare tactics but rather a grown-up discussion about real-world 

events and the impact that these events are having on ordinary people and businesses. It 

should be delivered in such a way that the user feels educated and empowered by 

receiving the information. 

Action Points: 

1. Provide information to the users about how Cyber-criminals target individuals to 

gain password information. 

2. Provide information about how strong digital hygiene can be a benefit first and 

foヴeﾏost iﾐ a peヴsoﾐげs pヴi┗ate life aﾐd suHseケueﾐtl┞ Heﾐefit iﾐ theiヴ ┘oヴk-life 
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3. Provide real-world examples of the impact that poor password hygiene has had on 

individuals and businesses 

 

ACTIVITY: RESTRUCTURE THE CURRENT ENVIRONMENT 

Investigate supplying all users with a password management tool rather than have users 

manually managing their passwords.  

DESCRIPTION OF ACTIVITY:  

Provide supporting software which makes it easy for a user to adhere to password security 

rules. 

Intervention Function Policy Category 

Environmental 

Restructure 

Environmental Planning 

Grouping BCT 

12. Antecedents 12.2 Restructure the social environment 

Description 

A password management tool will support the user by automatically creating a password 

using long, random mixes of letters, numbers, and characters. These passwords far 

exceed the guidelines set by security professionals and are managed by the password 

management tool rather than the user, meaning the user only needs to remember one 

administration password, thus making it much easier for a user to be compliant with 

security guidelines. 

Action Points 

1. Investigate and choose a password management tool that is to be used by users 

for managing their passwords 

2. Educate the users as to why the use of the App provides greater benefits than 

manually creating their passwords 

3. Rollout and train the users on how to manage passwords using the password 

management tool 

4. Modify the security policy to state that passwords should only be created and 

maintained using the password management tool.  

5. Monitor and follow-up with the policy, supporting users throughout the process 

 

ACTIVITIES THAT SUPPORT THE EDUCATE CATEGORY 

So that people understand and buy into what is being asked of them, activities are required 

to deliver and support the education of users.  

ACTIVITY: PROVIDE PRACTICAL TRAINING 

Equip users with the skills needed to carry out the behaviour. 

Intervention Function Policy Category 

Training Service Provision 

Grouping BCT 
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4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 

Training is provided, which demonstrates the steps that a user should take to secure their 

end-user devices. This training is dependent on the tools available. For example, if 

Password managers have been provided, the training will instruct how to use these 

successfully. If Password Managers are not available, training will be given to best equip a 

user on how to use and manage passwords manually. The training should be supported by 

the Security Champion, who is available to give practical demonstrations and answer any 

question due to the non-judgemental environment that is being fostered. 

Action Points 

1. Security Champion to provide demonstrations of the correct behaviours 

2. Users given the opportunity to test themselves in repeating the same behaviours 

in pre-prepared scenarios 

3. Security Champion to monitor the results and provide positive support and advice 

to users who need further assistance in gaining positive results. 

 

ACTIVITIES THAT SUPPORT THE OPERATE CATEGORY 

To create ongoing behaviour change, users need to be reminded of the correct behaviours 

and incentivised to carry these out. 

ACTIVITY: REPORTING OF ATTEMPTED ACCESS BY UNKNOWN PERSONS 

Capture information about attempts to access your secure systems and report these.  

DESCRIPTION OF ACTIVITY:  

Users will be trained to report an attempt by a third party to extract details from them that 

allows unauthorised access. 

Intervention Function Policy Category 

Enabling Environmental Planning 

Grouping BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 

Once a potential attempt at unauthorised access into a device or system has been 

detected, the information should be shared across the organisation to pre-warn 

employees that an attack is happening. Reporting must be easy to do and be seen as a 

positive action that can benefit the social group. Even if a user unwittingly divulges their 

credentials, they must know that subsequently reporting the unauthorised access will not 

lead to any repercussions, as there will be an even greater need to act upon stopping a 

potential breach. 

Action Points 

1. Introduce the Threat Intelligence Overarching process and explain the benefits of 

using such a tool.  

2. Explain to the user how they can check with a Security Champion if they are 

unsure about a situation in which they find themselves. 
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3. Show the users how to report a potential unauthorised access attack quickly and 

easily via a Threat Intelligence tool.  

 

ACTIVITY: INCENTIVISE USERS TO CATCH AND REPORT ATTACKS 

Incentivise users to continue with the correct behaviour of reporting attacks 

DESCRIPTION OF ACTIVITY:  

Users will be incentivised to report 100% of all end-user device access attacks. Users who 

accidentally provided unauthorised access must not be discouraged from reporting the 

attack. 

Intervention Function Policy Category 

Incentivisation Environmental Planning 

Grouping BCT 

10. Reward 10.1 Material Incentive 

10.4 Social reward 

Description 

Reporting of an unauthorised attack should be seen to reward the individual and the 

group (social reward), as the individual detecting the attack supplies knowledge that can 

support their colleagues in staying safe from the attack.  

Reporting of the attack could also lead to a Material Reward. An incentive scheme such as 

a monthly cash reward for employees who reports the most unauthorised access attacks 

could be operated, thus giving an additional reason to actively report attacks. 

Actions: 

1. Management and Security Champion to agree on a reward system 

2. Security Champion to communicate the reward system to employees 

3. Monthly rewards to be presented and publicised.  

 

ACTIVITIES THAT SUPPORT THE MEASURE CATEGORY 

Activities are required to measure the success of the operation, give feedback to employees 

and gain lessons learned, which can be fed back into the PREPARE stage. 

ACTIVITY: REPORT THE SUCCESS OF THE ACTIONS TAKEN BY USERS 

Provides regular reporting of suspected unauthorised access attacks thwarted so that users 

can see that their continued actions have value 

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

2 Feedback and 

monitoring 

2.7 Feedback on Outcomes of behaviour 

Description 

Monthly reporting published to all employees by the Security Champion, informing of the 

number of attempted access attacks made. This is done to keep the activity of 
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unauthorised access prevention highlighted and ensure it stays in the general focus of all 

employees. 

Actions 

1. Statistics from the reported catches are to be gathered monthly 

2. Security Champion to publish data to users, showing the benefit of the behaviour 

in catching attacks, thwarting the cyber-criminals, and keeping the business safe 
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GUIDELINES FOR BEHAVIOURAL CHANGE 

IN SECURING END-USER DEVICES 
GOAL 

Ensure that aﾐ eﾏplo┞eeげs end-user devices are operating securely, resulting in an increased 

level of security for the user, and therefore the business. 

It is expected that an SME is already protecting business devices used by the user. The focus 

here is on the personal devices of end-users which may/may not be used for handling work 

e-mail or apps. By encouraging the user to protect all their devices, their overall digital 

hygiene will improve.  

FOUNDATION LAYERS 

To ensure success, the following foundation layers must be operating: 

6. Top Management Support Foundation 

7. Security Champion Support Foundation 

ACTIVITIES CATEGORIES 

Activities required to enable and sustain behavioural change are broken down into the 

following four categories: 

• Prepare  

 

• Educate 

 

• Operate 

 

• Measure 
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BEHAVIOUR CHANGE TAXONOMIES 

PREPARE 

GROUPING BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

12. Antecedents 12.5 Adding objects to the environment 

EDUCATE 

GROUPING BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

OPERATE 

GROUPING BCT 

7. Associations 7.1 Prompts/cues 

REPORT 

GROUPING BCT 

5. Natural consequences 5.3 Information about social and environmental consequences 

 

ACTIVITIES THAT SUPPORT THE PREPARE CATEGORY 

So that awareness training is given the best opportunity to succeed, the following activities 

are designed to build a culture where employees are prepared and understand the need to 

embrace the training and engage in positive change behaviour.  

The focus is on the end-users personal devices. It is expected that business devices are 

already protected by the IT department, and therefore such devices are being kept at a 

secure level as per the IT policies. 

ACTIVITY: CREATE BUY-IN 

Cヴeate さBu┞-iﾐざ to the ﾐeed foヴ digital h┞gieﾐe on end-user devices before the training 

begins. 

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

Description 

Users will be educated as to the risks that exist around their end-user devices and why 

being able to secure the devices is a valuable skill both in their home and work lives. They 

will be informed how such skills will benefit themselves in their personal lives and jointly 

then benefit the company as the employees increase their digital hygiene. To understand 

┘h┞ tヴaiﾐiﾐg is iﾏpoヴtaﾐt aﾐd theヴefoヴe gets さHu┞-iﾐざ, the eﾏplo┞ees ﾐeed to uﾐdeヴstaﾐd 
the risks that operating an insecure device will put on both the individual and the 

business. This must not be scare tactics but rather a grown-up discussion about real-world 

events and the impact that these events are having on normal people and businesses. It 

should be delivered in such a way that the user feels educated and empowered by 

receiving the information. 

Action Points: 
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1. Provide information to the users about how Cyber-criminals target individuals 

2. Provide information about how strong digital hygiene can be a benefit first and 

foヴeﾏost iﾐ a peヴsoﾐげs pヴi┗ate life aﾐd suHseケueﾐtl┞ benefit in their work-life 

3. Provide real-world examples of the impact of poor security on individuals and 

business 

 

ACTIVITY: PROVIDE TOOLS TO DO THE TECHNICAL WORK 

Provide employees with the technical tools needed so that a solution for the user is easy to 

implement on all devices they use, as insecure personal devices can impact business 

security. 

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

12.  12.5 Adding objects to the environment 

Description 

Although it should be expected that a business computer is running anti-virus software, it 

cannot be assumed that aﾐ eﾏplo┞eeげs personal devices are doing the same. To ensure 

good digital hygiene, a user should be ensuring that all devices they use have protection 

from a cyber-attack.  

Action Points: 

1. Put together a small team to investigate possible software solutions which can be 

provided to users. 

2. Include the Security Champion and some end-users in the process to ensure end-

user buy-in to the process and chosen solution 

3. Put together a business case to support the time and costs of rolling out software 

for employees personal devices.  

4. Once approval is gained, produce a pack for employees on how to install and use 

the software – if needed, a process can be iﾐIluded iﾐ the さEduIateざ aヴea to 
support this. 

 

ACTIVITIES THAT SUPPORT THE EDUCATE CATEGORY 

Awareness training works best when users can actively participate in practical training, 

which is proven to increase the users understanding and ability to re-create the correct 

behaviours when required.  

ACTIVITY: PROVIDE PRACTICAL TRAINING 

Explain to users the importance of security patches regarding their personal devices and 

show the users how to keep their devices running on the latest versions of the OS. 

Intervention Function Policy Category 

Training Service Provision 

Grouping BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 
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Useヴげs peヴsoﾐal de┗iIes should He ヴuﾐﾐiﾐg oﾐ the latest ┗eヴsioﾐ of the opeヴatiﾐg s┞steﾏ to 
ensure that any security patches launched by the software provider are installed in a 

tiﾏel┞ fashioﾐ oﾐ the useヴげs de┗iIes ふPC, tablet, phone etc.). To assist users in making the 

required changes, instructions on performing the desired behaviour will be given, along 

with support when carrying out the behaviour. 

Action Points 

1. Security Champion to explain the risk of running a mobile device which is not 

having the latest update of the operating system installed. 

2. Security Champion to demonstrate how to check and update to the latest version 

of the operating system on a few of the most popular devices (E.g. iOS, Android, 

Windows) 

3. Security Champion to encourage users to follow the guidelines and update their 

devices.  

ACTIVITIES THAT SUPPORT THE OPERATE CATEGORY 

As the goal is to have users running their personal devices, there is only a limited number of 

tasks that can be done in the Operation category as the company will not have any 

knowledge of user-specific device status and usage.  

ACTIVITY: INFORM OF CRITICAL UPDATES 

Prompt users if critical updates are released by software vendors for the primarily used 

devices (iOS, Windows, Android) 

Intervention Function Policy Category 

Environmental 

Restructure 

Environmental Planning 

Grouping BCT 

7 Associations 7.1 Prompts/cues 

Description 

Not all software vendors tend to highly publicise the release of important security 

updates and so providing information on the availability of updates can bring user 

understanding to the risk and provide a trigger to install the update.  

Action Points 

1. Security Champion sign-up for alerts from Major Vendors for security update 

notifications 

2. When an alert is issued, the Security Champion will communicate to the users that 

an update to their personal devices can be made. 

 

ACTIVITIES THAT SUPPORT THE REPORT CATEGORY 

As the focus is on personal devices, the business will not be able to gather data and report 

on personal device security and usage.  

However, the business can still publish information regarding attacks via personal devices if 

an attack is traced back to a personal device.  

ACTIVITY: INFORM OF SUCCESSFUL BREACHES VIA PERSONAL DEVICES 
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Intervention Function Policy Category 

Environmental 

Restructure 

Environmental Planning 

Grouping BCT 

5 Natural consequences 5.3 Information about social and environmental consequences 

Description 

Inform the users if a successful attack took place via an unsecured personal device. Inform 

of the business consequences of the successful attack so that users understand the 

business impact of such an attack.  

The User whose device was used must not be named as such an approach could lead to 

users being reluctant to inform of attacks and to adhere to the security policies 

Action Points 

1. Gather the information needed 

2. Publish and inform users of the attack in such a way that they understand the 

consequences for the business of such an attack 

3. Ensure that no user information is divulged as part of the communication so as not 

to label blame on an individual 
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GUIDELINES FOR BEHAVIOURAL CHANGE 

IN THREAT INTELLIGENCE 

GOAL 

Provide an easy-to-use method of sharing threat intelligence information that 

can be shared with all users across the business. This will ensure that users are 

fully aware of any potential attacks taking place and are therefore more alert 

to the situation.  

FOUNDATION LAYERS 

To ensure success, the following foundation layers must be operating: 

1. Top Management Support Foundation 

2. Security Champion Support Foundation 

PILLAR CATEGORIES  

For the Threat Intelligence overarching process to operate successfully, one or more of the 

framework Pillars must be in operation: 

1. Social Engineering 

2. Access Control 

3. End-User Devices 
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BEHAVIOUR CHANGE TAXONOMIES 

Implement 

GROUPING BCT 

4 Shaping knowledge 4.1 Instructions on how to perform the behaviour 

5 Natural consequences 5.3 Information about Social and Economic consequences 

12 Antecedents 12.1 Restructuring the physical environment 

Operate 

GROUPING BCT 

2. Feedback and monitoring 2.7 Feedback on Outcomes of behaviour 

 

ACTIVITIES THAT SUPPORT THE IMPLEMENT CATEGORY 

So that Threat Intelligence can operate successfully, supporting activities and systems must 

be put in place, which makes the reporting and communication of threats easy to do. 

ACTIVITY: PREPARE A ROBUST AND EASY TO USE INCIDENT REPORTING PROCESS 

Implement a system for users to easily report threats that are taking place so that an expert 

can quickly act in preventing further harm. 

Intervention Function Policy Category 

Enablement Environmental Planning 

Grouping BCT 

12 Antecedents 12.1 Restructuring the physical environment 

Description 

So that users can quickly notify of an attack, a system must be in place so that a user can 

quickly and efficiently inform the right person(s).  

Action Points: 

1. Evaluate the best method for informing of an attack. This will consider issues such 

as the number of users, location of users, time of day/night users are working, and 

equipment supplied to users as part of the job role.  

2. Working with Security Champion and user representatives, implement a process 

by which a user can immediately report a potential attack.  

3. Define the process around the receiving and acting on the reported incident.  

4. Ensure a feedback loop to the user who raised the incident.  

 

ACTIVITY: CREATE BUY-IN 

Cヴeate さBu┞-iﾐざ to the ﾐeed foヴ useヴs to ヴepoヴt seIuヴit┞ iﾐIideﾐts that the┞ find. 

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

5. Natural Consequences 5.3 Information about Social and Economic consequences 

Description 

To uﾐdeヴstaﾐd ┘h┞ tヴaiﾐiﾐg is iﾏpoヴtaﾐt aﾐd theヴefoヴe gets さHu┞-iﾐざ, the eﾏplo┞ees ﾐeed 
to understand the benefits that reporting security incidents provides both themselves and 

the business around them and the risks of not reporting said incidents. This must not be 



Page: 80 

scare tactics but rather a grown-up discussion about real-world events and the impact 

that these events are having on employees and businesses. It should be delivered in such 

a way that the user feels educated and empowered by receiving the information. 

Action Points: 

1. Provide information to the users about how Cyber-criminals target individuals 

2. Provide information about how reporting of incidents allows quick intervention 

and shared knowledge which can alert a colleague to a potential attack.  

3. Provide real-world examples of reporting incidents and the benefits gained – and 

the cost of ignoring an incident. 

 

ACTIVITY: PROVIDE USERS PRACTICAL TRAINING ON USING THE PROCESS 

Equip users with the skills needed to carry out the behaviour. 

Intervention Function Policy Category 

Training Service Provision 

Grouping BCT 

4. Shaping Knowledge 4.1 Instructions on how to perform the behaviour 

Description 

Training is provided, which demonstrates the steps that a user should take each they 

identify a potential attack and need to report it. The training should be supported by the 

Security Champion, who is available to give practical demonstrations and answer any 

question due to the non-judgemental environment that is being fostered. 

Action Points 

1. Security Champion to provide demonstrations of the correct behaviours 

2. Users given the opportunity to test themselves in repeating the same behaviours 

in pre-prepared scenarios 

3. Security Champion to monitor the results and provide positive support and advice 

to users who need further assistance in gaining positive results. 

 

ACTIVITIES THAT SUPPORT THE OPERATION CATEGORY 

So that people understand how to report threats, activities are required to deliver and 

support the education of users.  

ACTIVITY: (IF RELEVANT) INFORM ALL USERS OF AN POSSIBLE ATTACK 

Report details of an attack if that information could raise user awareness and prevent 

another security incident from happening.  

Intervention Function Policy Category 

Education Communication 

Grouping BCT 

2 Feedback and 

monitoring 

2.7 Feedback on Outcomes of behaviour 

Description 
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Information found promptly can be used to increase the awareness of all users to help 

prevent subsequent attacks.  

Actions 

1. Reported incident to be quickly analysed and a decision made whether to share 

the information across the company 

2. If communication is to take place, the information must be easy to understand and 

descriptive in the actions needed by the user to prevent a further attack. 
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Appendix 8 – Answers to Questionnaire 
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Questions 

 

1. Are there any elements (foundation layers, pillars, or overarching process) 

which you do not believe would add enough value to make the implementation 

of that element worthwhile for an SME? 

 

The elements themselves appear reasonable but need more details pulling out. 

 
2. Are there any sub-elements (specific behaviour change techniques within 

each element) that you do not believe would add enough value to warrant 

implementing? 

 

This is harder to assess as although the model has many classifications and 

taxonomies the description of the interventions/tasks feels quite vague, so it is hard 

to fully appreciate the value of implementing stated actions and the impact they 

ﾏa┞ ha┗e. Also, itげs ﾐot Ileaヴ ┘hat suH-elements may be applicable to every 

organisation so in order to ensure relevance is achieved it may be useful separating 

these out into mandatory and optional type elements. 

 
3. From your experience, are there any activities missing within the framework 

which could    further assist an SME to change user behaviour to build a stronger 

security culture? 

 

The fiヴst stage is t┞piIall┞ assessiﾐg ┘hat aヴe the “MEげs e┝istiﾐg Iultuヴes aﾐd 
behaviours to then have defined what the target behaviours are being planned for. 

Using the type of model proposed can then be introduced but it also appears to miss 

the use of nudging techniques, e.g. maybe add a section which can define what 

applicable nudges could be introduced to assist in ensuring that behaviours are both 

achieved and maintained. This would need the introduction of something like Nudge 

Theory into the framework. 

 

Also, aﾐ┞ fヴaﾏe┘oヴk ﾐeeds to IoﾐﾐeIt ┘ith the Husiﾐessげ o┗eヴall oHjeIti┗es aﾐd theiヴ 
security objectives to help align both perceived relevance and value into 

implementing such a framework. Certainly, smaller organisations require this to 

assess the effort to reward ratio of implementing such a framework. 

 
4. As security professionals, when assessing where limited budgets should be 

spent, do you believe that investing into the changing of user behaviour 

towards a more positive security culture is: (please choose one option) 

 

a) Less important than investing into technical solutions that counter cyber-
attacks 

b) Equally as important as investing into technical solutions that counter 
cyber-attacks] 

c) More important than technical solutions that counter cyber-attacks 

Please give a few words to support your aﾐs┘er….. 
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Around 90% of data breaches have come from human error and so secure 

behaviours are critical to this. Technical solutions are still important but should be 

there to support and provide defence-in-depth rather than overly relied upon for 

the complete security posture of an organisation. 

 

5. This model focuses on a user's digital behaviour at home and in the office, as it is 

perceived that a user's digital hygiene should be at an equal level for both so that 

the user operates a consistently high level of digital hygiene. 

 

From your knowledge as security professionals and working with SMEs, do you 

believe that: 

 

a) The concept of encouraging a user into operating a higher level of 

security at home would have a positive impact on overall cyber-security 

for the business. Yes 

 

a) An SME is potentially willing to invest in offering its employees help in acquiring 

and setting up tools for home use, like what they already provide for business 

end user devices (e.g., VPN, Password Managers etc.) No 

 

Please give a few words that support your aﾐs┘ers…. 
 

Point a – I have no doubt that transformation of mindset into positive security 

behaviours at home would translate into improved work behaviours. However, I do 

not believe it would be a 1:1 ratio in terms of those two environments. It depends 

how the behaviour change was implemented as home life will be very personal and 

relevant to a user whereas at work, they may care less about the potential 

outcomes as they do not perceive the same threat and consequences personally as 

the┞ ┘ould do at hoﾏe. Itげs ho┘ ヴele┗aﾐt aﾐd appliIaHle ┞ou ﾏake it to that useヴ. 
 

Point b – I think unless you can provide a clear ROI on investing in home life or that 

the user will be working at home, this would be a tough sell that most SMEs would 

not do just due to the pure cost element. It is hard to get investment decisions 

around cyber security in the actual business environment of SMEs, let alone for their 

employeeげs hoﾏe life. Theヴe ┘ould ﾐeed to He Ioﾏpelliﾐg e┗ideﾐIe to deﾏoﾐstヴate 
such an investment can have a positive impact on the SMEs growth or revenue 

protection aspects. 

 
6. Any other thoughts or ideas that you have considered in reviewing the framework, 

which you believe would be useful feedback and has not been covered in this short 

questionnaire? 

I think it would also be good to align the said behaviours with standards such as 

Cyber Essentials (CE) and potentially ISO 27001. With CE, you could have behaviour 

inventions and nudges mapped against all 5 technical control domains of CE as they 

supposedly address 80% of the cyber-attacks being faced. It would then also provide 

additional value that the work done with your framework could then translate into a 

% of work required for achieving CE certification. CE also feels the right level for 
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SMEs. 

 

I would also caution the connection with IT functions as we need security 

behavioural change not fully aligned to IT or technical functions but more seen as 

strategic and operationally aligned. I did note a few tasks did state IT which is fine in 

areas but needs additional functions added to not give the perception of it being an 

さIT issueざ ┘hiIh ﾏaﾐ┞ Husiﾐesses still peヴIei┗e I┞Heヴ ヴisk to He. 
 

Also, research has shown messaging and what words are used in how we try to elicit 

behavioural change is important so you would need to also understand the profile of 

the audience in order to better refine the effectiveness of said framework in how 

you provide guidance on interventions etc. 

 

Finally, it would be good to understand how you would intend to measure the 

success of interventions and/or your proposed framework. 
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 Questions 

 

1. Are there any elements (foundation layers, pillars, or overarching process) which 

you do not believe would add enough value to make the implementation of that 

element worthwhile for an SME? 

 

A: No. The only note I would mention is to add something about continuous 

improvement and change.  

 

2. Are there any sub-elements (specific behaviour change techniques within each 

element) that you do not believe would add enough value to warrant 

implementing? 

 

A: No. Similar to the point above, the only things mentioned about continuous and on-

going behaviour is to implement phishing emails and encourage everyone to keep 

reporting incidents. There are many yearly/bi-yearly/quarterly things the company can 

do like refresher courses, or run fake experiments to encourage these behaviours as 

well.  

 

3. From your experience, are there any activities missing within the framework which 

could further assist an SME to change user behaviour to build a stronger security 

culture? 

 

A: Just the points about about continuous improvements, changes and adaptions. This 

document does not clearly outline how the culture can adapt to changing worlds.  

 

4. As security professionals, when assessing where limited budgets should be spent, 

do you believe that investing into the changing of user behaviour towards a more 

positive security culture is:  (please choose one option) 

  

d) Less important than investing into technical solutions that counter cyber-

attacks 

e) Equally as important as investing into technical solutions that counter 

cyber-attacks 

f) More important than technical solutions that counter cyber-attacks 

 

Please gi┗e a fe┘ ┘ords to support your aﾐs┘er….. 
 

Although statistiIall┞ people aヴe the ┘eakest liﾐk iﾐ the seIuヴit┞ Ihaiﾐ, I doﾐげt thiﾐk 
putting the more resources and relying on humans always being correct is the right idea. 

No matter how intelligent or educated any one human is, it only takes a very short lapse 

in concentration to make a mistake and potentially an entry point into the companies 
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security system. I would invest equally into technology which would be the layer deeper 

than humans (which are the first layer). Without relavant technological measures in 

place, the company is putting most of its faith into one layer.  

 

 

5. This model focuses on a user's digital behaviour at home and in the office, as it is 

perceived that a user's digital hygiene should be at an equal level for both, so that 

the user operates a consistently high level of digital hygiene.  

 

From your knowledge as security professionals and working with SMEs, do you 

believe that: 

  

b) The concept of encouraging a user into operating a higher level of security at 

home would have a positive impact on overall cyber-security for the business 

(Yes/No) 

  

b) An SME is potentially willing to invest in offering its employees help in 

acquiring and setting up tools for home use, like what they already provide for 

business end user devices (e.g., VPN, Password Managers etc.) (Yes/No) 

 

Please gi┗e a fe┘ ┘ords that support your aﾐs┘ers…. 

a) Although the risks are lower with employees working from home and by not 

having strangers in their home, connecting to their home internet and more, 

people are more relaxed and slack at home which leaves space for malicious 

attackers. As more people work fヴoﾏ hoﾏe, the ﾏoヴe the けhaIkeヴsげ ┘ill look to 
exploit that and change their attacking profile. So if the attackers are changing, 

why should the individuals not also adapt to the ways of working from home.  

 

b) The company should always support their employees in all manners, especially 

digital security when working from home - the one thing the individual is reliant 

on, being digital and effective. With individuals now having the freedom to work 

from home, that also means they can work from anywhere they want, if thatげs a 
coffee shop, a beach abroad or in the park via a hotspot. So without the company 

physically controlling (being in the office with measures in place) how the 

individual is connecting to confidential information, the company should 

defiantly provide the individuals with the necessary tools to protect themselves, 

which will protect the company.  

 

6. Any other thoughts or ideas that you have considered in reviewing the framework, 

which you believe would be useful feedback and has not been covered in this short 

questionnaire? 

No 
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 Questions 

 

7. Are there any elements (foundation layers, pillars, or overarching process) which 

you do not believe would add enough value to make the implementation of that 

element worthwhile for an SME? 

Structurally the architecture of the model in the "house" diagram is effective. However, 

in the context of SMEs and the physical human resource capability within an SME it 

points to a commitment for multiple people. The recognition in the model at the earliest 

point of the scope for combining of TM and SC etc would make more sense and 

eliminate a conceptual barrier. The paper as presented does not, in the Executive 

Summary, provide any benefits table that would immediately engage a time/resource 

pressured SME to push further into the Framework and scope delivery within their 

organisation. 

8. Are there any sub-elements (specific behaviour change techniques within each 

element) that you do not believe would add enough value to warrant 

implementing? 

There is confusion in the presentation of BCT and the requirements for individuals i.e. 

TM Sponsor is the "Figure Head" in 12.2 yet they have active positive behavioural steps 

that are not connected to the assumption of figure head i.e. 13.1 "promotion and 

marketing". As the figure head they are then the Role Model and Sponsor - consistency 

is key to behavioural change and a role model/figure head is more apt when described 

as setting the standard by living the framework not selling it. Similarly, across the other 

elements i.e., 6.1 the scope is limited to "working in the office environment" yet the 

behaviour for the framework to have full effect must encompass all engagement with 

the SME systems and security not just the office environment. 

9. From your experience, are there any activities missing within the framework which 

could further assist an SME to change user behaviour to build a stronger security 

culture? 

The tasks are not particularly precise enough to add real value i.e. 3.1 and 3.2 have tasks 

that are weak and undefined for purpose or scope "Take meeting with Security 

Champion to gauge their comfort with the role" "Offer assistance when required" as a 

senior manager in a business I am always looking for clear decision making opportunities 

and if I need guidance then it needs to have purpose and outcome/output potential 

identified. The Framework could do with a critical review of all the tasks to make them 

SMART - then they will have both immediate relevance to the business, the business 

leaders and anybody engaged with the Framework for delivery. 

 

10. As security professionals, when assessing where limited budgets should be spent, 

do you believe that investing into the changing of user behaviour towards a more 

positive security culture is:  (please choose one option) 
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g) Less important than investing into technical solutions that counter cyber-

attacks 

h) Equally as important as investing into technical solutions that counter 

cyber-attacks 

i) More important than technical solutions that counter cyber-attacks 

 

Please give a few words to support your aﾐs┘er….. 
 

C - an individual or organisation that has a healthy awareness of and actively engages in 

their own security behaviours has inherently a lower risk of the human dependant 

cyber-attack. Technology and its application and maintenance with embedded in 

systems and processes reinforce the behaviour and provide a discrete technical element 

of a holistic defence Framework. But the technology is dependent on the human for 

deployment, maintenance and embedding into process in order to be of immediate and 

lasting value 

 

11. This model focuses on a user's digital behaviour at home and in the office, as it is 

perceived that a user's digital hygiene should be at an equal level for both, so that 

the user operates a consistently high level of digital hygiene.  

 

From your knowledge as security professionals and working with SMEs, do you 

believe that: 

  

c) The concept of encouraging a user into operating a higher level of security at 

home would have a positive impact on overall cyber-security for the business 

(Yes/No) 

  

c) An SME is potentially willing to invest in offering its employees help in 

acquiring and setting up tools for home use, like what they already provide for 

business end user devices (e.g., VPN, Password Managers etc.) (Yes/No) 
 

Please give a fe┘ ┘ords that support your aﾐs┘ers…. 

For the Framework to be applicable to the SME market then it needs to fundamentally 

address the physical environment(s) and devices that it must cover. There are a 

significant number of businesses, not just SMEs, who permit BYOD as a policy or 

business cost decision and the paper makes little reference directly to how this must be 

addressed. Every mobile phone in service today owned by an employee probably has the 

capability to access SME systems as an example is only lightly referenced or addressed in 

the Framework 

12. Any other thoughts or ideas that you have considered in reviewing the framework, 

which you believe would be useful feedback and has not been covered in this short 

questionnaire? 

The structure of the paper is relatively sound and has a logical sequence. However, I 

personally find the tone and language not particularly SME business focused and at 
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times ambiguous. As it is written I would not engage much further past the executive 

summary and section 1. i.e 2.1 Feedback and Monitoring The Security Champion will 

record instances of behaviours in such instances as potential attacks that were caught, 

attacks that were successful etc.. in order to build up KPIs to match against the pre-set 

goals. I have multiple issues with this: 1. Grammar, construct, language and tone. As a 

statement it is not written to build confidence in a business leader that the Framework is 

sound. 2. The statement asks that the Security Champion captures the instances - this 

abrogates the responsibility of the individuals to engage in the Framework et 

 


