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1 Project Overview

1.1 Project Description

SSID Stripping is a recently disclosed [1] and discovered vulnerability that compromises the overall
security of IEEE 802.11-compliant devices running on platforms such as Android, Windows, Ubuntu,
Apple macOS, and iOS. Therefore, this vulnerability has the potential to cause a severe impact on a range
of devices at scale, which makes its exploitation particularly dangerous. In addition, the consequences of
this can be anything from attackers accessing or running unauthorised functions to carry out malicious
activities on user devices or deceiving them into connecting to rogue Access Points (APs) which mimic
legitimate ones.

This vulnerability relates to how the Wi-Fi standard handles the discovery of devices in the proximity of
a networking hardware device, such as an AP. In addition, this relates to how manufacturers implement
particular devices to behave in the probing phase of the Wi-Fi communication process, as shown in Figure
1 below. According to the security researchers at AirEye, SSID Stripping enables attackers to maliciously
craft the Service Set Identifier (SSID) in the beacon frames sent by an AP specifically to allow unintended
behaviour in devices when they process the beacon frames. SSID is commonly known as the displayed
name of a Wi-Fi network.

Figure 1: Diagram of the Wi-Fi communication process.

The overall aim of this project is to research and demonstrate the exploitation and impact of this vulnera-
bility on Android devices through a range of attacks, such as injection and spoofing attacks, using a rogue
AP as an initial attack point. Further, the project will explore and develop a suitable countermeasure
for this vulnerability, considering that the only known mitigation tool is Hide ‘n Seek [2] provided by
AirEye, the security company that initially disclosed it. However, this is only a Windows application
that assesses whether an environment is vulnerable to SSID Stripping-based attacks. The limitation to
using this software in research is that the codebase is not open source, and further assessment on how it
works is not as straightforward.

Finally, based on relevant findings, and depending on the time left on the project, a desirable outcome
would be to conduct an experimental test in the Abacws building to determine students’ behaviour when
faced with a spoofing attack. This will complement the research project by investigating the student
response to the test, as well as exploring the seriousness and potential implications of exploiting this
vulnerability.
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1.2 Project Motivation

Recent years have seen an increase in the number of devices using Wi-Fi connectivity based on IEEE
802.11 standards [3], making Wi-Fi security of paramount importance. However, with this increase in
use and importance, security threats and attacks have constantly evolved to adapt to new technologies
and vulnerabilities. As a result of this exponential growth, it is now easier to overlook vulnerabilities and
unwanted behaviour stemming from existing functionalities, especially if they are not readily apparent.
From the limited resources and research found on SSID Stripping, it is clear that adversaries can exploit
the vulnerability to hack devices running major software such as Android, and this demands further
research.

Considering that the SSID Stripping vulnerability resides within the probing phase, also known as the
discovery phase, of the Wi-Fi communication process, a device would not need to be authenticated or
associated with a network for a persistent adversary to exploit it. Such exploitation could lead to a
device, in this case, an Android smartphone, crashing or potentially leaking sensitive data. Moreover,
according to the researchers from AirEye, SSID Stripping brings a new take on spoofing, as it creates
more effective and realistic rogue APs to deceive users into connecting to a fake network. The potential
of this vulnerability to make devices on any platform vulnerable to a range of attacks motivates me to
research it further as part of my dissertation project.

1.3 Ethical Approval

Following a discussion with the project supervisor, we identified potential ethical issues with the secondary
aim of conducting an experimental test in the Abacws building and contacted the University Ethics
Committee for further advice. However, this experimental test is harmless as it would only quantify the
extent to which students click on a rogue network and not interact with their devices beyond that. We
are currently awaiting a response from the Committee to ensure that working towards this aim would not
breach ethical standards. Aside from this, we concluded that there are no other ethical concerns related
to this research project.

2 Project Aims and Objectives

The primary aims of this project centre around researching SSID Stripping vulnerability [4] [5] and
focus on establishing through experimentation practices the vulnerability profile of two Android devices
from popular vendors such as Samsung and Google. Basic Proof of Concepts (PoCs) will be developed
and demonstrated to validate the findings based on the insights gained. The aim is also to find a
countermeasure against attacks enabled by this vulnerability to minimise the total level of risk that
comes with it.

A secondary aim is to perform a basic simulated spoofing attack against students in the Abacws building.
The test will be carried out if time permits, and its purpose is to highlight the risks of malicious spoofing
attacks within the university environment.

More specifically, to achieve the above aims, the following objectives will be targeted:

• Outlining the theory behind SSID Stripping.

• Providing a thorough background on the attacks and their previous applicability and history.

• Developing a hardware AP that allows testing and deployment of SSID Stripping attacks.

• Conducting novel research into Android devices and establishing how their associated components
enable SSID Stripping.

• Developing PoCs, assessing, testing and demoing the vulnerability, attack, and potential counter-
measure.

• Developing potential further research ideas.
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Below is the list of technologies that will be used to deliver the aims and objectives of this project:

• Wireshark, tcpdump and Android Debug Bridge (ADB) Protocol Parser for Wireshark for intercept-
ing traffic and parsing captured packets (on a rooted Android device)

• Apktool for reverse engineering Android APK files

• JD-GUI for viewing Java code

• House (powered by Frida) for hooking and inspecting Android Wi-Fi API and other functions

• hostapd/roguehostapd for creating software Wi-Fi APs to launch various Wi-Fi attacks

• Raspberry Pi 4 for creating a rogue AP with the same SSID as the target network

• 2 Android-based smartphones from vendors such as Samsung and Google

3 Work Plan

The Gantt Chart in Figure 2 below highlights the main activities that need to be performed throughout
this project to help meet and measure the progress towards its aims and objectives. The Agile methodol-
ogy (Kanban) will be followed to deliver this project using an incremental and continuous improvement
approach. Weekly meetings have also been organised with the project supervisor to obtain feedback and
provide regular updates. There will be a monthly review meeting to check and discuss the completion of
project deliverables.
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https://www.wireshark.org
https://www.tcpdump.org
https://github.com/cgutman/wireshark-adb-dissector
https://ibotpeaches.github.io/Apktool/
https://java-decompiler.github.io/
https://github.com/nccgroup/house/
https://frida.re/docs/android/
https://w1.fi/hostapd/
https://github.com/wifiphisher/roguehostapd
https://www.raspberrypi.com/products/raspberry-pi-4-model-b/
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Figure 2: Initial work plan with main activities, tasks and milestones.
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