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Abstract 
 

The hypothesis of this study is to help ascertain whether incentives will be useful in 

encouraging individuals to embrace cyber security best practises. The cyber security best 

practises are defined, and the reasons why an individual would choose not to adopt these 

options are studied. Various previously explored incentive approaches will be evaluated and 

discussed, and one technique will be selected and further investigated in the implementation 

phase. Data is collected from members of the public to help further understand reasons why 

individuals are not adopting effective practises in cybersecurity. Existing related works will 

be explored and debated during this study. The data collected from the survey will be 

analysed. 87 responses are gathered from participants aged 18 – 69. The most significant 

result of the survey was that 83.9% of participants stated they would prefer to encounter an 

immediate inconvenience for a shorter period of time, versus being inconvenienced at 

another point in the future over a longer period of time. No significant correlation between 

age, education level or digital background and cyber secure behaviour is found.   
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1 Introduction 
 

Technology is becoming more intertwined and essential in our daily lives in the digital age, 

leading many to become reliant on it. Despite the numerous benefits of being connected on 

the go, such as convenience, entertainment, and seemingly limitless access to information, 

using technology is not without risks. Individuals are increasingly more vulnerable to 

cybersecurity attacks than ever before (Saravanan & Bama, 2019), and protective 

safeguards to protect them are continuously being developed. Regardless, humans continue 

to be the weakest link in the security chain (Kimpe, et al., 2022). Despite the advancements 

in technology such as biometrics being used to replace passwords, cyber attackers continue 

to prevail in overcoming these obstacles via the human-factor. The relevance of this research 

stems from its purpose of discovering whether humans may be favourably "hacked" in order 

to permanently secure the chain. 

Incentives have been used throughout history to encourage certain behaviours and to 

stimulate motivation. In a corporate setting, incentives include monetary rewards, ‘work 
perks’, gifts, and much more. During the mid-nineteenth century, psychologist Clark Hull 

established ‘incentive theory’, which proposed that individuals are attracted towards 
behaviours that lead to rewards and repelled by behaviours that may lead to negative 

consequences (Hull, 1949). With this in mind, why are people unwilling to form 

cybersecurity habits that in turn will protect them from negative consequences? Is the 

incentive of being secure from cyber-attacks not enough? Habits are formed when an 

individual is confident about completing the task, without needing to use substantial 

amounts of cognitive effort, according to (Hong & Furnell, 2021). Cyber awareness does not 

come naturally to everyone, making it more difficult for some to form cyber secure habits. 

This paper will explore how an incentive could be used to motivate individuals to form and 

continue to develop these habits, and in turn help to strengthen the weak link in the 

security chain.  

Existing incentive approaches will be examined, and their faults and strengths will be 

explored. The ideal cybersecurity practises will be defined, and the reasons why an 

individual may not follow them will be investigated. Data will be collected from survey 

participants in order to better understand the psychology behind why people choose to skip 

secure practises in favour of less secure routines, as well as to give insight into people's 

thoughts and feelings about adopting specific activities. 

The sections in this report are organised as follows: Section 3 will examine existing 

literature, specifically around cybersecurity behaviours, and explore different proven 

methods of incentive. Section 4 will describe the methodology approach and design and 

justification of the survey. Section 5 will present the findings and results of the survey data. 

Section 6 will discuss and evaluate the survey in depth, and present any correlations 

discovered. Section 7 will discuss future work, and Section 8 will present the overall 

conclusion of the research. Section 9 contains the authors personal reflection on the project. 

 



2 Background   
 

Many existing approaches and studies around helping people to become more cyber aware 

are heavily reliant on the teaching and awareness aspect. While it is arguable that being 

informed around the risks serves as its own incentive to protect oneself, many continue to 

follow bad practices, including professionals (Sulaiman, 2021).  

To be regarded as an incentive, the individual must believe that they are receiving some 

kind of advantage or reward in exchange for completing an action. While there are several 

advantages to being secure online, these gains are not immediately apparent, and in practice 

may feel like a burden or a chore. Bad habits emerge from this state of mind. 

The goal of this study is to investigate the psychological underpinnings behind these bad 

habits and determine which incentive strategy may be most effective in combating them. 

Short-term, immediate incentives such as monetary rewards will be explored, as will 

delayed gratification incentives such as nudges. Financial incentives for cyber security have 

yet to be tested, thus their implications in different contexts will be investigated. While 

nudges have begun to be trialled in an attempt to affect user behaviour, the concept is still 

relatively new. Many of these trials focus on compelling the user to do an action in the 

present instant rather than influencing the user's thought process and behaviour over a 

longer period. 

This chosen topic was also personal to the author, with the researcher of the project wanting 

to understand the in-depth reasons for digital security complacency and the way individual 

behaviours could be influenced to improve cyber security amongst the public.  

 

 

 

 

 

 

 

 

 

 

 

 



3 Literature Review 
 

The initial problem statement is explored in this chapter by reviewing concepts and 

hypotheses obtained from current literature. The best practices of cyber security are 

researched and established, while discussing why individuals may choose not to adopt these 

behaviours. In order to identify and study relevant material, Cardiff University's Library 

Search and Google Scholar were used, and relevant phrases were searched, such as 

'Cybersecurity Behaviour Incentives'. For reliability, a great emphasis was placed on using 

peer-reviewed articles and journals. Because technology is rapidly evolving and changing, 

using as much recently written literature was a priority. 

 

3.1  Cybersecurity Best Practices  
 
While there is no end to the lengths one can take to keep themselves safe online, experts 

have proposed the following ten best practices that everyone should adopt (Coventry, et al., 

2014). Alongside these, the positive and negative consequences of choosing to follow and not 

follow these best practices has been explored. 

Using complex passwords may be off putting, as it is more difficult to remember than a 

simple password. Many may also choose to use the same password across many platforms. 

The perceived benefit of simple passwords is that it will be less effort to set up and 

memorise, causing less stress for the user. Another suggested strategy discussed by 

(Kävrestad, et al., 2020) is to create longer passwords made up of multiple, simpler, and 

pronounceable words, as studies have shown these to be easier to remember than shorter, 

more complex passwords. With the surge in popularity of password managers, the need to 

memorise passwords may become obsolete, and they can provide significant peace of mind if 

used correctly. However, in a 2019 study where 30 participants were surveyed around 

password managers, some participants expressed their misgivings about password 

managers, with many being sceptical about their security and finding the fact that they have 

a single point of failure to be unsettling (Pearman, et al., 2019). The consequence of using 

weaker passwords increase the likelihood of it being compromised through data leaks, brute 

force attacks etc (Curran, et al., 2011). An event like this would in fact result in more overall 

effort and stress by having to deal with the consequences.  

Anti-virus and firewalls may be perceived as time consuming and requiring effort to set up 

and can also be a nuisance as many will display warning alerts while the user is browsing 

the web. Many anti-virus software also comes with an upfront cost, or an ongoing 

subscription to continue to use the service. Properly configured AV software and firewalls 

significantly reduces the likelihood of viruses, malware, and spyware which can lead to loss 

of availability or financial loss (Zare, et al., 2018). Preventing these risks means less effort 

and time spent fixing the issue, being less likely to encounter financial loss through knock 

on effects such as ransomware, phishing scams, or compromised bank card information.  



Installing updates can take a while, especially if it's a significant OS update. Many people 

can also be reluctant to update the system they are accustomed to because they worry that 

the UI or functionalities will change. Users may decide to forego updates in order to save 

time and effort in the short term (Crossler, et al., 2019). Failure to apply updates causes 

vulnerabilities in the system, making the user susceptible to attacks from which it will be 

difficult and time-consuming to recover (National Cyber Security Centre, 2021). Skipping 

updates may potentially result in programmes ceasing to function entirely or may force the 

system to perform a significant update, leading to increased downtime in the long term. 

It's perceived as being convenient to keep websites open, or the computer in standby mode so 

one can start up where they left off and avoid having to log in again. Many might not be 

aware that they are leaving themselves vulnerable to attacks by doing so. If the site in 

question is vulnerable, CSRF and XSS attacks could be used to compromise sessions. If the 

application uses weak or predictable session tokens, these could be brute forced (Baitha & 

Vinod, 2018). All currently active logged-in sessions may be accessible in the event of a 

physical attack, such as the theft of a device. Financial loss, considerable stress, and time 

spent fixing problems could be the outcome of dealing with the effects of the aforementioned 

attacks. 

Home networks should always be secured using a password, which should not be shared 

with anyone. If an attacker gains access, they may be able to snoop on any activity occurring 

on the network (Information Commissioner's Office, 2022). Using free public Wi-Fi may be 

appealing since it could boost download speed or simply save money on data usage on 

cellular plans. However, public Wi-Fi access points may not be properly configured or 

secured. As a result, attackers have an easier time accessing and stealing the private 

information and files of anyone connected to the network. Using a VPN can help prevent 

cybercriminals from intercepting data, and when accessing a public network, users should 

avoid using certain websites, such as social networking, email, or banking services 

(Kaspersky, 2022). Regardless of the cost and difficulty of adopting a VPN or simply 

avoiding public networks entirely, the consequences of a third-party acquiring passwords, 

personal information, and credit card information will result in significantly more time and 

money spent addressing these issues. 

Online shopping has made it easier than ever for customers to get the best discounts on the 

things they want to purchase. While searching for an item, a user may discover it for sale on 

a website at a significantly lower price than elsewhere. They might also find an item in stock 

that is completely sold out everywhere else! However, there is a chance that these sites are 

fake, and designed to steal credit card information. Online streaming sites also allow 

customers to watch their favourite movies or television episodes with the touch of a button. 

There are also many torrenting and piracy sites where this content may be downloaded for 

free and may offer films that are not yet available to the general public. Being able to watch 

a show or film for free is an incentive – especially where others have had to wait and pay for 

the same privilege. Regardless of these advantages, they are generally illusory and can 

quickly lead to compromised bank accounts, malware, and disappointment. In these 



situations, the saying "if it's too good to be true, it probably is" is important, and users 

should exercise caution when navigating an unfamiliar website. 

Users can easily stay in touch with everyone they know, or even people they do not know, 

thanks to social media. The desire to overshare when sharing happy news and life events to 

followers can be strong, and updates about new jobs, house moves, or even frustrated posts 

about how their bank has let them down are not unusual. While this type of action may 

appear to be harmless, it is exactly what an attacker requires for a social engineering attack, 

and the results can be disastrous (Masood, 2022). Someone who posts about a new job one 

day may get a call the following day from their new HR department asking them to send in 

some identification documents for the internal screening procedure. The victim agrees 

because they believe nothing is out of the ordinary, until their identity is stolen to open 

credit card accounts. The pleasant emotions that come from creating new connections and 

establishing a digital community are the incentives for oversharing on social media. Many 

may also choose to make their profiles public in order to increase the reach of their posts. In 

doing so, users should be very wary of what they share, and keep any personally identifiable 

information to a minimum.  

Many may prefer to make use of daily commute to catch up on work, or to simply browse 

social media and emails. Devices, especially smartphones, hold a plethora of private 

information that many would be unwilling to share with anyone. 'Shoulder-surfing' is a 

technique used to steal PINs, passwords, and other sensitive information by physically 

seeing an unsuspecting user's device screen. Many gadgets now offer biometric 

authentication, reducing the risk of password theft. However, if a shoulder-surfer obtains 

enough personally identifying information from the user's screen, social engineering attacks 

may still be possible. While catching up during the commute may feel productive or 

entertaining, the repercussions of a successful shoulder surfing attack will take time to 

resolve and will most likely be quite distressing. 

It can be difficult to keep up with all of the scams that appear to be emerging on a daily 

basis. When an individual is subjected to impersonation scams, the fraudsters are taught 

how to gain the customer's trust, exert pressure on them, and create a sense of urgency. The 

victim will believe that if they do not comply right away, their lives would get more stressful 

and challenging in the future, yet the reality is quite the reverse. Many people could decide 

not to notify the police after learning about, or even after becoming a victim of a cybercrime. 

They could believe that including all the information required for the authorities to 

investigate will take a lot of time and effort. Many people might also be discouraged or 

untrusting of this method since they think it will not accomplish anything or aid in the 

capture of offenders. Crime victims could feel humiliated by the fact that they were deceived. 

The incentive to report is because in doing so, law enforcement will have a chance of 

apprehending criminals since without these reports, they would not be aware that a crime 

had been committed and would not look into it. These reports can act as an alert for 

businesses and individuals, allowing them to take the precautionary measures. 

New patterns in scams will not be proactively identified if people do not report them. 

Another motivation is the possibility that the victim's bank will reimburse them as a gesture 



of goodwill if they report a crime that has caused financial loss, such a scam. Without a 

police report, many banks will not give refunds or compensate victims. 

 

3.2  Existing Incentive Methods 

 
While the long-term benefits of adhering to cybersecurity best practises may outweigh the 

short-term gains, many individuals opt to disregard them. Some people may want to 

prioritise their time and effort in the present moment, while others might simply be 

unaware of the full implications of their actions. Incentives for adopting these behaviours 

have been studied and tested in an effort to strengthen security on their employees and the 

general public.  

 

3.2.1 Reward Based Incentives 

 

While the definition of an incentive is something that inspires or urges someone to do 

something, it is strongly associated with there being some form of reward at the end. One of 

the most common forms of reward-based incentive is a workplace bonus scheme, where 

employees are rewarded with money or gifts in return for hitting a certain quota. Numerous 

studies and evidence have proven that financial incentives do work as a motivator to 

increase performance and output.  

According to (Lazear, 2018), incentive compensation is classified into three types: discrete, in 

which a worker is paid a fixed amount per hour, continuous, in which a worker is paid per 

completed piece of work, and relative, in which a worker is given a financial incentive when 

a promotion or target is met. In regard to their overall efficacy, Lazear suggests that 

incentives have a differing effect depending on the employee’s base salary and position on 
the corporate ladder. For example, a $5000 bonus is going to feel more appealing to a worker 

earning $25,000 than to a CEO who earns $300,000. The report also references Safelite Auto 

Glass installers, who switched from paying their employees hourly to paying them per 

completed piece, with a minimum wage guarantee. By doing so, productivity instantly shot 

up by 44%.  

However, while financial incentives might be quite helpful in some instances, they are not 

always beneficial in influencing behaviour. When bus drivers in an Asian city were granted 

financial incentives in 2013 for ensuring that their bus routes arrived on time, the drivers 

began failing to stop at designated stations during peak periods where customers were 

waiting, in order to avoid arriving late and therefore losing out on their incentive (Shaw & 

Gupta, 2015). While one could argue that the incentive structure in this case needs to be 

reconsidered, it also illustrates that incentives may affect behaviour for the wrong reasons. 

The most significant financial incentive for businesses is to guarantee that their operations 

are cyber secure. This will assist to protect against cyber-attacks that may result in the theft 

of assets or intellectual property, or the payment of funds due to ransomware. Large fines 



are also enforced on firms who fail to appropriately secure sensitive data. While the expense 

of implementing these steps may be substantial, can businesses afford the risk of threats if 

they do not take these precautions? Furthermore, it can be maintained that developing a 

cyber safe culture in the workplace begins at the top, and the duty should not be placed 

primarily on the employees. 

 

3.2.2 Awareness Campaigns 

 

Cybersecurity campaigns have been launched by a variety of organisations, including the 

Government, charities, and financial institutions such as banks, in an attempt to alter 

behaviour. These can take the form of literature, digital media, or in-person courses. The 

perceived purpose of these efforts is to increase awareness of new fraud techniques or scams, 

measures for staying secure online, and the consequence of not doing so. This is done with 

the belief that improved awareness would lead to behavioural changes, resulting in fewer 

occurrences of fraud, scams, and other cyber-attacks. While these efforts can be educational 

about generic cyber security measures, their efficiency is debated. Many campaigns address 

the general public as a whole, rather than focusing on specific groups. For example, a 

campaign around romance scams may be best targeted at older, more lonely people than at 

school children (Steen, et al., 2020). Using a generic approach may also result in a lack of 

underlying knowledge or ability to undertake certain best practices, as is corroborated by 

Bada et al (2019). 

In one study, a group of researchers used media to try to encourage users to keep their 

antivirus software up to date. They produced and deployed an interactive comic in which the 

characters created would fight and solve cybersecurity crimes while also protecting the 

public from 'Hack,' a villain used as a metaphor for computer security crimes. The comic's 

goal was to teach the reader about computer security, particularly anti-virus, in a pleasant 

fashion that would help them overcome the "intimidation-factor" of standard awareness 

training. One week after reading the comic, 88% of those who took part could describe how 

anti-virus works, compared to 13% who could beforehand. While this demonstrated a 677% 

change in respondent awareness of antivirus following the study, when questioned a week 

later, less than a third of respondents had gone on to make specific routine cybersecurity 

improvements, such as installing or updating their anti-virus software (Zhang-Kennedy, et 

al., 2014). While this research has helped demonstrate that knowledge and education may 

be sufficient to motivate some people to change their behaviours, it remains to be seen why 

the other two-thirds of the participants did not act, despite the evident impact that reading 

this comic had on their abilities. 

 

 

 



3.2.3 Targeted Learning 

 

With cyber threats becoming more sophisticated, many companies are opting to have their 

employees undergo specific cyber awareness training based on their role. This can be 

conducted in house, or from an external training provider, and it will analyse the most 

common threats found in the specific job role and tailor the training around that. This 

method can be more beneficial than generic awareness campaigns, as employees may 

become frustrated with having to learn information that is not relevant to them and end up 

‘switching off’ when it comes to needing to do any type of training, rendering it useless. An 

example of this training may include test phishing emails that are relevant to the persons 

role – for example, a payment request being sent to the accounts team is a highly likely 

scenario that could occur, as opposed to a generic mass phishing test email which is sent to 

all employees, regardless of their role.  

One study with over 19000 participants sought to determine the efficacy of integrated 

phishing exercises and to uncover any ways to enhance these efforts (Siadati, et al., 2017). 

This survey was carried out on behalf of a medium-sized business, and those who took part 

were employees. Participants were divided into departments and job functions to analyse the 

differences in answers from each group and to help in targeted phishing activities. Some 

phishing emails contain a link that entices the reader to click, directing them to a phishing 

awareness training exercise if they do so. Emails might be sent out at random, targeted, or 

repeated throughout the campaign to test their impact. During the eight-month campaign, 

28 separate test emails with differing levels of persuasion were deployed amongst the 32 

different groups of employees.  

The recipient's clicks on any embedded links, as well as whether or not they completed the 

training provided after clicking a link, were all tracked. It also contained a statistic for 

measuring how convincing the email was depending on whether the email's content 

influenced the 'click-through' rate, such as utilising sports or celebrity news to pique the 

user's interest and see whether they are more likely to click a link than an email with less 

engaging content. While total click-through rates dropped by only 2.77%, the email's 

substance and persuasiveness dictated its overall performance. 

The improvement in a non-persuasive email's total click-through rate is insignificant 

because the email was unlikely to mislead readers in the first place. Furthermore, those who 

were deceived by non-persuasive emails may be more difficult to educate with phishing 

awareness training in general. However, a link between the more convincing emails' click-

through rates and completion of the consequent phishing awareness training reveals a 

reduction in click-through rates over time, suggesting that the training does make a 

substantial difference in this area. 

 

 



3.2.4 Nudges 

 

A nudge is the choice architecture that alters people’s behaviour in a predictable way 
without forbidding any options or significantly changing their economic incentives. For 

example, banning junk food is not a nudge, but offering free fruit and vegetables is (Thaler & 

Sunstein, 2008). In recent years, nudges have been adopted as part of studies aimed at 

changing behaviours around cybersecurity.   

A study was conducted on groups of people from varying backgrounds, ages and from 

different parts of the world, which consisted of asking the users to participate in a 

simulation of making a purchase on an e-commerce website. The participants scored higher 

points if they adopted more cyber secure behaviours, such as opting to connect to a secure 

network, using a complex password, and logging out at the end of the session. Different 

participants were subject to various styles of nudges – some were given warning nudges 

about possible threats. Others were given ‘coping messages’ with information on how to best 
complete that stage in a more cyber secure manner. A combination of both threat nudges 

and coping messages were also tested. The study found that the participants who received 

more threat warnings would drop out of the session without completing, possibly due to fear 

of not being able to complete the process securely, while those given coping information were 

able to use that to guide them to successfully completing the transaction and score well 

overall (Bavel, et al., 2019).  

Another study using nudges was conducted using a mock registration process, where a 

password was auto generated for the user. The user was then randomly assigned one of five 

nudges: Incentive, Norm, Default, Salience and Ego. The study found that the most effective 

nudge was Salience, which contained both a warning and an incentive to change the auto 

generated password. Contrary to the study conducted by Bavel et al (2019), is believed that 

this nudge was the most effective thanks to the fact that it tapped into user’s fear (Kankane, 

et al., 2018). 

 

 

 

 

 

 

 

 

 



3.3 Summary 
 

The literature review has concluded that while there are many tried and tested approaches 

to incentivisation and awareness around cybersecurity, there is still a shortfall between 

peoples understanding and knowledge versus adoption of secure behaviours.  

When considering how to establish positive habits and behaviours, one major hurdle is when 

the individual believes they lack the confidence or capacity to adopt that habit. To break 

past that barrier, they must have a strong desire to do so - an incentive.  

Awareness campaigns can be valuable to some, but they are so broad and generalised that 

they only make modest impacts to specific groups when explicitly targeted at them. 

While no previous trials where participants were paid to be more cyber secure were 

discovered, it is arguable whether a study like this would be effective based on existing 

monetary based incentives in other domains. Would a monetary incentive cause people to 

modify their behaviours consciously over time, or would they merely learn how to best obtain 

the reward? When it comes to corporate sales incentive programmes, the results are varied. 

Would rewarding security-conscious staff with a monetary incentive assist to influence 

behaviour for the right or wrong reasons? Would it result in a more aware, secure workforce? 

What effect would this have on the company's cyber security spending, and how much would 

it offset? Is output better driven by other variables if individuals are paid well in the first 

place? Cyber security is a culture that begins at the top, and if the superiors are not 

behaving optimally, the rest are not likely to follow suit. 

A fundamental issue is a lack of understanding of cyber threats, or more especially, a lack of 

awareness of the implications. Users will always click on dubious links since they do not 

know any better and are not cyber specialists. It's the defence in depth that should be 

limiting them once they click the email, and it's not really their fault they were duped; 

threat actors' methods are so sophisticated now. 

Nudges are another strategy that has recently been investigated, with different degrees of 

success in experiments and inconsistent outcomes. Could a nudge that did not give a reward 

but emphasised the risk of not completing the advised action be as successful as one that 

gave a reward if you completed the suggested action? Tapping into the users fear of cyber 

threats had mixed results amongst the studies performed by Bavel et al, 2019 and Kankane 

et al, 2018, and requires further exploration.  

A nudge that provided a time and effort-based incentive may likewise be researched further 

and tested. While understanding of cyber risks may motivate some to act out of fear, some 

may opt not to act because they are in denial that these events will occur. Would the 

prospect of having to spend less time and effort in the future be a worthwhile motivator for 

these individuals? 

 

 



4 Methodology 
 

This chapter investigates the methodologies and tactics that will be utilised to address the 

central issue of 'How can incentives be used to influence cybersecurity behaviours?' Using 

the knowledge gained from the literature review, a research methodology will be explored 

and chosen, as well as its design and structure implemented.  

 
 

4.1 Research Methodology 
 

Based on the research conducted thus far, the planned direction is to explore the 

effectiveness of nudges which offer a time and effort incentive. This is based on the 

presumption that if humans were given the upfront choice whether they would prefer to 

spend slightly longer on a task now to save time in the future, versus putting in no effort 

and time now but being inconvenienced later, they would prefer to avoid later inconvenience. 

Could a nudge that gives the user this upfront choice, for example ‘spend 10 minutes now 
setting up your password manager and you’ll never need to reset a password again’ help us 
consider the consequences of our actions in the moment, rather than after the fact? Would 

this type of nudge make the user more conscious of their actions and be an incentive to help 

to improve habits and behaviours long term? 

One method for studying the efficacy of nudges would be to observe users' activities when 

they use the internet for ordinary tasks like reading emails or shopping. Nudges might show 

at critical points when there are likely to be greater threats, such as on a shopping website's 

checkout page or when a user wants to download a file. There have been studies, such as 

(Kankane et al., 2018), in which participants were brought in for an experiment in which 

they would utilise a mock up website and complete a transaction. However, the reliability of 

these results is debatable because the participants would have already been 'on guard' and 

on the lookout for potential threats due to the setting and conditions they were under. When 

users are aware that they are being observed or will be scrutinised, they are more inclined to 

adopt better behaviours out of fear of being criticised or caught out. In an ideal world, users 

may be given software to put on their devices that would nudge them and track whether or 

not the nudges were effective in changing their behaviour. Over time, once the user has 

gotten accustomed to such software, this should provide some insight into the influence the 

nudges have on the user's behaviour. 

Due to the constraints of time, ability, and finances, an experiment like this was not feasible 

to conduct. In place of this, a survey was designed, aimed at individuals of all backgrounds, 

ages, and abilities.  

The original survey that was planned aimed to mimic the above proposed experiment, by 

creating simulated ‘scenarios’ of the types of cyber threats that may occur in a workplace 
environment. The user would be presented with a scenario, then given a list of options on 



what action they would take next. If the user selected a less secure option, it would generate 

a nudge which would show on the screen. The user would then have the option to continue 

with their choice, or to go back and choose again. Different styles of nudges would be used at 

random – some nudges would provide an effort-based incentive, for example ‘using a 
password manager will save you less work in the long run, which will outweigh the effort it 

takes to set it up in the short term’. Other nudges would offer a time-based incentive – 

‘Installing updates sooner rather than later could save you more time overall, as updates 

may help to optimise your software and programs and help them to run quicker’. Some 
nudges could also be a hybrid of the two. The aim of this survey would be to see which 

nudges were most effective, if at all, in making the participant go back and change their 

answer. 

Concerns around this method were that respondents would treat this like a test rather than 

choosing the answer that they were more likely to go for if the scenario were real. In turn, 

they would be looking to choose the ‘correct’ answer, as they felt they were being monitored. 

There is also the added fact that they are under conditions of an experiment or test, so they 

are very aware of the actions they are taking. There were also concerns around the time and 

effort it would take for respondents to take the survey. It is likely that a survey like this 

could take upwards of 15 minutes and may become confusing or frustrating enough to cause 

the user to quit halfway through, resulting in their responses not being recorded. As we are 

asking respondents to take part of their own accord and in their own time, with no 

compensation offered for taking part, a simpler, streamlined approach is necessary. It is also 

crucial that the data from the survey is easy to process and understand.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



4.2 Survey Design 
 

For the final design of the survey, a simple multiple-choice model was decided upon, for 

speed and ease of use for the participant. Google Forms (Google, 2022) was used to create 

and host the survey. There were some options that allowed the user to type their response in 

text where necessary. The survey takes less than 10 minutes to complete.  

The survey consisted of five stages, as detailed further below.  

 

4.2.1 Socioeconomic Background Questions  

 

In this stage, facts around the participants were gathered such as age range, education level, 

current occupation, and questions about their current level of internet access.  Facts about 

their social background such as parents' education level, and whether they had access to the 

internet during their childhood were also gathered. The rationale for acquiring this 

information was to see whether there is any correlation between the participants upbringing 

and socioeconomic background, and their responses to the upcoming scenario questions. 

 

4.2.2 Password Questions 

In this section, the participant is presented with some multiple-choice questions around 

password management. The questions asked what type of passwords they generally use 

when setting up their accounts and were given options such as ‘the same one used for all 

your other accounts’ or ‘a really long and complicated password. There was also an option for 
‘other’, where the user could type in their answer if none of the available options were 
suitable. Participants were prompted at every stage to be as honest as possible, to hopefully 

deter them from choosing the answer they feel is most ‘correct’. In another attempt to sway 
this, a follow up question was asked where the user was given the chance to choose what 

they feel is the type of password which is the most secure. The participant was then asked 

how they would store and manage their passwords, with multiple choice options such as ‘by 
memory’ or ‘using a password manager’, with the opportunity to choose as many options as 
they wish. As a follow up question, again to encourage honesty from participants, the user is 

then asked what they feel is the best approach to password management, regardless of the 

previous question. As a final question to this part of the survey, there is an opportunity for 

the participant to write any comments they feel are relevant to the questions in an optional 

text box field. 

 

 

 



4.2.3 System Updates 

 

The questions in this section are asked a little differently to the previous stage, as there are 

no repeated questions. These questions surround software updates and ask the respondent 

whether or not they have ever skipped an update. To further encourage honestly, the 

question allows multiple options to be selected, and includes types of devices such as 

PC/Laptop, Smartphone etc. The respondent is then asked their feelings as to why so many 

decide to forego installing important updates, and what they believe will happen as a result 

of installing updates. They are again provided with a range of responses to choose from. As a 

final question to conclude this section, the participant is provided with a hypothetical 

ultimatum – ‘While delaying an update may save the user time in the short term, they may 
end up spending more time/effort dealing with the consequences in the long run. If you were 

given the choice upfront, do you think you would prefer to be inconvenienced in the 

immediate term but for a shorter period of time, or inconvenienced in the future but for a 

longer period of time?’. The participant may answer either yes, no, or unsure, but there is 

also the option to select ‘other’. The purpose of this question is to attempt to identify whether 
nudges based around time and effort would likely have any effectiveness in a real-life 

situation, by gauging the respondents' feelings. 

 

4.2.4 Phishing 

The first part of this section contains an image of an email, and the participant is asked to 

write in their own words what their initial reaction is, and how they would respond to the 

email. No further information or questions are presented until this section has been 

completed, and it is not revealed that this email is likely a spoofed phishing email. The 

purpose of this is to identify whether the respondent is likely to be able to identify when 

something does not feel quite right when receiving an email like this. Once the respondent 

has written an answer, they can progress to the next stage where it is revealed that the 

email was not genuine. They are then asked two multiple choice questions – what they 

would do after receiving a phishing email, and what they feel prevents themselves and 

others from taking these actions. Both of these questions have multiple options, and they 

also have the option of ‘other’ where they can include some extra information. Again, the 
purpose of this is to see whether their answer has changed at all since the initial question of 

this round, and whether being given a subconscious ‘nudge’ has affected their judgement and 
response. 

 

4.2.5 Final Thoughts 

 

An optional text box appears which gives the opportunity for the user to record any final 

comments or thoughts around the survey or scenario. Any information captured here may be 

useful and helpful towards the conclusion of this study.  



4.3 Ethical Considerations 
 

Because the survey will rely on human respondents and gather their data, the Cardiff 

University COMSC Ethics policy (Cardiff University COMSC, 2022) needed to be adhered 

to. This ensures that the participants and their data are safe, and that the research is 

conducted in a fair, straightforward, and honest manner. Before being able to begin 

gathering survey responses, an application for ethical approval had to be completed and 

approved by the school's ethics committee. Research Integrity Training (Cardiff University, 

2022) was also completed, and each module was passed, with proof given in the application. 

As part of the application, several factors were discussed and addressed. 

There must be a legitimate rationale for collecting all parts of survey data. The reason for 

gathering socioeconomic data was to examine if there was a link between background, age, 

education level, and demonstrated cyber security behaviours. Any acquired data must also 

be anonymised, and any direct quotes included in the report must be altered or deleted to 

eliminate any potentially identifying information. 

It was agreed that respondents under the age of 18 would be excluded from taking part in 

the study. This would have complicated matters further due to safeguarding concerns and 

the necessity of parental/guardian agreement, and responses from this demographic was not 

a key requirement for the purpose of the survey. In order to communicate this to 

participants, the first question of the survey was “Are you over 18 years old?”. If the 
respondent selected “No”, they would be given the message “Unfortunately, you must be over 

18 to participate. Thank you for your time.”. Selecting “Yes” progresses onto the next part of 

the survey. 

Participants were then required to provide informed consent by reading the Information 

Form (Appendix B) and ticking the option “I have read and understood the above Participant 

Information Form.”. They are then directed to the Consent Form (Appendix A), and select 

the option “By checking this box, I am confirming that I have read and agreed to all points 

detailed in the above consent form.”. This was on the opening page of the questionnaire, and 

users were greeted by it before being able to proceed to the survey questions. This phase also 

captures the participants' email addresses, which they may use to get an electronic copy of 

their survey replies at the conclusion if they desire. Obtaining the email address also 

ensures that the data of the responders may be easily recovered if they request that it be 

destroyed. 

The goal was to receive 50 answers. The poll would be promoted on social media "stories," 

group chats like WhatsApp or Discord, or email distribution lists in order to acquire these. 

Participants could not be approached directly since it may be perceived as aggressive. It was 

also made plain that there would be no compensation for participating in the study, and the 

estimated amount of time it would take to complete was communicated. Individually 

targeting certain categories of people would be against ethical guidelines since it might 

affect data integrity. An example of the wording used to advertise the survey detailed below: 



“Hello everyone. I'm looking for people to take part in my survey about cyber security 

behaviours. My project's goal is to shed some insight on the reasons why we choose not to 

adopt cyber secure behaviours online, and to investigate whether there is a way to 

incentivise us to make better choices and habits. The survey is open to anybody over the age 

of 18, and I urge replies from people of all ages and backgrounds - regardless of how 'cyber 

aware' you feel you are! The survey is mainly multiple choice with some optional text box 

questions. It should only take a few minutes to complete and works on mobile browser for 

your convenience. There is no reward or payment offered for completing the survey. If you 

have any questions or comments, please contact me at pearsonEM@cardiff.ac.uk. Thank you 

very much!” 

Finally, any data collected needed to be kept safe, and not shared with anyone unless it was 

necessary. In this case, this included the project supervisors. The data gathered from the 

completed Information and Consent forms also needed to be securely stored in line with 

ethics policy guidelines. The data from the survey was shared with the project supervisors 

by granting access via the options on Google Forms. The data was analysed by importing the 

.csv file into Microsoft Excel, which was saved as a password-protected file, and never 

shared or moved to any other devices.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



5 Results 
 

The purpose of this section is to explore the responses to the survey and identify underlying 

trends and correlations within the data. The purpose of gathering this data was to try and 

determine the respondent’s current cyber security behaviours and knowledge levels, and the 

reasons behind why respondents may or may not choose to follow best practices. The survey 

consisted of a mixture of quantitative and qualitative questions. The responses for each 

section will be fully discussed and analysed.   

 

 

5.1 Socioeconomic Questions 
 

 

5.1.1 Age, Employment and Education 

 

The survey concluded with 87 responses. The majority of the respondents were aged 25-39, 

and the fewest responses were received from 55–69-year-olds. Nobody 70 or older 

participated in the survey, and under 18s were excluded from taking part due to ethical 

considerations.   

More than half of the respondents were in full-time employment, followed by full-time 

students. The minority of respondents were self-employed, or homemakers (Table 1). 

 

Age Range 
Employed 
full-time 

Full 
time 

student 
Employed 
part-time 

Self 
employed 

Self-
employed 

and 
employed  Homemaker 

Grand 
Total 

18 - 24 9 8 1    18 

25 - 39 38 6 6 2 1 1 54 

40 - 54 6  2 1   9 

55 - 69 2  1 3   6 

Grand Total 55 14 10 6 1 1 87 
Table 1 - Age, Employment and Educational Statistic 

 

 

 

 



 

 

Almost half of the respondents were educated up to bachelor’s level or equivalent, and a 

quarter up to Postgraduate. Only one respondent had no educational background (Figure 1). 

 

 

Figure 1 - Education level of respondents 

 

 

Respondents were given the optional chance to provide details about their employment or 

study. 16 of the 63 people who chose to respond to this section have an employment 

background in either IT, Software or Cybersecurity. There were also 3 individuals studying 

a technical subject (Table 2). 
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Accountancy, Banking and 

Finance 

Accountant 1 

Finance 3 

Management 2 

Arts and Design 
Artist 1 

Fashion 1 

Charity 
Clerical 3 

Managerial 1 

Consulting and Management 

Consultant 1 

Project 

Manager 1 

Education 

Teaching 2 

Support 1 

Other 3 

Health and Beauty 
Hair 1 

Beauty 1 

Information Technology 

Cyber 4 

Software 8 

IT 4 

Office Work 
Admin 5 

Managerial 2 

Other   5 

Property and Construction 
Manual 1 

Clerical 1 

Public Services 

Emergency 1 

Social 2 

Civil 1 

Health 2 

Student 

Cyber 2 

Economics 1 

Software 1 

Other 2 

Unspecified   23 

Total   87 
Table 2 - Employment Backgrounds 

 

 

 

 

 

 

 



The responses surrounding the parent’s level of education were varied. While the majority 
had at least one parent educated up to Bachelor’s level, the second highest trend was High 

School education, followed by Sixth Form, and Postgraduate respectively. This differs from 

the responses relating to the participants own level of education, where Postgraduate was 

the second most common response. Four respondents had at least one parent who had 

completed a Doctorate, while four separate respondents had both parents without any 

educational background. Finally, three respondents chose not to disclose this information, or 

were unsure (Figure 2).  

 

 

Figure 2 - Parental Education Level 

 

 

To better comprehend the participants' technological backgrounds, they were divided into 

two groups: "digital natives" (DN) and "digital immigrants" (DI). A digital native is someone 

who was born into the technological age and is thought to be inherently technologically 

skilled, whereas a digital immigrant is someone who had to learn how to use technology at a 

later point in their life and is assumed to find some difficulty in using and understanding 

technology (Wang, et al., 2013).  

In the context of this survey, digital natives are those aged up to 39, who had regular access 

to the internet up until the age of 18. Anyone falling outside of this category would be 

classed as a digital immigrant. 72 of the respondents were 39 or younger, and only 6 of these 

had no access during their childhood and teenage years. This could be because technology 

usage increased and became more generally available and affordable after the dawn of the 

new millennium, thus anyone beyond the age of 30 may have missed out. The lack of access 

could also have been due to financial constraints. Therefore, the respondents of this survey 

consisted of 66 digital natives, and 21 digital immigrants.  

 



5.1.2 Internet Access 

 

All 87 respondents have regular access to the internet, with the majority having access at 

home. All respondents owned at least one device which enabled them to access the internet, 

with a great majority owning both a PC/ Laptop as well as a smartphone (Figure 3).  

 

 

Figure 3 - Owned Devices 

 

 

Just over half of the respondents had regular access to the internet both at home and at 

school from a young age. 15 did not have access as the internet was not widely used or 

available at the time, which correlates with the age range they have provided. Of the 7 

respondents who selected that they had no access to the internet, 5 of these are between the 

age range of 40-69. This suggests that these responses may have been chosen in error or 

misunderstood, and that the reason these respondents had no internet access was in fact due 

to the internet not yet being widely available in households or schools. The remaining two 

respondents who selected this option are between the ages of 25-39 and may not have had 

internet access due to other factors.  

 

 

 

 

 



5.1.3 Scam and Cybersecurity Behaviour Questions 
 

Nineteen respondents revealed that they had previously been a victim of a scam in the past, 

with fourteen respondents opting to share further details of these scams. Eight of these 

scams involved the users account being compromised. Three resulted in monetary loss, and 

another three resulted in data loss. The cause of two of these scams are believed to have 

happened as a result of a data breach, and one was due to a virus. Finally, two respondents 

have experienced a cyber-attack of a personal nature, involving cyber stalking and 

harassment. One of these respondents shared the following details of the event: 

 

‘When I was younger, I had my account details compromised by an ex-partner. He managed 

to access my account by using my security questions and my email login. He changed my 

password and gave the account details out to a load of people online, and they posted a load 

of horrid stuff and contacted my family. The police were involved, and my ex was given a 

police warning in relation to the Computer Misuse Act.’ 

 

When asked about the precautions they take to protect themselves online, 56 of respondents 

stated that they take some precautions, while 19 claimed to be very secure online. One 

respondent felt no need to do so, while another felt that they did not use the internet enough 

to be concerned. One respondent admitted that they should do more. 9 respondents were 

unsure how to answer (Figure 4).  

 

 

Figure 4 - Respondents attitude towards safety online 

 

79% of the respondents who shared that they had been a victim of a cyber-attack stated that 

they felt they were secure online, with a third of these respondents claiming to be very 

secure online. Whether or not this is as a consequence of previously experiencing a cyber 

attack remains to be seen.  



5.2 Scenario Questions 
 

5.2.1 Creating Passwords 

 

Participants were asked what style of password they would likely choose when setting up a 

new account. The most popular choice was a variation of a password that they use 

elsewhere, followed by using the same password that is used for all other accounts, and 

something completely unique taking third place. 3 respondents would choose a long and 

complicated password, while 2 would opt for a simple password that is easy to remember. 

The remaining respondents opted to write their own answers here, with 4 respondents 

saying they use the auto generated options from their password managers (Figure 5).  

 

 

Figure 5 - Chosen password creation option 

 

When asked what kind of password they would use to register for a new account, 53% said 

they would probably use a variation of a password they currently use elsewhere. Despite 

this, when asked what kind of password they thought was the most secure, regardless of the 

type they chose in the preceding question, 59% of respondents said a completely unique 

password is the preferable choice. Using a long and complicated password was the second 

most popular choice, followed by using a variation of an existing password (Figure 6).  



 

Figure 6 - Perceived securest option of password creation 

 
When examining this further, 14% of DIs believed that using a variation of their existing 

password was the most secure choice. 66% opted for a unique password, while the remaining 

20% would suggest that a long and complicated password is the more secure approach. Of 

the DNs, 56% would choose a completely unique password, 30% chose a long and 

complicated password, 11% suggested a variation of their own password, while the 

remaining 3% made other suggestions.  

 

5.2.2 Storing Passwords 

 

Participants were asked how they keep track of the passwords they have and were permitted 

to select as many options as they needed. The most popular choice was memorising the 

passwords, and password managers and autofill came in at joint second place. The least 

popular choices were to write them down, and one person stated that they used a secured 

spreadsheet to note down their passwords. 

When asked to share their opinion on which method of password storing is the most secure, 

there was not a large overall majority for any method, and choices were split roughly three 

ways between using password managers, memorising, and the view that there is no truly 

secure option.  

Of the DNs, 38% felt there is no truly secure option, 30% think memorising is best, 24% 

suggest a password manager, 6% would write them down while 2% were unsure.  

Between the DIs, there was an equal 3 way split of 29% between memorising, using a 

password manager, or the feeling that there is not a secure option. 10% think writing down 

is most secure, while 3% are unsure which option is most secure (Figure 7).  



 

Figure 7 - Perceived securest option of password storage 

   

 

Participants were given the opportunity to share in their own words what they felt 

prevented themselves or others from utilising secure password creation and management. 

When collating this data, the given sentiments were organised into categories (Figure 8). 

 

Figure 8 - Perceived barriers to secure password behaviours 

0

5

10

15

20

25
Time/ Convenience

Effort/Complexity

Ability/ Confidence/
Knowledge

CostTrust

Need

Difficulty memorising

Perceived barriers preventing secure password 
behaviours



In order to better visualise the data, a WordCloud Generator (MonkeyLearn, 2022) was used 

to display the most frequently used words and phrases from the responses (Figure 9).  

 

 

Figure 9 – Word cloud data displaying most frequent words used in responses. 

 

The most common issue expressed by participants was the time and effort required to set up 

what they considered secure password management, such as utilising unique passwords or 

password managers. The phrases 'lazy' or 'laziness' featured in around one-sixth of the 

written comments, and several respondents felt that users would not see the benefit or need 

in investing time and effort to set up a password manager, as indicated in the following 

comment from one participant:  

 

‘Convenience taking precedence over security, i.e., not perceiving the risk as worth taking 

the time to remember new passwords, download password manager etc.’ 

 

The disparities indicated between participants choosing their own passwords and 

determining the most secure way of password creation show that the difficulties faced by 

these individuals are most likely not connected to knowledge and understanding, but rather 

to the time and effort required to follow these specific cyber secure practices. 

 

 

 

 

 

 

 

 



5.2.3 System Updates 
 

The goal of this component of the survey was to determine respondents' attitudes toward 

installing software updates, as well as their understanding of how these updates influence 

their systems and the implications of not updating them. One-quarter of those polled 

claimed to have never missed an update. The most popular response among the remaining 

respondents was having skipped updates on home PCs/laptops and smartphones. Over a 

third of those polled admitted to skipping updates on their work computer (Figure 10). 

 

 

Figure 10 - Skipped Updates 

 

Regarding the reasons for skipping these updates, 7 out of 10 users felt that they would 

interfere with a task that the user was attempting to do at the time. 62% thought the 

updates took too long to finish, and slightly more than a third were concerned that it would 

cause substantial changes to the device or system. 18% did not believe software updates 

were important. 

To gain a better grasp of the participants' overall cyber awareness, they were asked what 

they felt the potential consequences of missing key updates would be. While 65% 

acknowledged that it could lead to security vulnerabilities and 48% said it could lead to 

parts of the system failing to function until updated, the main concern which was selected by 

77% of participants was that the system would bombard the user with reminders and 

prompts to start the update until it was completed. One in every seven people believed that 

skipping an update would have no major consequences; however, many of the respondents 

who chose this option also selected a number of other options, implying that the respondent 

meant that no major incidents would occur from skipping the update in the short term, but 

they would intend to complete the update at a later time. 



Finally, participants were asked how they felt about a hypothetical situation: would they 

rather be inconvenienced temporarily by completing a software update, or expend less time 

and effort now but be inconvenienced in the long term by not having to install software 

updates and having to deal with potential consequences such as slower/obsolete systems, 

security vulnerabilities, and constant reminders to update? An overwhelming 84% of 

respondents said they would rather be inconvenienced in the short term and benefit long 

term. 7% disagreed, stating that they would rather avoid upgrades and cope with the 

consequences, while 6% were unsure. The remaining respondents said that more 

information about the situation was needed before they could decide. 

 

 

5.2.4 Phishing 

 

In the final section of the survey, participants were presented with an image of an email 

from one of their colleagues, Bob (Figure 11). They were asked how they would initially react 

to this email. At this point, no further hints or cues were provided, and no multiple-choice 

options were provided in an attempt to elicit a genuine response. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 11 - Spoofed phishing email 



 

As this data is in written text, the most frequently used words have been displayed below in 

an attempt to quantify (Figure 12). 

 

 

Figure 12 - WordCloud generated from survey responses.  

 

On closer analysis of the answers, only two respondents felt the email was genuine and that 

they would action the request and send the money. One of these respondents’ main concerns 
was to ensure the bank details were correct, and another said they would send the money 

immediately before calling Bob to confirm that the transfer had gone through. The 

remaining respondents confirmed they would take some other action first – 30 said they 

would want to speak with Bob directly to confirm if the email was genuine.  

As the data from the previous question is difficult to quantify, respondents are asked via 

multiple choice to confirm how they would actively respond to a phishing email. 87% said 

that informing the relevant team that they had received this email would be the most 

beneficial approach. 66% would delete the email, while 43% would report it to appropriate 

authorities such as ActionFraud. Only two respondents believed that any action they took 

would have no overall impact, while 4 stated that they were unsure. 

To complete this part and identify potential barriers, respondents were asked what stops 

them from carrying out the previously indicated actions. Despite only two participants 

expressing this sentiment in the previous question, 54% believed that their efforts would 

make no effect. And, despite only four persons professing to be unclear in the previous 

question, just under half of respondents chose that not knowing the right course of action to 

take would prohibit them or others from acting. This could be due to respondents having 

good intentions and being aware of what action they should take, but still believing it will 

make no difference. Since this question asks why others may not take the same step, it could 

also be alluding to other people's apathy or uncertainty toward reporting fraud. 

Despite the fact that the vast majority of respondents were suspicious of this email, this may 

not be indicative of how these same people would react to a phishing email in real life. The 

reasons for this observation include the fact that the participants were under ‘test 
conditions’ of completing a cyber-security-based survey, and as a result were on the lookout 

for cyber threats. Some respondents also took a more literal approach to the email by basing 



it on their real-life work situation, and remarking that someone in their position would be 

unlikely to receive an email like this, such as the following response: 

‘Phishing, I'm just a software engineer not an accountant’ 

From the research conducted in the literature review, it was found that participants were 

more likely to fall for phishing emails that contained relevant and compelling content 

(Siadati, et al., 2017). Therefore, it is unknown whether respondents such as this one would 

be tricked by a phishing email that was more specifically targeted at them and contained 

information relevant to their personal situation, such as a phishing email appearing to come 

from their bank.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



5.3 Final Comments 
 

Participants were invited to offer any final views they had about any aspect of the survey at 

the end. This stage was optional, and while it was not necessary for the data collection, some 

insightful remarks were offered. 

One participant expressed the following: 

‘I think that for a lot of people, not being secure enough online is down to the belief that ‘it 
won’t happen to me’ and not understanding the devastating impact of identity theft or 
phishing emails to a company.’ 

Another respondent made a comment that echoed a similar sentiment: 

‘Some of these lessons are unfortunately learned the hard way no matter how much briefing/ 
training is given. My employer’s ITSEC team occasionally sends out “fake” phishing emails 
to try to catch out unwary employees’. 

The issues raised by these two comments are that many people may be in denial that 

anything will happen to them until it is too late. While 19 respondents claimed to having 

been a victim of a scam in the past, the majority of these respondents continued to engage in 

insecure behaviours such as using the same or similar password across several accounts, 

skipping updates, and failing to report or act on phishing emails. While one may argue that 

this is a knowledge issue, the responses indicate otherwise. Ten of the prior scam victims use 

a variation of the same password, three use the same password, and six use secure 

passwords. When asked what the most secure choice is, 13 suggest a unique password, 5 

suggest a long and complicated password, while 1 felt that a variation of the same password 

was best. In spite of their knowledge and previous bad experiences, these individuals 

continue to follow bad practices. Despite all of this, these respondents believed that they 

took adequate precautions to keep themselves secure online.  

Is this evidence that denial exists independent of experience? Is it the assumption that 

nothing bad will happen, regardless of whether it has happened before? Is it denial that bad 

practices are being followed, leading to a false sense of security? Or is it indifference and 

laziness toward adopting secure behaviours rather than denial? 

 

 

 

 

 

 



6 Evaluation and Discussion of Survey 
 

The survey's goal response was 50 respondents, but 87 responses were obtained, resulting in 
a response rate of 174%. This was unanticipated since the survey took more than a few 
minutes to complete, which may have put off participants. Time restrictions were also a 
concern, since there was only around one week to collect these replies, which decreased 
expectations. 

At least 16 of the participants had a technical background, either through employment or 
education. It's possible that this influenced the survey's overall results, as these respondents 
are likely to have more in-depth understanding of cyber security due to their professions.  

With technology being so widely used and relied upon, many of the other respondents 
working in non-technical roles may also be kept up to date with the latest common scams 
and threats. As the risk of cyber-attacks increases, companies of all types are beginning to 
make an effort to educate and equip their staff with preventative skills and knowledge.  

Aside from individuals with technical backgrounds, the vast majority of respondents were 
digital natives who grew up with internet access. Being digitally literate may assist an 
individual to have better cyber security behaviours and awareness since they are naturally 
more confident with technology. However, the user's confidence and effortless ability to 
operate technology may lead to overconfidence and a false sense of security. Is it 
advantageous to be a digital immigrant if it causes the user to doubt and distrust the 
technologies they use? When grouping the data and comparing the responses of DIs vs DNs, 
the ratio split of answers were very similar across both groups. There was no clear majority 
or indications that one group was more cyber aware than the other. 14 of the 21 DIs shared 
that they worked in roles that would be reliant on some form technology, such as office work. 
As DIs only made up around one third of the responses, surveying more people from 
different backgrounds would offer more insight into the general public’s cyber knowledge 
and behaviours, especially those in roles that are not reliant on technology, and those who 
have retired. 
 
Life experience may also play a role in an individual’s cybersecurity awareness – even 
having a bank account could influence this, with many high street banks running awareness 
campaigns in an effort to educate their customers. Owning assets or having funds that one 
wishes to keep secure is also a motivator for increasing cyber awareness. In future research, 
surveying those under 18 may provide additional insight and findings around cyber secure 
behaviours. Due to ethical considerations and time constraints, it was not possible to do so in 
this study.  
 
No direct correlation was found between education level and cyber awareness. The answers 
from respondents who had an educational background of high school equivalent or lower 
showed the same variety as those with a higher education level. Only one out of this group of 
respondents had been a victim of a scam. Does this demonstrate that cyber security is 
something that is accessible and learnable by all? Or is it down to the fact that cyber 
awareness is unavoidable?  
 
 

 

 

 



7 Future Work 
 

In order to further explore the results of this study, more participants from a variety of 

backgrounds could be surveyed. This would include those who work in roles that are not 

reliant on technology, individuals over the age of 70 and under 18, and a higher level of 

digital immigrants. Diversifying the pool of respondents and comparing the results may 

reveal different patterns and correlations to be explored.  

In this study, the responses from those who had been victims of scams were conflicting. 
Surveying more individuals who had previously experienced a scam would be beneficial, as 
well as asking for more information around whether the experience had led them to 
changing their behaviour in the long term. This could help to determine whether or not a 
bad experience could be used to help develop nudges around scams and cyber-attacks. 
 
Although most people chose that they’d rather be inconvenienced short term, only one 
question touched on this point, making it hard to determine how accurate this is and 
whether or not it would apply in real life. The survey needed to be kept short as it was being 
completed on a voluntary basis, and it was crucial to keep respondents engaged to ensure 
completion of the survey. A longer survey may have led to dropouts due to boredom or 
frustration. Future research could involve obtaining some funding that could be used to pay 
or reward participants in exchange for spending more time completing the survey or conduct 
research through other means such as live simulations or interviews.  

Despite the high rate of uptake, the sample size is still small and unvaried. More research is 
required to see whether nudges could be utilised as an incentive to change behaviour. In 
addition to surveying or interviewing a larger number of people, nudge trials might be a 
useful strategy. These might be performed in a test environment; however, respondents' 
behaviour in a test setting is likely to differ. Future study might include long-term 
experiments in which participants are monitored to evaluate if nudges influence their 
behaviour when utilising their own devices to do daily tasks. 

 

 

 

 

 

 

 

 

 

 

 



8 Conclusion 
 

This project's investigation is complete, and the initial problem statement may now be 

revisited and reflected on. What does this study show regarding the use of incentives to 

impact cyber security behaviour? This study, along with other previous studies on nudges 

and incentives, has just scratched the surface of solving the problem.  

Because incentives in cybersecurity are a relatively new concept, there were few existing 

resources and experiments to investigate. Experiments with time and effort-based nudges 

have yet to be investigated in cyber psychology. Many of the research including nudges 

focused on leveraging consumers' fears of the accompanying risks, and the outcomes were 

mixed. The findings of this study also indicated that fear only motivates certain people, 

while others are motivated by other factors. Based on the survey, even individuals who had 

direct experience with the repercussions of cyber-attacks failed to exercise sufficient care 

online.  

Some novel findings were uncovered as a result of this study, which could pave the way for 

future research. The survey's most clear finding was that the majority of respondents are 

aware of cybersecurity best practises and the dangers associated with failing to implement 

them. The most significant reason for not doing so was the time and effort involved, in 

addition to the belief that a cyber-attack would never happen to them. Regardless of past 

knowledge or experience, many people continue to practise unsecure behaviours because it is 

the simplest option at the time. To overcome the first barrier of not wanting to spend the 

time or effort completing an action, an incentive is required. Would a gentle nudge in the 

right direction suffice to help create new habits? Participants answered that they would 

rather save time and effort in the long run even if it meant doing more work in the short 

term. What would individuals do if they could be prompted of the time and effort 

implications of their decisions before making them? 

If time and effort are the most significant barriers, technological advancements may be able 

to help. Adopting cyber safe behaviours is becoming easier, and it frequently happens 

automatically as a result of built-in password managers or keychains, biometrics, multi-

factor authentication, and spam detection. Will technology handle our cyber security on our 

behalf, or will the user always bear responsibility? If the latter assertion is always true, 

additional research is needed to determine the best strategy of persuading people to be cyber 

secure. 

 

 

 

 

 

 



9 Reflection 
 

While I have no background in psychology, the human aspect of cybersecurity has piqued my 

interest since I began my studies. I also worked at a high-street bank for nearly 7 years, 

where I spent the majority of my time talking with customers face to face. A large part of my 

job was to keep these customers safe by looking for indicators of common scams including 

intimidation, romance, and investment scams. I soon realised that, despite the bank's 

numerous warnings, campaigns, and safeguards, customers continuously opted to disregard 

them, resulting in financial or data loss. My purpose for choosing this topic was to try to 

understand the causes underlying these behaviours and what might be done to overcome 

them. 

Although it was apparent that my approach would require human input, the decision to 

develop a survey was not reached until several weeks into the project. Obtaining ethical 

approval took significantly longer than expected, which delayed the project. Fortunately, 

with the aid of my family and friends, I was able to obtain the majority of my survey replies 

in one weekend, which helped to get things back on track. 

Another challenge was analysing the survey data, which was foreign territory for me. The 

inbuilt pie and bar charts in Google Forms made a lot of the data self-explanatory and easy 

to read and comprehend, but the cross-referencing and patterns were detected by manually 

reviewing and analysing the data rather than using any specialised tools. Despite the initial 

setback, I believe this went well and that no significant insights were missed. 

This project has sparked my curiosity in cyber psychology, which I hope to pursue more in 

the future. I am really interested in future research and advancements in this sector since it 

has triggered a chain reaction of questions and hypotheses about human behaviour and how 

it is impacted. 

If I could repeat this project, I would spend more time planning my strategy and 

methodology from the start and give more time to complete the ethical approval procedure. 

This would have allowed for more responses and, as a result, more diverse data to 

investigate. I would also change some of the survey questions to emphasise nudges and 

delayed incentives in order to acquire a better insight of people's thought processes. 

Overall, I am pleased with the outcome of the project, and I am glad I chose to research this 

topic.  
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Appendix 

 

A Consent Form 
 

I confirm that I have understood the information sheet dated 11/08/2022 version 2 for the 

above research project and that I have had the opportunity to ask questions and that these 

have been answered satisfactorily. 

 

I understand that my participation is voluntary, and I am free to withdraw at any time 

without giving a reason and without any adverse consequences (e.g. to medical care or legal 

rights, if relevant). I understand that if I withdraw, information about me that has already 

been obtained may be kept by Cardiff University. 

 

I understand that data collected during the research project may be looked at by individuals 

from Cardiff University or from regulatory authorities, where it is relevant to my taking 

part in the research project. I give permission for these individuals to have access to my 

data. 

 

I consent to the processing of my personal information (age group, employment status, 

education level, socioeconomic background) for the purposes explained to me. I understand 

that such information will be held in accordance with all applicable data protection 

legislation and in strict confidence, unless disclosure is required by law or professional 

obligation. 

 

I understand who will have access to the personal information provided, how the data will be 

stored and what will happen to the data at the end of the research project. 

 

I understand that after the research project, anonymised data may be made publicly 

available via a data repository and may be used for purposes not related to this research 

project. I understand that it will not be possible to identify me from this data that is seen 

and used by other researchers, for ethically approved research projects, on the 

understanding that confidentiality will be maintained. 

 



I understand that anonymised excerpts and/or verbatim quotes from my survey response 

may be used as part of the research publication. 

 

I understand how the findings and results of the research project will be written up and 

published. 

 

I agree to take part in this research project. 

 

By checking this box, I am confirming that I have read and agreed to all points detailed in 

the above consent form. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

B Information Form 
 

 

 

PARTICIPANT INFORMATION SHEET 

 

 

Research Project Title: 

‘How can incentives be used to change cybersecurity behaviours?’ 
 

You are being invited to take part in a research project.  Before you decide whether or not to 

take part, it is important for you to understand why the research is being undertaken and what 

it will involve.  Please take time to read the following information carefully and discuss it with 

others, if you wish.   

 
Thank you for reading this. 

 

1. What is the purpose of this research project? 

The purpose of this student project is to help understand what factors could influence 

someone’s cyber security behaviours and decisions. With cyber-attacks against individuals and 

businesses on the rise, there is a necessity for everyone to do their part to keep themselves and 

their data safe online. Despite this, many are not taking the required precautions, and are still 

using weak passwords, insecure wi-fi networks etc. This research aims to identify whether this 

is due to a lack of knowledge, or a lack of incentive. 

 

2. Why have I been invited to take part? 

You have been invited because this survey is open to everyone over the age of 18 who uses the 

internet on a regular basis, whether it is for work, school, or personal use. We welcome people 

from all backgrounds to take part. 

 

3. Do I have to take part? 

No, your participation in this research project is entirely voluntary and it is up to you to decide 

whether or not to take part. If you decide to take part, we will discuss the research project with 

you and ask you to sign a consent form. If you decide not to take part, you do not have to 

explain your reasons and it will not affect your legal rights. If you are Cardiff University 

student, please rest assured that involvement in this research project will have no effect on your 

education or progression through a degree course.  If you are receiving care, your decision to 

take part or not to take part will not affect the care you receive. 

 

You are free to withdraw your consent to participate in the research project at any time, without 

giving a reason, even after signing the consent form.  

 

4. What will taking part involve? 

You will take one survey, which will take no more than 15 minutes to complete. The survey 

will be multiple choice, and there will occasionally be a box to add optional extra comments if 



you wish to do so. The survey will ask for some personal, non-identifiable information such as 

which age group you fit into, employment status, education level and socioeconomic 

background, however you will have to option to refuse to answer this if you wish. The main 

part of the survey will consist of some hypothetical scenario questions, where you will choose 

an answer based on the action you are most likely to take if you were in that scenario.  

 

5. Will I be paid for taking part? 

No. You should understand that any data you give will be as a gift and you will not benefit 

financially in the future should this research project lead to the development of a new 

method/test/assessment. 

 

6. What are the possible benefits of taking part? 

There will be no direct advantages or benefits to you from taking part, but your contribution 

will help us understand the psychology behind why individuals choose to/ not to take 

precautions to protect themselves online. 

 

7. What are the possible risks of taking part? 
There have been no identified risks of participating in this survey. The survey will not be 

timed, and participants are welcome to take as many comfort breaks as they wish while 

completing the survey. 

 

8. Will my taking part in this research project be kept confidential? 

All information collected from (or about) you during the research project will be kept 

confidential and any personal information you provide will be managed in accordance with 

data protection legislation. Please see ‘What will happen to my Personal Data?’ (below) for 
further information.   

 

9. What will happen to my Personal Data?  

The personal data that will be collected will consist of two parts: The first is the completed 

consent forms, which will contain your name and signature. In order for you to participate in 

the survey, this information must be collected. The second will be the survey responses, which 

will ask for your age group, employment status, education level, and socioeconomic 

background, however you will be given the option to refuse this information if you do not wish 

to share. The data collected from the consent forms will be collected separately from the survey 

responses, and therefore any survey responses will not be able to be linked to names given on 

the consent form.  

 

Cardiff University is the Data Controller and is committed to respecting and protecting your 

personal data in accordance with your expectations and Data Protection legislation. Further 

information about Data Protection, including:  

 

- your rights 

- the legal basis under which Cardiff University processes your personal data for research 

- Cardiff University’s Data Protection Policy  
- how to contact the Cardiff University Data Protection Officer 

- how to contact the Information Commissioner’s Office 

 

may be found at https://www.cardiff.ac.uk/public-information/policies-and-procedures/data-

protection 



 

After 29/09/2022, the research team will anonymise all the personal data it has collected from, 

or about, you in connection with this research project, with the exception of your consent form. 

Your consent form will be retained for 5 years and may be accessed by members of the research 

team and, where necessary, by members of the University’s governance and audit teams or by 
regulatory authorities.   Anonymised information will be kept for a minimum of 5 years but 

may be published in support of the research project and/or retained indefinitely, where it is 

likely to have continuing value for research purposes. 

 

All data from completed survey responses will be securely stored, and not be able to be viewed 

by anyone other than the researcher, and the project supervisor.  Please note that it will not be 

possible to withdraw any anonymised data that has already been published, or from the point 

at which it has been anonymised. 

 

10. What happens to the data at the end of the research project? 

 

Any collected data that may appear in the final research report and will be fully anonymised 

and unidentifiable. The data in its raw form will never be shared and will be safely stored on a 

password protected repository. Once the research has been completed, all survey responses will 

be safely destroyed. 

 

 

11. What will happen to the results of the research project? 

It is our intention to publish the results of this research project in academic journals and present 

findings at conferences.  Participants will not be identified in any report, publication, or 

presentation. There is no intention to use verbatim quotes from participants.   

 

12. What if there is a problem? 

 

If you wish to complain, or have grounds for concerns about any aspect of the manner in which 

you have been approached or treated during the course of this research, please contact – Esther 

Pearson pearsonEM@cardiff.ac.uk, or Eirini Anthi anthiES@cardiff.ac.uk. If your complaint 

is not managed to your satisfaction, please contact COMSC School Research Ethics Committee 

at comsc-ethics@cardiff.ac.uk . 

If you are harmed by taking part in this research project, there are no special compensation 

arrangements.  If you are harmed due to someone's negligence, you may have grounds for legal 

action, but you may have to pay for it.   

 

13. Who is organising and funding this research project? 

 

The research is organised by Esther Pearson and supervised by Dr Eirini Anthi in Cardiff 

University. This project will be co-supervised by our industry partner Anete Poriete from 

Cybersmart. The research is not funded.  

 

14. Who has reviewed this research project? 

This research project has been reviewed and given a favourable opinion by the School of 

Computer Science and Informatics School Research Ethics Committee, comsc-

ethics@cardiff.ac.uk . 

 

mailto:pearsonEM@cardiff.ac.uk
mailto:anthiES@cardiff.ac.uk
mailto:comsc-ethics@cardiff.ac.uk
mailto:comsc-ethics@cardiff.ac.uk
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15. Further information and contact details  

Should you have any questions relating to this research project, you may contact us during 

normal working hours:  

 

Esther Pearson  

pearsonEM@cardiff.ac.uk  

+44 (0)7753337654.   

Cardiff School of Computer Science and Informatics,  

Abacws Building,  

Senghennydd Rd,  

Cardiff  

CF24 4AX. 

 

Thank you for considering to take part in this research project. If you decide to 

participate, you will be given a copy of the Participant Information Sheet and a signed 

consent form to keep for your records. 
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