Website Documentation

The following document provides some general advice for using and managing the Pre-Placement
Website as of the end of the initial project (ending May 2020). Please note this document may not
remain applicable as changes are likely to have been made following this date to provide additional
functionality and integrate it with post-placement project developed alongside it.

Note that as of the end of the initial project, the website is hosted on Openstack using a Ubuntu
Server 18.04.4 instance, with an associated floating IP address of 10.72.98.152. This is liable to
change, so in the event that the following instructions do not work it is recommended that you
check Openstack to see if a different instance is being used.
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User Guide:

This document provides support for completing most common tasks using the Pre-Placement Portal
Website. For development information, see the technical documentation.

Adding Students to the Database
In order to add new students to the database you must be logged in as a Placement Team Member.

Navigate to the Update Student List Page.

Upload Student Records

Select Student Records CSV File:

Choose file |No file chosen

Upload Files

The file uploader will only accept correctly formatted CSV files. To check, open your CSV file in Excel.
Your spreadsheet should look like the following, with the details of all the student records being
added underneath.

List of Students on a Programme
Input:

Course Coc U%

Programme Year

Results:
Student Co Surname ForenamelForenamez Course Course Titl Acad Year Block Occl Moac Fee Status Reg Status Univ Email Home Ema Tutor(Hom Tutor(Assor

Upload the CSV file. The students will automatically be assigned a random temporary password and
emailed to let them know they have been added to the system.

Document/Profile Management

Uploading Documents

For Students
Navigate to the Document/Profile Management Page

Select the relevant document for each section on the left-hand side of the page. Note you can only
select a single document for all sections (except for Supporting documents), and you do not have to
upload all documents at once.

Select the checkbox to set permission for sharing your CV with companies looking for placements.
Click the button at below the sections to upload your files.

To confirm, return to the home page. Your updated files should be displayed.

For Non-Students
Navigate to the Student Manager Page.

Select the student whose data you wish to update from the drop down list.



Select Profile

1627232 - Samuel Meehan *

Samuel Meehan Pending Documents
issing Confirmation of Placement Documents: 4| Show/Hide

Missing Health And Safety Questionnaires: 4 | Show/Hide

s Status Letters; 4| Show/Hide

ment Authorisation Letters: 4| Show/Hide

SupportDecs

SupportDocs

SupportDocs

Update

Click the update button beneath the table that is displayed.

Select the relevant document for each section on the left-hand side of the page. Note you can only
select a single document for all sections (except for Supporting documents), and you do not have to
upload all documents at once.

Click the button at below the sections to upload your files.

To confirm, select the student from the list again and check the data displayed reflects the changes
you have made.

Changing Profile Data

For Students
Navigate to the Document/Profile Management Page

Edit the data on the right-hand form and click the button underneath.

To confirm, return to the home page. Your updated information should be displayed.

For Non-Students
Navigate to the Student Manager Page.

Select the student whose data you wish to update from the drop down list.
Click the update button beneath the table that is displayed.
Edit the data on the right-hand form and click the button underneath.

To confirm, select the student from the list again and check the data displayed reflects the changes
you have made.



Event Management
In order to create, edit or delete an event, you must be signed in as a member of the Placement
Team. In order to register interest in an event you must be signed in as a student.

Creating an Event
Navigate to the Event Management page and click the Create Event button at the bottom of the
table.

Enter your events details into the form provided and submit it. Keep in order for the event to be
valid it must be provided with a name and integer capacity. The start time must be in the future, and
the end time must be set to some time after the start time.

Create Event
Test Event
Event Description

40

Enter Start Time:

15/05/2021 12:00

Enter End Time:

15/05/2021 13:00

Create Event

Once you have submitted a valid event, you can then view it on the Event Management page on the
table.

Editing an Event
Navigate to the Event Management page and click the Update Event button at the bottom of the
table.

Select the event you wish to updated and modify the data in the form before submitting. The rules
for updating an event are the same as those for creating one.



Update Event

Test

Enter Description
50

26/05/2020 15:00
26/05/2020 17:00

Update Event

Once you have submitted a valid update, you can then view it on the Event Management page on
the table.

Deleting an Event
Navigate to the Event Management page.

Select the checkboxes of all events you want to delete from the system.

Start Time Capacity | Tickets Reserved | Link to Site
PublishTestd | 2020-05-16 - 02:00 | 2020-05-16 - 03:00 10 1 ink
¥ | Test 2020-05-26 - 14:00 | 2020-05-25 - 16:00 50 11 ink
TestEvent 2030-01-01 - 00:00 | 2030-01-01 - 01:00 50 1 Link

Delete Events

Click the Delete button beneath the table.

On page refresh the events should be deleted. Note that events cannot be deleted once a student
has requested a ticket for them.



Technical Documentation

Accessing Webserver Instance on Openstack

The website is currently hosted using a university project on Openstack. To login, access
cscloud.cf.ac.uk and enter:

Domain — cardiff.ac.uk
Username —¢c1627232

Password — Fpwgfhss6?

C @ csdoud.cfac.uk/auth/login/?next=/project/instances/

User Name

C1627232

Password

From here you can create new instances, change the floating IP address allocated to the site, edit
security groups and so on.

Further info can be found here: https://docs.cs.cf.ac.uk/notes/using-openstack/

Accessing Instance Using SSH/Putty
1. Open Putty
2. Enter the hostname — [user]@[floatingIP]. This will depend on the instance being used to
host the website. At time of writing this will be ubuntu@10.72.98.152.



https://docs.cs.cf.ac.uk/notes/using-openstack/
mailto:ubuntu@10.72.98.152

3. Open SSH->Auth and select the instances private key you have stored on your machine

& PUTTY Coenfig
Category:
i Features
- Window
- Appearance
Behaviour
- Translation
- Selection
- Colours
[=)- Connection

M-

Optiong controlling S5H authentication

Display pre-authentication banner (S5H-2 only)
[[] Bypass authentication entirely (S5H-2 anly)

Authentication methods

[] Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (SSH-1)
Atempt "keyboard-interactive™ auth (S5H-2)
Authentication parameters

[] Alow agent forwarding

[ Allow attempted changes of usemame in SSH-2
Private key file for authentication

X

| | I Browse...

@ Select private key file

1 » ThisPC » Windows Drive (C:) * Users » samue »

Organize v New folder

@ OneDrive

[ This PC
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[ Desktop
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‘am Windows Drive (
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4. Open the session and enter the password for the key used.

~

Name

B openstackKey.ppk
E openstackKeyPublic.ppk

.ssh



Accessing Website with WinSCP

1. Open WinSCP
2. Start a new Session, entering the instance’s hostname, username and password.

By Login — x

E‘f Mew Site Session

L c1527232@websits. cs.cf ac.uk File protocal:

[ ubuntu@10.72,98.152 |SFI'P
Host name: Port number:
|10.72.98.152 i 2|
User name: Password:
|ubunh.| | || |

Edit Advanced...

3. Note that WinSCP will attempt to show you the home/ubuntu folder. However the pages
shown on the website are infact found at /opt/lampp/htdocs. To make any changes to the
site, you will need to access that folder.

4. Other useful files include:

/opt/lampp/etc/php.ini (May need editing on new instances to get emails working/prevent
error logs from appearing on site)




Accessing EventBrite Account:
The website uses EventBrite’s services in order to create and manage events.

Accessing Amazon S3 Bucket:
The website is currently set up to store student documents on an Amazon S3 Bucket. In the event
this bucket needs to be accessed, please follow these instructions.

Changing S3 Connection:

To access this S3 Bucket the website makes use of the AWS SDK for PHP. Webpages interacting with
the bucket require the following code before it is accessed:

J<7php

requlire HWSSaws—autoloader ..pnp - 2

use AwshS53%\53Client:
nse Aws'S3\Exception\S3Exception:

inclode ("s3Client .php™)

Note that if a different S3 bucket is used s3Client.php will need to be updated with the new bucket
details.



Accessing MySQL database:
Student and staff profile information is currently stored on the instance using a MySQL database. It
may be necessary to access this directly. The easiest way to do this is through phpMyAdmin.

To access this database, follow this link: https://10.72.98.152/phpmyadmin/ (check IP address
matches instance associated address if link fails).

Login with the root password (initially tempPass1).

The data used by the website is found at Webdata->Placement

= C A Notsecure | 10.72.98.152/ph

php 7 Server: localhost » @ Database: Webdata » [ Table: Placement
aEeT&e [E Browse | 34 Structure =[] SQL L Search = 3¢ Insert =} Export [ Import =3 Privileges 4 (
L2 e
Recent Favorites
—|ea « Showing rows 0 - 4 (5 total, Query took 0.0013 seconds.) [resetToken: ... - PASSWORD...]
— New . . . .
o TR, SEhETE SELECT * FROM "Placement’ ORDER BY "resetToken™ AsC
-‘i-, 1| mysql

+| |1 performance_schema
+| |4 phpmyadmin

T "l ; Show all Number of rows: | 25 ¥ Filter rows: | Search this table Sort by key Naone
+ [ tes
= | 1| Webdata
[} New + Options
+L}» Placement —T— ¥  userlD Surmame Forename Company Position Starl End Super
Date Date
&7 Edit % Copy @ Delete 1632822 Johnson  Jil NULL NULL NULL NULL

Ford Motor  Business

o Edit 3¢ Copy (@ Delete 1627232 Maehan Samuel 2020-03-02 2021-02-11

Company T
&7 Edit 3:Copy @ Dalete 1234567 Meign Paul Blart  NULL NULL  NULL NULL
7 Edit 3¢ Copy @ Delele 1845995 Terry JamesT  NULL NULL  NULL NULL
PEdit 3¢ Copy @ Delete 1627233 Teechan  Catherine  —20dil Placement 550 43 02 20210211
& = University ~ Team

t Check all With selected: 7 Edit 3£ Copy @ Delete ] Export

Show all ‘ Number of rows: 26 ¥ Filter rows: | Search this table Sort by key Mone

From here you can easily view, edit and change the database. Note that if the Placement table (and
most of the columns within it) are required for the website in its current state to function correctly.

Changing Database Connection
Currently when connecting to the MySQL database the following line of code is required:

inclode ("dbConnect .php™) 7

Note that if the database is changed (i.e. new password/server/etc.) these details will need to be
updated in dbConnect.php.

Adding Records To The Database:
Login to the website with a staff account (AccessLevel = 2).

Select Update Student List in the navbar.

Submit a CSV file of the following format


https://10.72.98.152/phpmyadmin/

AutoSave PlacementStudents.csw + ,O Search

File Home Insert Page Layout Formulas Data Review View Help
& Cut Calibri Jn A A | =E=E0 % | Bwepte General . =i @ Normal Bad

[ Copy ~ .
Paste B I U-~ Do ﬁ"' Merge & Center ~ g ~ % ) eug —)08 Conditional Formatas |Calculation

~  <¥ Format Painter Formatting~  Table ~

Clipboard 1 Font ] Alignment ] Number [ Styl
@ POSSIBLE DATA LOSS  Some features might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an Excel file format. Don't show again
P18 e 5
A B C D E F <] H 1 K L M N O P Q
1 |List of Students on a Programme
2 |Input:
3 |Course CoU%
4 |Programm 2
3 —
e =
7 |Results:
8 |Student C Surname Forename Forename Course  Course Tit Acad Year Block Occl Moac Fee Status Reg Statu Univ Emai Home Emi Tutor{Hon Tutor(Assoc)
9 | 1234567 Meign Paul Blart UFBSCMSEBSc Comp 2020 E meehansam98@gmail.com

List of STUdEnts On & PTOGLAMME,, s rrrrorrrres

Input:, srrrvrerrerers

Course Code, U¥, vrvrrrrrrrnr

Programme Year,2rerrrrrorreres

ReSUltSirororrrrrrerrosr

Student Code, Surname, Forenamel, Forsname?, Course, Course Title,Acad Year,Block,Occl,Moac,Fes Status, Reg Status,Univ Email,Home Email, Tutor (Home),Tuter (Assoc)
1234567,Meign, Paul, Blart, UFBSCMSS, BSc Computer Science (Year in Industry),2020,,,,E,,meshansamds@omail.com,,,

The database will be updated with the new records. They will be given a randomly generated
password which will be emailed to the associated email address. Note that entries with
missing/duplicate Id’s will not be added



