Facebook Risk Assessment Form

Questions. Weighting Pass/ Fail | Evidence
Prevalent Personal Information *Has Been Removed*
Full Identifiable Name? 8 Fail
Identifiable Profile Picture? 6 Fail
Home Address? 10 Pass
Personal mobile phone number? 8 Pass
E-mail Address Provided? 4 Pass
City of Residence? 4 Fail
Date of Birth? 8 Fail
26/48
Identity of Close Relatives
Parents name(s)? 8 Fail
Siblings Name(s)? 8 Fail
16/16
Personal Attributes / Views
Political View? 6 Pass
Religious view? 6 Pass
0/12
Historical Personal Information
School(s) attended? 8 Fail
Place of Birth? 6 Fail
Previous Address? 6 Pass
Make of first car? 2 Fail
16/22
Professionalism of an Individual
Occupation? 8 Fail
Evidence of Breaking the Law? 8 Fall
Actions which can potentially harm their Job security? 4 Pass
16/20
Common Security Questions
What is your pet name? 2 Pass
Where were you Born? 2 Fall
What is your favourite Restaurant? 2 Pass
Name of your School/ Occupation 2 Fail
Who is your favourite singer 2 Pass
What is your favourite town/ City? 2 Fail
What is your favourite Song? 2 Pass
What is your favourite film? 2 Fail?
What is your favourite book? 2 Fail
Where was you first job? 2 Pass
Where did you grow up? 2 Fail
What was your first phone number? 2 Pass
Mothers Birthplace? 2 Pass
Best Childhood Friend 2 Fail
Favourite Teacher? 2 Fail
Favourite historical person? 2 Pass
16/32

90/150




Low Risk 0<44

Medium Risk 45 < 89

High Risk 90< 119

Action is Needed 120 < 150

Subject: S1
Age: 21
Gender: Female
Date of Screening: 07/03/16

Initial View

Appeared confident that her profile produced no risk
towards herself in relation to over exposure.

Has made effort to keep on top of her social media
footprint, by deleting old content that is no longer
relevant.

Section Score

Prevalent Personal Information 26/48
Identity of Close Relatives 16/16
Personal Attributes / Views 0/12
Historical Personal Information 16/22
Professionalism Of an Individual 16/20
Common Security Questions 16/32

TOTAL 90/ 150

(High Risk)

Post Screening
View

e Mostly concerned about family members becoming
under attack, as they are not efficient with
technology and may not react to the attack.

e Was very surprised with results returned from
FRAM, after initially stating she believed there was
no risks associated with her account.

e Was deeply concerned that FRAM was able to
uncover her breaking a law that she was unaware
of.




