Facebook Risk Assessment Form

Questions. Weighting Pass/ Fail | Evidence
Prevalent Personal Information
Full Identifiable Name? 8 Fail
Identifiable Profile Picture? 6 Pass
Home Address? 10 Pass
Personal mobile phone number? 8 Fail
E-mail Address Provided? 4 Fail
City of Residence? 4 Fail
Date of Birth? 8 Fail
32/48
Identity of Close Relatives
Parents name(s)? 8 Fail
Siblings Name(s)? 8 Fail
16/16
Personal Attributes / Views
Political View? 6 Pass
Religious view? 6 Fail
6/12
Historical Personal Information
School(s) attended? 8 Pass
Place of Birth? 6 Pass
Previous Address? 6 Pass
Make of first car? 2 Pass
0/22
Professionalism of an Individual
Occupation? 8 Fail
Evidence of Breaking the Law? 8 Fail
Actions which can potentially harm their Job security? 4 Fail
20/20
Common Security Questions
What is your pet name? 2 Fail
Where were you Born? 2 Pass
What is your favourite Restaurant? 2 Pass
Name of your School/ Occupation 2 Pass
Who is your favourite singer 2 Pass
What is your favourite town/ City? 2 Pass
What is your favourite Song? 2 Pass
What is your favourite film? 2 Pass
What is your favourite book? 2 Pass
Where was you first job? 2 Fail
Where did you grow up? 2 Pass
What was your first phone number? 2 Pass
Mothers Birthplace? 2 Fail
Best Childhood Friend 2 Pass
Favourite Teacher? 2 Pass
Favourite historical person? 2 Pass
6/32
1, TOTAL 80/150




Low Risk 0<44

Medium Risk 45< 89

High Risk 90< 119

Action is Needed

120 <150

Subject: S5
Age: 27
Gender: Male
Date of Screening: 18/03/16

Initial View

Hesitated throughout the Interview, was unsure on
many responses.

The subject was confident that their profile would
return no substantial risks.

The only subject to admit to accepting any friend
request.

Section Score

Prevalent Personal Information 26/48
Identity of Close Relatives 16/16
Personal Attributes / Views 0/12
Historical Personal Information 16/22
Professionalism Of an Individual 16/20
Common Security Questions 16/32

TOTAL 80/ 150

(Medium Risk)

Post Screening
View

Had little reaction to the results, appeared not to care
towards the potential risks possible due to the content
on their Facebook profile.

Section 2 information was all available. This was
expected by the author before screening started.

Users awareness has not changed, with the subject
not changing any actions or views as a result of
FRAM.




