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PƌojeĐt DesĐƌipioŶ 
IŶ ƌespoŶse to the gƌoǁiŶg iŶtegƌaioŶ of ĐǇďeƌ-phǇsiĐal sǇsteŵs ;CPSͿ aŶd the suďseƋueŶt eŵeƌgeŶĐe 
of seĐuƌitǇ ǀulŶeƌaďiliies ǁithiŶ esseŶial iŶfƌastƌuĐtuƌes [ϭ, ϴ], this pƌojeĐt iŶteŶds to deǀelop a 
ĐoŵpƌeheŶsiǀe fƌaŵeǁoƌk foƌ the foƌeŶsiĐ aŶalǇsis of these sǇsteŵs. This fƌaŵeǁoƌk aiŵs to pƌoǀide 
aŶ appƌoaĐh foƌ aŶalǇsiŶg ďƌeaĐhes aĐƌoss a ǀaƌietǇ of ĐǇďeƌ-phǇsiĐal sǇsteŵs, iŶĐludiŶg autoŶoŵous 
ǀehiĐles, iŶdustƌial ĐoŶtƌol sǇsteŵs, aŶd sŵaƌt gƌids ďǇ liŶkiŶg the digital ĐoŶseƋueŶĐes of the ataĐk 
to its phǇsiĐal efeĐts. GiǀeŶ the ǀital ƌole of ĐǇďeƌ-phǇsiĐal sǇsteŵs iŶ ŵodeƌŶ soĐietǇ, the 
deǀelopŵeŶt of this fƌaŵeǁoƌk is ĐƌuĐial foƌ foƌeŶsiĐ iŶǀesigatoƌs iŶ ĐƌiiĐal seĐtoƌs suĐh as 
healthĐaƌe, eŶeƌgǇ, aŶd tƌaŶspoƌtaioŶ. It ǁill alloǁ iŶǀesigatoƌs to ƋuiĐklǇ aŶd aĐĐuƌatelǇ ideŶifǇ the 
souƌĐe aŶd sĐope of a ďƌeaĐh aŶd pƌoǀide a ŵethodologǇ foƌ ŵiigaiŶg the daŵage Đaused.  

CƌuĐiallǇ, the fƌaŵeǁoƌk ǁill foĐus oŶ ĐoƌƌelaiŶg the ƌelaioŶships ďetǁeeŶ the digital eǀideŶĐe as 
ǁell as the phǇsiĐal iŵpaĐt of ďƌeaĐhes iŶ ĐǇďeƌ-phǇsiĐal sǇsteŵs. This ǁill ďe a ĐƌiiĐal ĐoŵpoŶeŶt of 
the fƌaŵeǁoƌk, as the iŵpƌopeƌ opeƌaioŶ of aŶǇ ĐǇďeƌ-phǇsiĐal sǇsteŵ ǁill alǁaǇs haǀe ƌaŵiiĐaioŶs 
foƌ ďoth the digital aŶd phǇsiĐal doŵaiŶs. BǇ haǀiŶg a full uŶdeƌstaŶdiŶg of the iŶteƌdepeŶdeŶĐies of 
these sǇsteŵs [ϳ], aŶd a Đleaƌ ŵethodologǇ oŶ hoǁ to ŵiigate the daŵage posed ďǇ ďƌeaĐhes iŶ 
these sǇsteŵs, this fƌaŵeǁoƌk ǁill eŶsuƌe that foƌeŶsiĐ iŶǀesigatoƌs aƌe ďeteƌ eƋuipped to ƌespoŶd 
to ďƌeaĐhes ǁithiŶ ĐǇďeƌ-phǇsiĐal sǇsteŵs efeĐiǀelǇ aŶd ĐaŶ ƌeĐoŶstƌuĐt the full seƋueŶĐe of eǀeŶts 
that oĐĐuƌs. 

This pƌojeĐt ǁill ďe Đaƌƌied out ďǇ ƌeseaƌĐhiŶg ĐǇďeƌ-phǇsiĐal sǇsteŵs, piŶpoiŶiŶg poteŶial seĐuƌitǇ 
ǀulŶeƌaďiliies that applǇ to all ĐǇďeƌ-phǇsiĐal sǇsteŵs [ϭ, ϱ], as ǁell as deteƌŵiŶiŶg opiŵuŵ data 
aŶalǇsis pƌoĐeduƌes, ǁhiĐh ǁill ďe aďle to sipulate eǆaĐtlǇ ǁhat data ǁill Ŷeed to ďe ĐolleĐted aŶd at 
ǁhat poiŶt duƌiŶg the iŶǀesigaioŶ, aŶd hoǁ to aŶalǇse this. To do this, I ǁill use eǆisiŶg data sets 
takeŶ fƌoŵ ǀaƌious sǇsteŵs suĐh as: 

- PhǇsiĐal DeǀiĐes CoŶŶeĐted to the SǇsteŵ: CataloguiŶg eǀeƌǇ deǀiĐe that is ĐoŶŶeĐted to the 
sǇsteŵ as sooŶ as a ďƌeaĐh is deteĐted helps to iŵŵediatelǇ ideŶifǇ aŶoŵalous iŶtƌusioŶs 
aŶd ĐaŶ help to ďegiŶ a iŵeliŶe of eǀeŶts. 

- PƌeseƌǀaioŶ aŶd EǆaŵiŶaioŶ of Digital AƌtefaĐts: Digital aƌtefaĐts fouŶd iŶ ǀolaile ŵeŵoƌǇ 
suĐh as RAM aŶd ĐƌiiĐal sǇsteŵ ĐoŶiguƌaioŶs ĐaŶ pƌoǀe iŶǀaluaďle ǁheŶ deteƌŵiŶiŶg the 
seǀeƌitǇ of a ďƌeaĐh. 

- SeŶsoƌ Data: This alloǁs ƋuiĐk ideŶiiĐaioŶ of a loĐaioŶ ǁheƌe the ďƌeaĐh ŵaǇ haǀe afeĐted 
the sǇsteŵ aŶd helps to ŵiigate the iŵpaĐt as it ĐaŶ ďe ƌesolǀed ŵoƌe eiĐieŶtlǇ thƌough a 
ďeteƌ-taƌgeted ƌespoŶse. 

- AssessŵeŶt of PhǇsiĐal Daŵage: If aŶǇ phǇsiĐal daŵage has oĐĐuƌƌed to seŶsoƌs, sǇsteŵs, oƌ 
aĐtuatoƌs ǁithiŶ the ĐǇďeƌ-phǇsiĐal sǇsteŵ, theŶ this ǁill ďe ĐƌuĐial iŶ deteƌŵiŶiŶg the Ŷatuƌe 
aŶd seǀeƌitǇ of the ataĐk.  

This is a suitaďle iŶal-Ǉeaƌ pƌojeĐt as it has a ƌelaiǀelǇ high diiĐultǇ ďut is suitaďle to Đoŵplete ǁithiŶ 
the giǀeŶ iŵe fƌaŵe. I do haǀe eǆpeƌieŶĐe iŶ foƌeŶsiĐ aŶalǇsis, aŶd I aŵ faŵiliaƌ ǁith eǆploƌiŶg PCAP 
iles aŶd sǇsteŵ iŵages foƌ foƌeŶsiĐ iŶfoƌŵaioŶ, hoǁeǀeƌ this is aŶ eǆĐelleŶt oppoƌtuŶitǇ to fuƌtheƌ 
ŵǇ eǆpeƌise iŶ foƌeŶsiĐ aŶalǇsis aŶd alloǁs ŵe to eǆploƌe ǀulŶeƌaďiliies ǁithiŶ ĐǇďeƌ-phǇsiĐal sǇsteŵs 
[ϭ, ϱ] aŶd the ĐhalleŶges of haǀiŶg theŵ iŶteƌliŶk ǁith the phǇsiĐal aŶd digital doŵaiŶs. Fuƌtheƌŵoƌe, 
this pƌojeĐt has a high poteŶial foƌ a ƌeal-ǁoƌld iŵpaĐt, ĐoŶtƌiďuiŶg to seĐuƌitǇ pƌoĐeduƌes Ŷeeded 
foƌ ǀital ĐǇďeƌ-phǇsiĐal sǇsteŵs. 
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Aiŵs aŶd OďjeĐiǀes 
The pƌiŵaƌǇ aiŵ of this pƌojeĐt is to Đƌeate a foƌeŶsiĐ fƌaŵeǁoƌk foƌ the aŶalǇsis of ĐǇďeƌ-phǇsiĐal 
sǇsteŵs [Ϯ, ϯ], speĐiiĐallǇ foĐusiŶg oŶ ĐoƌƌelaiŶg the digital aspeĐt ǁith the phǇsiĐal ĐoŶseƋueŶĐes of 
the ataĐk. This fƌaŵeǁoƌk ǁill Ŷeed to ďe diǀeƌse eŶough to applǇ to a ǀaƌietǇ of ĐǇďeƌ-phǇsiĐal 
sǇsteŵs aŶd ǁill ƌeƋuiƌe ƌeseaƌĐh iŶto ĐoŵŵoŶ shaƌed ǀulŶeƌaďiliies aĐƌoss all ĐǇďeƌ-phǇsiĐal sǇsteŵs 
[ϭ, ϱ] as ǁell as ƌeseaƌĐh iŶto soŵe eǆisiŶg appƌoaĐhes to this pƌoďleŵ. I plaŶ oŶ ĐoŵpleiŶg the 
folloǁiŶg oďjeĐiǀes: 

ϭ. Liteƌatuƌe Reǀieǁ: A thoƌough liteƌatuƌe ƌeǀieǁ of soŵe of the ĐuƌƌeŶt appƌoaĐhes foƌ the 
foƌeŶsiĐ aŶalǇsis of ǀaƌious ĐǇďeƌ-phǇsiĐal sǇsteŵs [ϰ], aŶd fuƌtheƌ aŶalǇsis of these ŵethods 
to piŶpoiŶt poteŶial iŵpƌoǀeŵeŶts aŶd ĐhalleŶges so that ŵǇ pƌojeĐt ĐaŶ ďe ŵoƌe ǁidelǇ 
appliĐaďle aŶd ďeteƌ suited to all sǇsteŵs. 

Risk: GiǀeŶ the ƌapid pƌogƌessioŶ of seĐuƌitǇ featuƌes of ĐǇďeƌ-phǇsiĐal sǇsteŵs, theƌe is a ƌisk that 
the iŶfoƌŵaioŶ takeŶ fƌoŵ oldeƌ papeƌs ŵaǇ ďe oďsolete. 

MiigaioŶ: Pƌioƌiise ŵoƌe ƌeĐeŶt ƌeseaƌĐh efoƌts to ďegiŶ ǁith ǁhile sill ĐoŶsideƌiŶg oldeƌ 
pƌojeĐts, ĐoŵďiŶiŶg these foƌ a ďeteƌ oǀeƌall appƌoaĐh that applies to ďoth ĐuƌƌeŶt aŶd legaĐǇ 
sǇsteŵs. 

Ϯ. Catalogue CoŵŵoŶ VulŶeƌaďiliies: BǇ ƌeseaƌĐhiŶg ǀaƌious ĐǇďeƌ-phǇsiĐal sǇsteŵs, it is ǀital to 
ƌeĐoƌd the ŵost ĐoŵŵoŶ poiŶts of eŶtƌǇ foƌ aŶ ataĐkeƌ [ϲ] so that the fƌaŵeǁoƌk ĐaŶ ďe 
ŵoƌe taƌgeted toǁaƌds iŶdiŶg the ďƌeaĐh ŵoƌe eiĐieŶtlǇ, thus stƌeŶgtheŶiŶg the seĐuƌitǇ of 
the sǇsteŵ.  

Risk: SiŶĐe the fƌaŵeǁoƌk ŵust applǇ to all ĐǇďeƌ-phǇsiĐal sǇsteŵs, this ŵaǇ Ŷot ďe aďle to Đoǀeƌ 
all poteŶial poiŶts of eŶtƌǇ iŶ ŵoƌe Đoŵpleǆ sǇsteŵs ǁith ŵaŶǇ iŶteƌfaĐes. 

MiigaioŶ: I ǁould ŵiigate this ďǇ iŶĐoƌpoƌaiŶg a ŵoƌe ŵodulaƌ appƌoaĐh to ĐataloguiŶg kŶoǁŶ 
failuƌe poiŶts, theƌefoƌe ŵakiŶg the fƌaŵeǁoƌk ŵoƌe sĐalaďle to laƌgeƌ ĐǇďeƌ-phǇsiĐal sǇsteŵs. 

ϯ. IdeŶifǇ Opiŵuŵ PƌoĐeduƌes foƌ AŶalǇsiŶg Data: UsiŶg pƌe-eǆisiŶg data sets fƌoŵ ǀaƌious 
sǇsteŵs, as ǁell as poteŶiallǇ ĐolleĐiŶg soŵe Ŷeǁ data if iŵe alloǁs. This aiŵs to ideŶifǇ 
opiŵuŵ ǁaǇs of aŶalǇsiŶg data fƌoŵ ĐǇďeƌ-phǇsiĐal sǇsteŵs to ideŶifǇ a ďƌeaĐh ƋuiĐklǇ. 

Risk: IŶadeƋuate ŵethods foƌ pƌoĐessiŶg aŶd aŶalǇsiŶg data ŵaǇ lead to ŵissiŶg ĐƌiiĐal eǀideŶĐe 
foƌ the iŶǀesigaioŶ. 

MiigaioŶ: Eǀaluate the efeĐiǀeŶess of the pƌoĐeduƌes Đƌeated ďǇ siŵulaiŶg a ďƌeaĐh oŶ a ĐǇďeƌ-
phǇsiĐal sǇsteŵ.  

ϰ. SiŵulaioŶ aŶd Fƌaŵeǁoƌk ValidaioŶ: This aiŵs to siŵulate a ďƌeaĐh oŶ a ĐǇďeƌ-phǇsiĐal 
sǇsteŵ to eǀaluate the efeĐiǀeŶess of the fƌaŵeǁoƌk oŶ aŶ aĐtual ďƌeaĐh, ƌeiŶiŶg it if 
ŶeĐessaƌǇ. UilisiŶg this iŶ ĐoŶjuŶĐioŶ ǁith pƌe-eǆisiŶg data fƌoŵ ǀaƌious sǇsteŵs eŶsuƌes 
that the fƌaŵeǁoƌk is suiĐieŶtlǇ stƌoŶg aŶd ǀaƌied to ďe applied to ǀaƌious ĐǇďeƌ-phǇsiĐal 
sǇsteŵs. 

Risk: A siŵulated ďƌeaĐh ŵaǇ Ŷot aĐĐuƌatelǇ ƌepƌeseŶt ƌeal-ǁoƌld sĐeŶaƌios, ŵisƌepƌeseŶiŶg the 
fƌaŵeǁoƌk’s efeĐiǀeŶess. 

MiigaioŶ: Test a ďƌeaĐh that is ĐoŵŵoŶ to ŵaŶǇ ĐǇďeƌ-phǇsiĐal sǇsteŵs, ŵakiŶg the fƌaŵeǁoƌk 
appliĐaďle to all sǇsteŵs, aŶd eŶsuƌiŶg that the ďƌeaĐh ƌepƌeseŶts a ƌeal-ǁoƌld sĐeŶaƌio. 
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FeasiďilitǇ 
Theƌe aƌe soŵe faĐtoƌs ǁhiĐh Đould afeĐt the feasiďilitǇ of this pƌojeĐt: 

- EthiĐal Appƌoǀal: Due to the Ŷatuƌe of this pƌojeĐt pƌioƌ ethiĐal appƌoǀal ǁill Ŷot ďe a 
pƌeƌeƋuisite as this pƌojeĐt does Ŷot iŶǀolǀe the uilisaioŶ of aŶǇ huŵaŶ data aŶd ǁill Ŷot 
ƌeƋuiƌe huŵaŶ paƌiĐipaioŶ iŶ the tesiŶg oƌ ƌeǀieǁ phase of deǀelopiŶg the fƌaŵeǁoƌk. 

- Legal Issues: The siŵulaioŶ of a ďƌeaĐh oŶ a ĐǇďeƌ-phǇsiĐal sǇsteŵ ŵust ďe ĐoŶduĐted 
pƌopeƌlǇ, eŶsuƌiŶg that theƌe is Ŷo uŶauthoƌised aĐĐess to otheƌ sǇsteŵs oƌ deǀiĐes to ĐoŵplǇ 
ǁith the Coŵputeƌ Misuse AĐt [ϵ]. 

- SpeĐial ResouƌĐes: The use of ƌesouƌĐes giǀeŶ ďǇ the uŶiǀeƌsitǇ suĐh as theiƌ ĐǇďeƌ-phǇsiĐal 
sǇsteŵ is ĐƌuĐial foƌ this pƌojeĐt to siŵulate a ďƌeaĐh aŶd eǀaluate the efeĐiǀeŶess of the 
fƌaŵeǁoƌk. 

These ĐaŶ ďe addƌessed ďǇ oďtaiŶiŶg eǆpliĐit peƌŵissioŶs foƌ tesiŶg the ďƌeaĐh oŶ the uŶiǀeƌsiies’ 
ĐǇďeƌ-phǇsiĐal sǇsteŵ, eŶsuƌiŶg that these aƌe isolated fƌoŵ aŶǇ ǁideƌ Ŷetǁoƌks. All aĐioŶs takeŶ 
duƌiŶg the siŵulaioŶ ǁill ďe doĐuŵeŶted ǁith iŵestaŵps, detailiŶg eǆaĐtlǇ ǁhat oĐĐuƌƌed aŶd ǁheŶ. 
RegaƌdiŶg the use of ƌesouƌĐes giǀeŶ ďǇ the uŶiǀeƌsitǇ, the ƌeƋuest foƌ this ǁill ďe ŵade iŶ adǀaŶĐe, 
aŶd a detailed plaŶ ǁill ďe ŵade outliŶiŶg the speĐiiĐ uses that I iŶteŶd ǁill ďe ŵade ǁhiĐh ǁill ďe 
helpful foƌ the deǀelopŵeŶt of the pƌojeĐt. 

Woƌk PlaŶ 
The folloǁiŶg is a stƌuĐtuƌed iŵeliŶe of the ŵilestoŶes that I aŵ seiŶg out to aĐhieǀe iŶ this pƌojeĐt 
aŶd the ǁoƌk ƌeƋuiƌed to Đoŵplete eaĐh oŶe. 

Weeks ϭ-Ϯ: PƌojeĐt PlaŶŶiŶg aŶd BaĐkgƌouŶd ReseaƌĐh 

- Coŵplete the iŶiial plaŶ foƌ the pƌojeĐt. 
- OƌgaŶise a ŵeeiŶg sĐhedule ǁith the supeƌǀisoƌ. 
- Coŵplete iŶiial ƌeseaƌĐh suƌƌouŶdiŶg the ďaĐkgƌouŶd of the pƌojeĐt. 
- BegiŶ a liteƌatuƌe ƌeǀieǁ of ĐuƌƌeŶt appƌoaĐhes that addƌess the pƌoďleŵ. 

Weeks ϯ-ϰ: ReseaƌĐh VulŶeƌaďiliies iŶ CǇďeƌ-PhǇsiĐal SǇsteŵs aŶd IdeŶiiĐaioŶ of Opiŵuŵ 
PƌoĐeduƌes foƌ AŶalǇsiŶg Data  

- DoĐuŵeŶt aŶǇ shoƌtĐoŵiŶgs iŶ ĐuƌƌeŶt appƌoaĐhes to this pƌoďleŵ duƌiŶg aŶd ateƌ the 
liteƌatuƌe ƌeǀieǁ. 

- AŶalǇse aŶd ƌeseaƌĐh ĐuƌƌeŶt ĐǇďeƌ-phǇsiĐal sǇsteŵs to Đatalogue ĐoŵŵoŶ ǀulŶeƌaďiliies to 
eŶsuƌe that the fƌaŵeǁoƌk is ďeteƌ taƌgeted to these. 

- IdeŶifǇ the tǇpes of data that Ŷeed to ďe ĐolleĐted foƌ foƌeŶsiĐ eǆaŵiŶaioŶ aŶd hoǁ the data 
ĐaŶ ďe used aŶd aŶalǇsed thƌoughout the iŶǀesigaioŶ. 

Weeks ϱ-ϲ: Fuƌtheƌ Deǀelop the Fƌaŵeǁoƌk ďǇ DeiŶiŶg Opiŵuŵ Data AŶalǇsis PƌoĐeduƌes 

- Estaďlish ŵethods foƌ data aŶalǇsis eŶsuƌiŶg that a Đleaƌ ĐhaiŶ of ĐustodǇ is ŵaiŶtaiŶed usiŶg 
pƌe-eǆisiŶg data sets. 

- IŶǀesigate ŵethods of ĐoƌƌelaiŶg this data ǁith the phǇsiĐal iŵpaĐts that the data shoǁs. 
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Weeks ϳ-ϵ: BƌeaĐh SiŵulaioŶ aŶd Fƌaŵeǁoƌk ValidaioŶ 

- Siŵulate a ďƌeaĐh oŶ the ĐǇďeƌ-phǇsiĐal sǇsteŵ pƌoǀided ďǇ the uŶiǀeƌsitǇ to deteƌŵiŶe the 
efeĐiǀeŶess of the fƌaŵeǁoƌk ǁhiĐh ĐloselǇ ŵiŵiĐs ƌeal-ǁoƌld sĐeŶaƌios. 

- ColleĐt aŶd aŶalǇse data fƌoŵ the ďƌeaĐh to ǀalidate the fƌaŵeǁoƌk. 
- Deǀelop ŵethods foƌ ĐoƌƌelaiŶg this data ǁith phǇsiĐal seŶsoƌ data aŶd sǇsteŵ logs to 

uŶdeƌstaŶd the efeĐts of the ďƌeaĐh oŶ the phǇsiĐal doŵaiŶ. 
- EŶsuƌe the fƌaŵeǁoƌk is adaptaďle eŶough to applǇ to aŶǇ ĐǇďeƌ-phǇsiĐal sǇsteŵ. 

Weeks ϭϬ-ϭϮ: Fuƌtheƌ TesiŶg aŶd ReiŶeŵeŶt 

- UsiŶg the data ĐolleĐted iŶ the siŵulaioŶ phase, eǀaluate aŶd ƌeǀieǁ aŶǇ ĐhaŶges that ŵaǇ 
Ŷeed to ďe ŵade to the fƌaŵeǁoƌk. 

- Eǀaluate hoǁ fuƌtheƌ ĐhaŶges ĐaŶ ďe ŵade iŶ futuƌe fƌaŵeǁoƌk iteƌaioŶs. 
- Coŵplete the iŶal ƌepoƌt aŶd eŶsuƌe that it is ƌeadǇ foƌ suďŵissioŶ. 

 

As shoǁŶ aďoǀe, I aiŵ to Đoŵplete the siŵulaioŶ phase oǀeƌ thƌee ǁeeks. This alloǁs eŶough iŵe 
foƌ aŶǇ issues that ŵaǇ oĐĐuƌ, aŶd it eŶsuƌes that I haǀe eŶough iŵe ďefoƌehaŶd to fullǇ ƌeseaƌĐh 
eǆaĐtlǇ ǁhat the ďƌeaĐh ǁill ďe so that it fullǇ tests the fƌaŵeǁoƌk that I haǀe deǀeloped. This ŵaǇ 
oǀeƌlap ǁith ǁeek ϭϬ, hoǁeǀeƌ, thƌee ǁeeks should ďe eŶough iŵe to Đoŵplete this. 

  



ϲ 
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